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THE PENTAGON

RETHINKING THE SAFETY OF
SOFTWARE CODED OVER THERE

UNTIL NOW, the debate over
the exodus of software
programming to places like
India has mostly focused
on whether lower costs are
worth lost American jobs.
Now, however, a
new hot-button
issue is surfacing—
about whether

such outsourced
programming is a
threat to national
security.

A Pentagon task
force is in the final
stages of preparing
recommendations
on how to deal
with the fact that
some software the
military buys from
American companies
is coded offshore.
The task force is part of the
Defense Science Board, an
advisory group made up of
volunteers from the military
and industry. While the task
force’s deliberations are
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secret, the conversations its
members have been having
with outside experts are
raising concerns in the tech
industry about what the
recommendations will be.

“We recognize that there are
real threats,” says Phillip
Bond, chief executive of

the Information Technology
Association of America, a

government to deal with this
in a smart way, and we’re
concerned they might do it
wrong.”

The worry is that the
Pentagon might enact
policies forcing tech
suppliers to break off pieces
of their global supply
chains, making it difficult
for American companies to
deliver the most advanced
products to the
Pentagon at affordable
prices. These days,
computer builders,
chipmakers, software
publishers, and
tech-service outfits
all tap inexpensive
programming talent in
foreign countries.

A government effort
to fence out offshore
suppliers, they fear,
could bring a return
to the days when too
much of the stuff the
Pentagon bought
was custom-made—a
practice made infamous by
the government’s much-
publicized procurement of
$600 toilet seats and other
absurdly priced items in the

It’s not clear yet if the
tech industry’s fears will be
realized. William Schneider
Jr., chairman of the Defense
Science Board (but not a
task force member), says
he’s confident that the
recommendations won’t
be draconian—or over-
reaching. ”We’re concerned
with the use of high-end,
mission-critical software and
the process with which it
gets written,” Schneider told
BusinessWeek.

There are no easy
solutions, since pieces of
software created offshore
are embedded throughout
computing equipment and
software packages sold by
U.S. companies. Besides,
making sure the Pentagon’s
highly networked tech
gear is secure goes beyond
the issue of offshore
programming. After all,
Americans can be hackers
and spies, too. Says Paul
Kaminsky, another Defense
Science Board member:
“With networks, often it’s
the inside threat that gets
you.”
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