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Digitization and the dissemination of broadband Internet brought along a phenomena
commonly known as digital piracy whereby copyrighted content - software, music, books,
movies, and video games - is illegally distributed and accessed on the web. Prior research has
studied how digital piracy impacts sales and societal welfare. A number of works have also
looked at how factors such as product quality, search costs, legal prosecution and competition
from legal channels impact piracy activity (Peitz and Waelbroeck, 2006; Rob and Waldfogel,
2006; Zentner, 2006; Waldfogel, 2010; Smith and Telang, 2009; Danaher et al., 2010; Geng and
Lee, 2013; Danaher and Smith, 2014; Danaher et al., 2014; Aguiar et al., 2015; Godinho de
Matos et al., 2015).

Different countries around the world have taken different measures to address piracy.
Some countries act on the supply side of the market - increased DRM protection, website
shutdowns (Germany), blocking of websites (Denmark, UK, Italy, Ireland, Portugal) and
criminal prosecution of providers (US, Sweden). Other countries act on the demand side of
the market - criminal prosecution of end users (U.S.), three strikes laws banning users from
accessing the internet (France, New Zealand) and public educational campaigns (UK). Some
countries pursue mixed strategies.

In this project we propose to study the impact of anti-piracy policies across the globe,
focusing on the effect that website blocking may have on Bit Torrent activity both in the
short-run and in the long-run. Website blocking consists in a legal order to Internet Service
Providers to deny their subscribers access to websites providing copyright infringing content.
Some countries implement traffic blocking at IP level, others use DNS blocking and others
use a combination of both strategies. Blocking can be applied to long lists of infringing
websites in batches. Blocking websites makes it harder to access media content illegally
on the Internet. This can be an effective strategy to reduce piracy if pirates turn to legal
distribution channels.
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Website blocking differs from website shutdown because with the former ISPs block the
users’ access to websites but the websites remain in operation. Because neither the website
nor the links that it points to are removed from the internet, these infringing websites can
be accessed by subscriber’s of other ISPs (that do not block access) or by sophisticated
subscribers of the ISPs restricting access – e.g. users that resort to technologies such as
virtual private networks or that change their domain name server resolution protocol to
allow them to circumvent the block.

The loopholes associated to website blocking may, however, backfire. For example, block-
ing one website may result in new websites coming up all providing illegal access to media
content. Blocking access to a myriad of new websites might be harder than blocking access
to one single website – the one that was up before any blocking started. Also, blocking
access to websites may translate into unintended consequences for the ISPs such as bad
word-of-mouth.

We propose to analyze consumer responses to website blocking in this paper. To this
end, we have obtained anonymized data on worldwide Bit Torrent activity aggregated by
ISP covering a period of 4 years (2012-2016). This dataset includes Bit Torrent stream
counts by type content exchanged (e.g. music, movie, software, encrypted) per month and
per ISP. These data allows us to perform a cross country comparison of piracy behavior and
explore the heterogeneous effects of different website blocking approaches - court ordered or
not, individual target or batch blocking, IP or DNS blocking - on consumer behavior across
countries both in the short-run and in the long-term.

In order to better understand the effect of website blocking policies, we propose to com-
plement the above mentioned country level analysis with an in-depth case study of the effect
of website blocking in a specific country for which we obtained household level data through
an ongoing collaboration with a local ISP. Our individual level dataset contains anonymized
records of Internet traffic volumes, BitTorrent usage volumes, use of the company’s Video On
Demand service, and a snapshot of each household’s social network derived from cell phone
call detailed records. A preliminary analysis of these data suggests that the impact of web-
site blocking in this country although short lived increased consumption in legal distribution
channels that would not have otherwise happened.

We also propose to use our individual level dataset to extend our analysis to learn what
role social networks (identified from the call detailed records) may play in the process of
learning how to circumvent website blocking as well as in the adoption of more sophisticated
piracy behaviors such as the use of proxy networks and encryption that ultimately will
make it harder to identify and prevent piracy. In short, do users influence their friends to
commit piracy? Do friends exchange information about how to best circumvent anti-piracy
strategies? Do friends help each other identifying websites that provide illegal access to
media content and website blocking is used?

Finally, as a by-product of our research, we plan to assemble and make freely available
to our peers, a database of policy decisions, court orders and country specific legislation
worldwide, which will characterize when and by which means website blocking is taking
place across the globe. We believe that such a dataset will provide valuable knowledge on
the evolution of anti-piracy policies over time in different geographical regions around the
globe and that our analysis will inform firms and policy makers about what are the most
effective strategies to limit digital piracy.
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