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This project will be collaborative with Avi Goldfarb, University of Toronto and NBER.

The goal of this project is to provide an empirical understanding of innovation behavior in the
presence of competition. Our empirical setting is academic research in cryptography (code makers)
and cryptanalysis (code breakers). Because of the nature of innovation in this setting, we observe
a race between code makers and code breakers and the relative advantage of each. This will enable
us to investigate laggard and leader innovation as informed by Schumpeterian growth theory.

There is broad agreement that innovation is essential for economic growth. Growth theory
has considered a variety of models aimed at parsing innovation behavior and its output as it
contributes to economic growth. We focus on recent theoretical developments of step-by-step
innovation models (e.g., Aghion et al., 2001; Aghion et al., 2005; Aghion et al., 2015) that provide
a richer set of theoretical predictions relative to the innovative behavior of leaders and challengers.
Implicitly, we consider both the Schumpeterian model with vertical innovations and the product
variety models (e.g., Romer, 1990) with horizontal innovations (Grossman and Helpman, 1991).

A large empirical literature offers evidence informed by these theoretical models, both at
the individual and firm level. A central question focuses on how different forms of competition
might affect innovation behavior. However, these empirical findings remain mixed (e.g., Gilbert,
2006; Cohen, 2010). On the one hand, it is unclear if market structure plays a role in influencing
innovation behavior. On the other hand, the empirical studies struggle to account for the
endogenous relationship between innovation and the competitive landscape.

We propose a novel setting to further contribute to these empirical efforts. Specifically, we
propose to focus on scientists’ innovative behavior in cryptography (code making) and
cryptanalysis (code breaking). We do so since the nature of innovation in these domains is that of
a race, and thus lends itself well to the theoretical models of growth preoccupied with the
relationship between innovation behavior and competition.

The goal of cryptography, a science at the intersection of mathematics, computers science
and electrical engineering, is to create algorithms that hide the meaning of a message.
Cryptanalysis is the science of breaking those algorithms. While the popular belief is that most
code making is secretive and most code breaking is undertaken by ill-intended individuals, in
reality both aspects unfold in the realm of open science. Cryptography is pervasive to our modern
society. Web browsers, email programs, credit cards and cell phones, to name a few, incorporate
cryptographic algorithms in order to ensure secure data transmission between parties. Academic
researchers in cryptography are preoccupied with bettering these security algorithms.
Cryptanalysis was formed as a result of these scientists’ efforts to ensure the soundness of their
cryptographic algorithms. In other words, the scientists of cryptanalysis are focused on ensuring
the robustness of cryptography algorithms by launching attacks on them while still in theoretical
stage (as opposed to applied and implemented).

Given the nature of these two research domains, the setting provides a rich testing bed of
leader and challenger innovation behavior, with respect to both horizontal and vertical innovation,



and relative to changes in the competitive landscape as shaped by the race between code makers
and code breakers. Specifically, we propose to measure changes in the differential innovative effort
of code makers and code breakers relative to the perceived lag between the two groups, over time.
For example, would code makers decelerate their innovation efforts when code breakers are
perceived to be a large distance away from breaking their encryption algorithms, or maintain or
accelerate their innovation efforts to ensure continued leadership? Furthermore, when would code
makers find it optimal to abandon incremental innovation on a certain class of cryptographic
algorithms and engage in developing a different class?

A concern of scholars preoccupied with the relationship between innovation and
competition is the endogeneity of this connection (Cohen, 2010; Aghion et al., 2014). To this end,
we propose to exploit two sets of events that provide a source of exogenous change in the
innovation landscape (albeit not without limitations). The first approach focuses on changes in
national encryption standards. In November 2001, the National Institute of Standards and
Technology announced a new encryption standard. The winning algorithm was selected after a
few years of search among the various cryptographic developments of that time.! The
announcement generated a relative change in incentives to follow-on code making and breaking
efforts between the winning algorithm and contender algorithms.

The second proposed approach exploits the events of advancements in computational
technology, namely those related to quantum computers. In 1994, mathematician Peter Shor
formulated a theoretical algorithm for integer factorization that computes on quantum machines.
Integer factorization, the process of identifying prime factors, is believed to be infeasible on
classical computers for large integers. This is important as most popular contemporaneous public
cryptographic systems rely on the difficulty of factoring integers. Using Shor’s algorithm, quantum
computers would be capable of decrypting these security systems with significant ramifications
for electronic privacy and security. This insight altered code making innovation incentives towards
radical changes in cryptography employing quantum principles. For example, quantum key
distribution is a result of such efforts.

In our analysis, we will focus on academic publications in cryptography and cryptanalysis
as a paper trail of innovation in these domains. We will collect such data within a window of plus
minus ten years around the timing of the two events mentioned above. We will not focus on very
recent events for two main reasons. First, we want to ensure that we observe a telling period of
innovation before and after the events. Second, we want to maintain a distance in time from very
recent cryptography developments as history tells us that those are the most likely ones to be
subject to secrecy, and hence incomplete public data. We collect our data from Scopus, a
comprehensive bibliographic database of world-wide academic publications. We define
boundaries of cryptography and cryptanalysis by a combination of citation trail and journal type.
We start with the central set of journals of cryptography as identified by the International
Association of Cryptographic Research (IACR). ICAR is the most prominent institution in
cryptography focused on furthering research in this domain.? Next, we turn to identifying the
various types and classes of cryptographic algorithms, the academic activity pertaining to each and
the academic publications marking the move from one set of algorithms to another. We take
advantage of the fact that cryptographic algorithms can be identified by name and hence innovation
efforts pertaining to each can be followed through keyword searches and citation trails.

L http://www.nist.gov/manuscript-publication-search.cfm?pub_id=901427
2 https://www.iacr.org/
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