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Abstract

As privacy regulations reshape the digital advertising landscape, the industry is
turning to privacy-enhancing ad technologies (PEATs) to reconcile relevant advertis-
ing with consumer privacy. Google’s “Privacy Sandbox” is the leading initiative, of-
fering tools designed to replace third-party cookies. These technologies, however, are
already under regulatory scrutiny for their impact on market competition. We pro-
vide the first large-scale longitudinal evidence on Sandbox adoption, tracking almost
60,000 commercial websites from 2023 to mid-2025 with specialized detection meth-
ods. Adoption varied across technologies: the lightweight Topics API appeared on
over 40% of sites, while the more complex Protected Audience API peaked at 23% on
the advertiser side and 18% on the publisher side. Uptake accelerated through early
2024 but declined somewhat after Google paused—and later abandoned—cookie dep-
recation. Vendor adoption remains sparse, particularly for Protected Audience API,
resulting in highly concentrated markets where Google retains a leading position.
This persistent market power underscores the tension between improving privacy
and ensuring competition in digital advertising. Our results, updated monthly on a
public dashboard, provide timely, independent evidence for policymakers, practition-
ers, and researchers evaluating the role of PEATs in the future of marketing.
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1 Introduction

Digitalization revolutionized advertising by enabling highly targeted, measurable, and

optimized campaigns—capabilities underpinned by cross-site and cross-app identifiers

such as cookies and mobile identifiers. Advertisers gained the ability to target users based

on their interests inferred from past browsing data (Goldfarb, 2013) and to measure and

optimize ads by linking user ad views to outcomes like purchases (Wernerfelt et al., 2025).

These capabilities created value for advertisers (Aridor et al., 2024; Deisenroth et al., 2024)

and for publishers through higher ad prices (Alcobendas et al., 2023; Johnson et al., 2020;

Miller & Skiera, 2023). Yet privacy concerns have driven regulatory action, such as Eu-

rope’s General Data Protection Regulation (GDPR), and prompted browsers like Safari

and Firefox to block cross-site identifiers.

In response, the ad industry is turning to privacy-enhancing technologies (PETs) as

new methods to build a more privacy-protective future for marketing. PETs like differ-

ential privacy and federated learning seek to better balance data utility and consumer

privacy, though applications are often narrow in scope and restricted to large firms. In

contrast, privacy-enhancing ad technologies (PEATs) must operate at large scale and at

near real-time speed. PEATs are often integrated into browsers and serve as platforms

enabling multiple types of ad tech firms to transact (Johnson et al., 2022). Google’s “Pri-

vacy Sandbox” is the leading PEAT initiative, which was originally designed to replace

cross-site and cross-app identifiers and address related use cases (Google, 2022). Given

Google’s dominance in both digital advertising and web browsing, the Sandbox initiative

has significant implications for advertisers, consumers, and competition.

In this paper, we track the adoption of Privacy Sandbox by almost 60,000 websites

and their ad tech vendors. As the online ad market features many interdependent firms,

Sandbox needs broad adoption on all sides of the market to perform. Partnering with

technology startup Sincera, we developed detection methods to measure Sandbox use

from its full launch in 2023 through mid-2025. Furthermore, we identify the website’s

1



choice of ad tech partners to illuminate the vendor-level market structure. We made our

findings available on a public dashboard that we updated monthly to inform the contem-

porary discussion of these new technologies.

Google’s Privacy Sandbox includes technologies for targeting, measurement, and fraud

detection. We focus on two targeting tools that are most relevant to advertisers and pub-

lishers. The first technology, Protected Audience API, enables behavioral targeting (e.g.,

retargeting) but keeps sensitive browsing data on the user’s device. In particular, the

browser stores information about advertisers that wish to target the user and, when the

user visits a participating publisher site, it runs an on-device auction to select an ad to dis-

play. The second, Topics API, provides ad tech vendors with interest segments (e.g., cats,

golf) inferred from the user’s recent browsing activity, allowing coarse interest-based tar-

geting. Because Google operates both the dominant web browser and the largest digital

advertising business, the UK’s Competition and Markets Authority (CMA) is monitoring

the Sandbox to ensure these changes do not unduly distort competition.

At its peak in 2024, 22.9% of websites used the Protected Audience API on the adver-

tiser side, 18.0% on the publisher side, and 41.2% had at least one vendor request Topics

API segments. Website opt-out signals from Topics were rare (~1%). Sandbox use grew

after September 2023, when Google made Privacy Sandbox technologies generally avail-

able in Chrome, and peaked in early 2024 when Google deprecated cookies for 1% of

Chrome users as part of the CMA (2023)’s Sandbox performance experiment. Adoption

plateaued or declined after Google announced in July 2024 it would not fully deprecate

cookies, but remained steady following its April 2025 decision to abandon deprecation

entirely.

We also examine the market structure of Privacy Sandbox technology vendors. Google

has the largest vendor share across both the Protected Audience API and Topics API,

with a particularly dominant position in Protected Audience API auction selling. While

the Topics API invites greater entry and remains less concentrated, the Protected Au-
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dience API market is highly concentrated on the buy side (HHI over 2,500 points) and

approaches monopolistic levels on the sell side (HHI over 7,000 points).

To better understand adoption patterns, we estimate descriptive regressions relating

site-level adoption to site characteristics. Results show that adoption is more likely among

high-traffic sites, those with higher advertising intensity, and those serving U.S. audi-

ences, suggesting that scale, monetization focus, and audience location are important

drivers of early adoption.

Our study contributes to multiple domains by empirically examining new applica-

tions of PETs in online advertising. Regulators note a potential role for PETs in privacy

compliance (ICO 2022; OPCC 2017). PETs are now used in contexts such as government

statistics (Kenny et al., 2024), medical research (Warnat-Herresthal et al., 2021), social sci-

ence research (Messing et al., 2020), and industry (Hard et al., 2018). In marketing, prior

work has focused on PETs that transform data (Huang & Ascarza, 2023; Li et al., 2022;

Tian et al., 2024) or generate synthetic data (Anand & Lee, 2023; Ponte et al., 2024; Schnei-

der et al., 2018) to mine consumer purchase data or target marketing efficiently. Johnson

et al. (2022) introduce PEATs conceptually. We extend this work by studying PEATs em-

pirically in a setting where multiple firms deploy PEATs and adoption can be measured

directly. Despite case studies and isolated datasets, evidence on the broader industrial

adoption of PETs remains scarce. More broadly, we contribute to the marketing literature

on privacy (Dubé et al., 2025; Goldfarb & Que, 2023), online advertising (Choi et al., 2020;

Gordon et al., 2021), and their intersection (Bleier et al., 2020; Choi & Jerath, 2022; Tucker,

2012).

We also contribute to the web measurement literature—a research area primarily in

computer science,1 but also in marketing—that examines websites’ use of advertising

vendors and the implications for user privacy. When a user visits a website, their browser

often connects to multiple third-party vendors that provide services to the site. Prior

1The annual ACM Internet Measurement Conference is a major computer science conference whose
proceedings are dedicated to this subject area: https://www.sigcomm.org/events/imc-conference.
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work documents vendors’ roles and technologies—such as cookies—that may threaten

user privacy (e.g., Englehardt & Narayanan 2016; Karaj et al. 2018; Lerner et al. 2016;

Libert 2015; Nikiforakis et al. 2013). More recently, marketing researchers have used these

data to study data flows, market structure, and the impact of privacy regulations (Lefrere

et al., 2022; Johnson et al., 2023; Miller et al., 2025; Peukert et al., 2022). However, growing

regulatory and browser restrictions on cookies threaten the transparency these methods

provide. We address this challenge with a novel measurement approach that detects both

website and vendor use of PEATs. In this way, we can study important developments in

the marketing industry and speak to related privacy and competition policy issues.

A growing multidisciplinary literature examines Google’s Privacy Sandbox. Several

researchers evaluate the performance of Privacy Sandbox, for instance, using a structural

approach (Alcobendas et al., 2023; Sousa, 2024). Several firms report on Sandbox per-

formance leveraging an open experiment on Chrome’s users (CMA 2025) including aca-

demic work on advertiser performance (Kobayashi et al., 2024) and publisher revenue

(Gu et al., 2025). Other research considers whether PEATs align with user privacy expec-

tations (Martin et al., 2025; McGuigan et al., 2024) and uses surveys to gauge consumer

perceptions (Cooper et al., 2023; Jerath et al., 2025; Lachner et al., 2023). Both industry

and academic research offers guidance for marketers using noised and/or coarsened ad

measurement signals that enhance user privacy (Dawson et al., 2023; Geng et al., 2023;

Shchetkina, 2025). Law scholarship addresses the Sandbox’s competitive implications

(Geradin et al., 2021; Nottingham, 2021), its governance (Olejnik, 2023), as well as its fit

with European privacy law (Olejnik, 2024).

Prior work investigating Sandbox adoption provides complementary evidence but is

often limited to snapshots in time. Rumiński et al. (2022) and Calderonio et al. (2024) track

Protected Audience API use in 2022 and 2023, respectively, whereas Philipse (2024) also

examines Topics APIs in December 2023. Vekaria et al. (2024) study both targeting APIs as

well as Attribution Reporting API in 2024 using data from HTTP Archive. Chrome’s pub-
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lic statistics report the share of page loads using Privacy Sandbox features over time, but

do not identify individual sites or vendors. In contrast, we construct granular, site- and

vendor-level data over a two-year period to document adoption trajectories and market

structure.

The remainder of this paper is organized as follows. Section 2 describes Privacy Sand-

box and the specific technologies that we measure. Section 3 describes our data and mea-

surement approach. Section 4 provides descriptive results for Sandbox use and vendor

market structure. Section 5 examines characteristics of sites that use Sandbox technolo-

gies. Section 6 discusses our findings and our results dashboard. Section 7 concludes.

2 Background: Google’s Privacy Sandbox

Google Chrome is one of the last major browsers to allow third-party cookies. Safari be-

gan blocking them by default in 2018, followed by Firefox in 2019. Third-party cookies

are small files containing pseudonymous identifiers that help recognize the same user

across different websites. This capability underpins online behavioral advertising, where

advertisers target people based on interests inferred from their past browsing activity.

These cookies also facilitate ad measurement by linking a user’s ad exposures with sub-

sequent actions on the advertiser’s site, such as purchases or store locator searches. Ad

tech vendors place third-party cookies through networks of partner websites, combining

real-time ad performance data with browsing histories to optimize campaigns. Beyond

advertising, third-party cookies also support functions such as single sign-on authentica-

tion, personalized content across sites, and fraud prevention.

Google (2022) is developing replacement technologies for third-party cookies under

its “Privacy Sandbox” initiative. The stated goal is to enhance user privacy while pre-

serving the economic benefits of personalized advertising, such as funding websites and
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apps.2 Google also argues that simply blocking third-party cookies has pushed advertis-

ers toward more covert tracking methods, such as browser fingerprinting.3

The Privacy Sandbox encompasses more than a dozen proposals for both the web

and the Android mobile ecosystem. Advertising-related use cases include targeting (Pro-

tected Audience API, Topics API), measurement (Attribution Reporting API, Private Ag-

gregation API), and fraud prevention (Private State Tokens API). It also proposes a cook-

ieless approach to user authentication via the Federated Credential Management API.

These technologies employ a range of privacy-enhancing technologies (PETs), including

on-device computation, differential privacy, and zero-knowledge proofs (see, e.g., ICO

2022 for an introduction to PETs).

Beyond advertising, Privacy Sandbox includes technologies to limit cross-site data

sharing (e.g., CHIPS, Fenced Frames, Related Websites) and to mitigate covert tracking

(e.g., User-Agent reduction, IP protection). Together, these tools aim to re-architect the

web’s data flows to reduce privacy risks while maintaining key functionality for adver-

tisers, publishers, and users.

Figure 1 summarizes the Privacy Sandbox timeline. Google first announced the initia-

tive in 2019, alongside its intention to deprecate third-party cookies. The CMA opened

a related competition investigation in January 2021. Over the following years, Privacy

Sandbox evolved through industry feedback: some proposals were abandoned (e.g., Fed-

erated Learning of Cohorts), while others underwent multiple iterations and rebranding

(e.g., TURTLEDOVE → FLEDGE → Protected Audience API). Chrome began limited tri-

als of several Sandbox technologies in 2022, culminating in their general availability for

Chrome users in September 2023.4 In January 2024, Google deprecated third-party cook-

ies for 1% of Chrome users, randomly selected as part of an industry-wide experiment to

2See https://blog.google/products/chrome/building-a-more-private-web/.
3See https://privacysandbox.com/news/working-together-to-build-a-more-private-interne

t/.
4See https://privacysandbox.com/news/privacy-sandbox-for-the-web-reaches-general-avail

ability.
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Figure 1: Privacy Sandbox timeline

assess the performance of Privacy Sandbox that was designed by Google and the CMA

(2023).5

Google repeatedly postponed its planned deprecation of third-party cookies, issuing

successive annual deadlines between 2022 and 2025. In July 2024, Google retreated from

a full deprecation, instead proposing that Chrome users be required to choose whether to

allow or block third-party cookies.6 In April 2025, Google abandoned this forced choice

plan as well, citing feedback from industry stakeholders and regulators.7 Despite aban-

doning its cookie deprecation plans, Google continues to invest in developing and de-

ploying Privacy Sandbox technologies.

Privacy Sandbox is part of a broader industry movement toward PEATs. Microsoft’s

Ad Selection API, based on Google’s Protected Audience API, entered testing in the sec-

ond half of 2024.8 Apple has deployed PEATs for ad measurement on both the web (Pri-

vate Click Measurement) and on mobile (AdAttributionKit), while Firefox offers Privacy-

Preserving Attribution. The web standards body W3C is also considering PEATs for ad

attribution measurement (Tholoniat et al., 2024, 2025), including an early joint proposal

from Firefox and Meta.9 We focus on Google’s Privacy Sandbox because it remains the

most comprehensive in scope and functionality, and is generally available on the web.

5See also https://developers.google.com/privacy-sandbox/setup/web/chrome-facilitated-tes
ting.

6See https://privacysandbox.com/news/privacy-sandbox-update/.
7See https://privacysandbox.com/news/privacy-sandbox-next-steps/.
8See https://blogs.windows.com/msedgedev/2024/03/05/new-privacy-preserving-ads-api/.
9See https://blog.mozilla.org/en/mozilla/privacy-preserving-attribution-for-advertising

/.

7

https://developers.google.com/privacy-sandbox/setup/web/chrome-facilitated-testing
https://developers.google.com/privacy-sandbox/setup/web/chrome-facilitated-testing
https://privacysandbox.com/news/privacy-sandbox-update/
https://privacysandbox.com/news/privacy-sandbox-next-steps/
https://blogs.windows.com/msedgedev/2024/03/05/new-privacy-preserving-ads-api/
https://blog.mozilla.org/en/mozilla/privacy-preserving-attribution-for-advertising/
https://blog.mozilla.org/en/mozilla/privacy-preserving-attribution-for-advertising/


We study the adoption of two key ad-related Privacy Sandbox technologies that we

discuss below: Protected Audience API and Topics API. We discuss other Privacy Sand-

box technologies like Related Website Sets and their adoption in Appendix B.

2.1 Protected Audience API

Protected Audience API (PA API) rearchitects online ad transactions so that auctions oc-

cur on a user’s device.10 Its canonical use case is retargeting. For example, as illustrated

in Figure 2, macys.com might use PA API to retarget a user on washingtonpost.com. With

cookies, both the advertiser and the publisher could learn that the same user visited both

sites, creating a privacy risk. With PA API, the advertiser instructs the browser to add

visitors to an “interest group” for future ad serving. This group, stored locally in the

browser, contains the advertiser’s bidding logic and a link to the ad creative, which never

leaves the device. When the user later visits the publisher site, the site provides auction

rules, and the browser runs the auction using the interest groups on the device to select a

winning ad.

Figure 2 shows how ad tech vendors encode information to pass through PA API. On

the buy-side, PA API interest groups contain up to 22 data fields (many with subfields)

that define bidding functions, encode static inputs, and accommodate variations in ad

size or creative components like product images. We identify buy-side ad tech vendors

from the owner field in the interest group (e.g., Figure 2a).

On the sell side, ad tech vendors set the auctionConfig for a PA API auction, which

has up to 27 fields (again with subfields) specifying the auction logic and input data. The

auction has a single top-level seller, identifiable via the seller field (e.g., Figure 2b), but

may also include component auctions that feed into a top-level meta-auction. Sellers can

also pre-select eligible buy-side vendors and send them signals to inform their bids.

10For a detailed description, see https://privacysandbox.google.com/private-advertising/prote
cted-audience.
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(a) PA API interest group (buy side)

(b) PA API auctions (sell side)

Figure 2: Protected Audience API example with associated data fields
Notes: The right-hand side provides illustrative examples that represent the JSON elements (in part) passed to the PA API on the buy

and sell sides respectively.

Early adoption shows both promise and challenges. PA API is technically complex

and requires substantial engineering investment to implement. Yet by 2022, buy-side ven-

dors such as Criteo and RTB House were already adding millions of users to PA interest

groups and bidding on millions of impressions during Chrome’s testing phase (Höring,

2022; Rumiński et al., 2022). These vendors reported slow adoption among supply-side

platforms as a barrier, while others cited latency and debugging issues.11 Because auc-

tions occur locally, ads sometimes fail to load—reducing publishers’ revenue (Gu et al.,

2025). Buy-side vendors found that PA API reduced advertiser performance to varying

degrees relative to cookie-based buying (Google, 2024b; Kobayashi et al., 2024; Parsons,

2024).

11See Index Exchange product team (2024), https://github.com/grupawp/PAapi, and https://www.ad
exchanger.com/the-sell-sider/privacy-sandboxs-latency-issues-will-cost-publishers.
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2.2 Topics API

The Topics API assigns users to broad interest segments based on recent browsing ac-

tivity.12 When a user visits a participating website, ad tech vendors can call the API to

learn the user’s segment membership. Advertisers can use this segment information to

prospect for potential customers or to refine their bidding models. Unlike PA API, ad

tech vendors do not pass information into Topics API, but instead only obtain the interest

segment outputs. This makes Topics API technically simpler and easier to integrate into

existing programmatic ad systems.

Figure 3 visualizes how Topics API works. Each week, the browser reviews the list

of domains the user visited. Topics API only classifies site domains—not the full URL

address or the page content—using a system where Google manually labeled 50,000 top

domains and applied a classifier model to others.13 The interest segment taxonomy con-

sists of 469 human-readable segments, such as “tennis” or “cats.”14 Google further splits

this taxonomy by commercial relevance: e.g., “finance” and “shopping” versus “news”

and “online communities.”15 From this, the browser selects the user’s top five most vis-

ited categories, after first sorting for commercial relevance.

Topics API builds in several privacy protections. When queried, the Topics API re-

turns either one of these top five categories (chosen with equal probability) or a random

category (5% probability) to ensure each segment has a minimum population size (“hid-

ing in the crowd”). Vendors only receive segments for users they have previously en-

countered on domains in that segment (see Figure 3), encouraging broad site coverage.

Additionally, interest segments are randomized at both the vendor and domain level, so

12For a detailed description, see https://privacysandbox.google.com/private-advertising/topics.
13https://developers.google.com/privacy-sandbox/relevance/topics/topic-classification.
14Topics API originally included 349 segments, but its taxonomy was expanded to 469 segments in ver-

sion two. The segments are also hierarchical: e.g., “/Sports/Tennis” and “/Pets & Animals/Pets/Cats.”
For the full taxonomy, see https://github.com/patcg-individual-drafts/topics/blob/main/taxonom
y_v2.md.

15Google added this emphasis on commercial relevance in response to industry feedback (see e.g., Sel-
man, 2022). See https://developers.google.com/privacy-sandbox/blog/topics-enhancements.
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Figure 3: Topics API explanation

the same user may appear to belong to different segments across contexts, reducing fin-

gerprinting risk (Alvim et al., 2023; Carey et al., 2023; Epasto et al., 2022). In practice, the

API may return up to three segments per user, one from each of the past three weeks.

Feedback on Topics API has been mixed, with more criticism than for PA API. Thom-

son (2023) questioned both its privacy guarantees and advertiser utility. Beugin & Mc-

Daniel (2024) quantified its re-identification risks using browsing histories. Some vendors

report alignment between Topics classifications and their own internal systems (Quéré,

2022; Selman, 2022). Nonetheless, usage in programmatic auctions has been low: RTB

House found Topics segments in just 0.15% of impressions in late 2023 (Król, 2023). Google

(2023a)’s internal testing suggested Topics API performs almost as well as cookie-based

behavioral segments, but Criteo found its own cookie-based “in-market” segments out-

performed Topics by a wide margin (Selman, 2022). Moreover, third-party testers as-

cribed minimal performance gains to Topics adoption in the CMA’s (2025) Sandbox test-

ing summary.
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3 Data

We collect data on Privacy Sandbox technology use over time by a panel of almost 60,000

top websites. Below, we describe our data collection methodology and then describe our

sample of websites.

3.1 Data collection

We partnered with Sincera (sincera.io) to track website adoption of Privacy Sandbox

technologies over time. Sincera, acquired by ad tech vendor The Trade Desk in 2025, offers

a paid service that scans the technologies and vendors used by websites, with a focus on

advertising-related technologies. Similar to Builtwith (builtwith.com; see Stroube &

Dushnitsky, 2023), which has been used in prior economics research (e.g., Koning et al.,

2022), Sincera’s data are better suited for in-depth evaluation of websites’ advertising and

privacy practices.16 Its enterprise scanners stand out for their high scanning frequency

and depth.

Sincera uses the Chrome DevTools Protocol to control a fresh instance of headless

Chrome configured to mimic a real user. Scans cover hundreds of thousands of websites,

typically from U.S.-based servers, with additional scans from European locations. Each

site’s homepage is scanned every few days, and five or more subpages are scanned every

1–2 weeks.17 This approach goes beyond studies that only examine homepages (e.g.,

Libert, 2015), while offering more consistency than user-panel browsing data (Karaj et al.,

2018). Like Libert (2015), Sincera examines HTML and JavaScript usage, but also inspects

16See https://www.adexchanger.com/data-exchanges/meet-sincera-the-ad-tech-web-crawler-t
hat-wants-to-disrupt-the-verification-market/ and https://www.adexchanger.com/publishers
/shadier-than-forbes-premium-publishers-are-partnering-with-content-farms-to-make-a-qui
ck-programmatic-buck/.

17Sincera randomly selects pages from links on the homepage, though the crawler’s logic seeks out new
content and avoids index pages (e.g., wired.com/authors). After June 2024, Sincera scans non-publisher
websites less frequently as these sites make infrequent changes and are less relevant to Sincera’s focus on
advertising. Sincera uses the presence of the site’s ads.txt file (Bashir et al., 2019) listing authorized ad
sellers to classify a site as a publisher.
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files such as ads.txt (Bashir et al., 2019).

For this study, we track adoption of the Protected Audience API (both buy and sell

sides) and the Topics API (API calls and site-level opt-outs). Sincera intercepts JavaScript

calls to Privacy Sandbox APIs, logging both attempted access and any content passed

through the APIs (see Figure 2). We parse these raw logs to identify associated ad tech

vendors by their domain names. While PA API’s JSON input data is potentially rich,

many fields are encrypted and thus not interpretable. Sincera also detects whether web-

sites opt out of Topics API via their HTTP header. Note that adoption is often jointly

determined by a site and the ad tech vendors it engages. Vendors may deploy PA API

or Topics API on a site—sometimes without the site’s prior knowledge—yet sites can opt

out of Topics API and, via a similar mechanism, opt out of PA API. As such, detection of

Sandbox use on a site is only a partial indicator of the site’s own intent.

One notable strength of our data collection is that we capture Privacy Sandbox activity

linked to the Google-CMA experiment (CMA 2023). Specifically, we randomize whether

our scanner presents as a member of the experimental group that has Privacy Sandbox

enabled but third-party cookies disabled.18 This matters because some vendors—most

notably Google Ad Manager, the leading publisher ad server—are far more likely to use

the APIs in this condition.19

Our scanning approach has several limitations. First, we did not detect PA API use

by Google’s ad tech until February 2024, when Sincera adapted its scanners to respond to

Google’s pre-screening for API availability. Second, we miss API calls from vendors that

block traffic from cloud data centers (e.g., non-residential IPs); in particular, this leads us

to miss PA API interest group data from the vendor Criteo between November 2023 and

18From December 2023, Sincera represented the user as being part of this experimental group (i.e., treat-
ment_1) half of the time and no controlled presentation for the other half. Chrome launched the relevant
experiment on January 4, 2024. From May 2024, Sincera began presenting itself as part of the “label_only_1”
group 25% of the time (and no controlled presentation the remaining 25% of the time). The “label_only_*”
experimental group was created to allow ad tech vendors to voluntarily coordinate Privacy Sandbox test-
ing on these users while leaving third-party cookies on. In practice, this group appears to have been used
sparingly (CMA 2025).

19See https://support.google.com/admanager/answer/13178817 for details.
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March 2024. Third, we observe Topics API calls via JavaScript but not through other in-

vocation methods.20 Fourth, we may miss Sandbox activity that occurs only after explicit

user interaction (e.g., consent prompts or sign in).21

3.2 Website panel data

We construct a website-month panel indicating whether a given site used a specific Pri-

vacy Sandbox API in that month. The panel begins in 2023 because Sincera does not

retain historical logs of when a technology was first detected on a site, only the most

recent detection. As a result, we build the panel ourselves by collecting repeated, con-

temporaneous cross-sections of Sincera’s data over time. The panel ends in June 2025

when Sincera ceased operations following its acquisition by The Trade Desk.

Our starting point is Sincera’s panel of top commercial websites, which grew to over

370,000 sites by the time the service shut down. Because Sincera’s site selection—based

on client requests and internal criteria—lacked transparency, we instead create a repro-

ducible top site list using public rankings and documented filters. We begin with a Tranco

top 100,000 site list, which combines Alexa and Majestic rankings to produce a more sta-

ble and reproducible sample for research (Le Pochat et al., 2019).

We then apply filters to align with Sincera’s focus on high-quality, commercially rel-

evant websites. First, we exclude sites from certain countries outside the Americas and

Europe, based on their top-level domains (e.g., .ru, .cn). We also remove domains with

non-commercial top-level domains such as .edu, .gov, and .org. In addition, we exclude

20Specifically, we lack data on HTTP header calls to the Topics API: see https://developers.googl
e.com/privacy-sandbox/relevance/topics/developer-guide for details. Unfortunately, examining
all HTTP headers for Topics API requests is impractical at Sincera’s scale. Chrome’s platforms statistics
indicate that it detects Topics API calls via HTTP fetch requests on 6.95% of page loads and via iframe
attributes on 2.82% of page loads as of March 2024. Monthly statistics for each are provided at https:
//chromestatus.com/metrics/feature/timeline/popularity/4460 and https://chromestatus.com/m
etrics/feature/timeline/popularity/4497, respectively.

21However, our crawlers originate from the United States, which does not require consent. Moreover,
research on jurisdictions that require prior affirmative user consent finds that most sites ignore this require-
ment for initiating third-party domain interactions (Sanchez-Rola et al., 2019).
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domains containing terms associated with low-quality or unsafe content, including adult

material, spam, or marketing firms. Finally, we omit sites that are unreachable, return

HTTP errors, redirect to other domains, or belong to web technology vendors.

The resulting sample consists of 59,186 top sites. As of May 2023, Sincera had scanned

52,948 of these sites (89.5%), with coverage expanding to 99.8% by January 2024. Ap-

pendix A provides further detail on the sample construction process.

4 Descriptive results: Privacy Sandbox use

We document how websites and ad tech vendors adopt Privacy Sandbox technologies,

focusing on the Protected Audience API (PA API) in Section 4.1 and Topics API in Sec-

tion 4.2. We provide alternate measures of Sandbox adoption in Appendices B and C.

We also describe the market structure for vendors that operate Sandbox technologies.

Following Johnson et al. (2023), we measure an ad tech vendor’s market share for a given

Sandbox technology using reach—the number of sites where the vendor is observed using

the technology—divided by the total reach of all vendors using it. We quantify market

concentration with the Herfindahl–Hirschman Index (HHI), which sums squared market

shares on a 0 (perfect competition) to 10,000 (monopoly) scale.

4.1 Protected Audience API

PA API is a core Privacy Sandbox technology that enables interest-based ad targeting

without cross-site identifiers (see Section 2.1). It operates on both the buy and sell sides

of the market. On the buy side, advertisers (or their intermediaries) add users to interest

groups (IGs) based on observed behavior, such as visiting a product page. On the sell

side, publishers initiate on-device auctions to select ads from eligible IGs. These func-

tions correspond to two API methods: joinAdInterestGroup(), which adds a browser to

an IG, and runAdAuction(), which runs the auction locally to select an ad creative. Sec-
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tion 4.1.1 discusses usage trends while Section 4.1.2 presents the vendor market structure.

Appendix D discusses PA API component auctions and Appendix E examines PA API’s

raw input data.

4.1.1 PA API: Aggregate use trends

Figure 4 shows aggregate PA API adoption, distinguishing IG creation (Figure 4a) and

auctions (Figure 4b). Observed PA API use was low prior to February 2024, partly because

our measurement system could not detect Google’s participation until that month (see

Section 3.1). Before February 2024, we observe that fewer than 5% of sites created IGs,

and at most 1% ran auctions. Once we detect Google’s participation, observed adoption

jumps to 8.0% of sites for IGs and 13.3% for auctions in February 2024.

PA API’s IG adoption peaked at 22.9% in March 2024, driven by both Google and rapid

growth from the second-largest vendor, Audigent (Figure 5a). A sharp decline in Q4 2024

was largely due to a temporary seven-fold drop in Google’s reach between September and

November. IG use then stabilized in 2025 between 14.5% and 16.2% of sites. Note that we

linearly interpolate the missing Criteo IG data between November 2023 and March 2024

due to Criteo blocking data-center traffic (see Section 3.1).

Auction adoption followed a similar pattern: steady levels after Google’s February

2024 entry, a more modest dip in late 2024 linked to Google’s temporary reach reduc-

tion, and stabilization in 2025 at 15.4–17.3% of sites. Neither the July 2024 announcement

of Chrome’s shift to user cookie consent nor the April 2025 decision to abandon cookie

deprecation produces noticeable aggregate changes in PA API’s IG or auction use.

4.1.2 PA API: Market structure

By intercepting data passed through PA API, we can identify the ad tech vendor that a

site uses to operate the API. Vendor reach is again defined as the number of sites engaging

that vendor, and we use this to calculate market shares and concentration.

16



(a) PA API interest groups

(b) PA API auctions
Note: As discussed in Section 3.1 and indicated by the dotted vertical red line, we do not observe sites that use Google for PA API

until February 2024 for technical reasons. We also lack data on Criteo’s IG use between November 2023 and March 2024 for technical

reasons discussed in Section 3.1. We linearly interpolate the number of sites that only use Criteo for those dates and add this to the

total sites that we observe using PA IGs for those months in Figure 2a.

Figure 4: Evolution of Protected Audience API use by websites
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Interest groups (IGs). Figure 5 graphs several features of PA API’s IG market structure.

Figure 5a plots the monthly evolution of market shares for the top ten IG vendors. In

early 2023, two of the three major initial adopters are visible in our data: Criteo, with a

share exceeding 90%, and RTB House. Other studies, however, report Google’s earlier

participation, with notable activity in August 2022 (Rumiński et al., 2022) and Q3 2023

(Calderonio et al., 2024). Subsequent entry expanded the vendor set: Raptive (September

2023), Teads (October 2023), AdRoll and Audigent (January 2024), Taboola (May 2024),

and Microsoft (December 2024). During Google’s temporary retreat in Q4 2024, Audigent

briefly led the market. Notable exits include Teads (January 2025), Taboola (April 2025),

and Raptive (December 2024–January 2025).

Figure 5b aggregates market shares over the post-February 2024 period when we ob-

serve Google in the market. Google (36.3%) and Audigent (31.2%) together control about

two-thirds of the IG market. Criteo (11.8%), Raptive (6.8%), AdRoll (5.5%), and RTB

House (5.3%) bring the combined share of the top six to 97%. The remaining vendors col-

lectively hold under 0.1% each; these include AdForm, Amazon, Conversant, Dynalyst,

Optable, Retargetly, Sportradar, and Yahoo!. Nonetheless, Amazon’s actual economic role

may be larger if its IG additions cover a significant share of its user traffic.

Figure 5c presents HHI values generally between 2,500 and 3,500—levels considered

highly concentrated under competition guidelines22—with a spike in Q4 2024 during

Google’s temporary retreat.

Auctions. The top-level seller is the vendor initiating the on-device auction and deter-

mining the ad shown in a publisher’s slot (Section 2.1). PA API auctions can be single

or meta-auctions composed of multiple “component” auctions. Figure 6 describes the

market structure for the top-level seller in either case.

Figure 6a shows the monthly evolution of market shares among the four largest top-

level sellers. The earliest adopters were Seedtag and Google, although Google is again

22The FTC & DOJ Horizontal Merger Guidelines (2010) define high concentration as HHI ≥ 2,500; the
revised guidelines (2023) lower the threshold to 1,800.
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(a) Evolution of top 10 vendor market shares

(b) Aggregated vendor market shares (Feb. ’24-June ’25)

(c) Evolution of market concentration (Feb. ’24-June ’25)
Note: As discussed in Section 3.1 and indicated by the dotted vertical red line, we do not observe sites that use Google for PA API until

February 2024 for technical reasons. Given that Google is largest vendor in PA API, our aggregate market shares (Figure 5b) aggregate

over vendor site-reach by month and omit data prior to February 2024. Figure 5c’s HHI figures also omit data prior to February

2024. We also lack data on Criteo’s IG use between November 2023 and March 2024 for technical reasons discussed in Section 3.1. We

linearly interpolate Criteo’s site reach over this period.

Figure 5: Protected Audience API market structure: Interest group vendors
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only observed from February 2024 onward. Upon Google’s observed entry, Seedtag’s

share falls to 6.7%. Google’s share, by contrast, never drops below 80% during its ob-

served period. Subsequent entrants include Taboola (April 2024) and Lucead (September

2024), but Taboola exited in May 2025.

Figure 6b also presents aggregated market shares from February 2024 onwards. Google

dominates with 88.0% of the market, followed by Taboola (6.4%) and Seedtag (5.3%).

All other vendors combined account for only 0.3%, most of which is Lucead. Remain-

ing vendors have negligible reach and include: AppNexus, Bounce Exchange, Coupang,

Microsoft, Onet.pl, Teads as well as pre-February usage by Onetag and the domain

ayads.io.

Figure 6c shows concentration levels consistently above 7,000 except for October 2024.

This market therefore approaches monopoly levels and spiked to about 8,750 after Taboola’s

exit in May 2025. While Google’s share is dominant, it often hosts component auctions

in which other vendors participate as sellers, meaning these top-level HHI figures may

somewhat overstate Google’s competitive position. We explore this possibility in Ap-

pendix D where we find that Google also has a dominant share as a component-auction

seller. We see more vendors enter as component-auction sellers than top-level sellers (Fig-

ure 6b); nevertheless, the component-auction seller market exhibits high concentration as

well. Future work will examine the market structure for ad vendors that are listed as

buyers in PA auctions.

4.2 Topics API

As described in Section 2, Topics API allows ad tech vendors to request a user’s interest

segments from the browser. Section 4.2.1 reports adoption trends as well as the share

of sites that opt out of Topics. Section 4.2.2 examines vendor market structure. Finally,

Section 4.2.3 analyzes how Topics API classifies the domains in our sample.
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(a) Evolution of vendor market shares

(b) Aggregated vendor market shares (Feb. ’24-June ’25)

(c) Evolution of market concentration (Feb. ’24-June ’25)
Note: As discussed in Section 3.1 and indicated by the dotted vertical red line, we do not observe sites that use Google for PA API until

February 2024 for technical reasons. Given that Google is largest vendor in PA API, our aggregate market shares (Figure 6b) aggregate

over vendor site-reach by month and omit data prior to February 2024. Figure 6c’s HHI figures also omit data prior to February 2024.

Figure 6: Protected Audience API market structure: Auction vendors (top-level seller)
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4.2.1 Topics API: Aggregate use trends

We record calls to the browser’s Topics API that request the user’s behavioral segment

information. Figure 7a shows that adoption grows from 25.1% of sites in October to a

peak of 41.2% of sites in February 2024. The share fell slightly in Q2 2024, then dropped

by about 10 percentage points in July 2024. This drop may reflect industry reaction to

multiple developments: 1) Google’s announcement that Chrome would move to a user-

consent approach for cookies, and 2) the API’s muted performance results from industry

testing in early 2024 (CMA 2025). Some of the drop may also reflect substitution toward

API call methods we do not observe, as we only track JavaScript calls in our data (see

Section 3.1).23 Despite these shifts—and Google’s April 2025 decision to abandon cookie

deprecation—Topics API usage stabilized around 29% of sites through 2025. This notably

exceeds the share of sites using either PA API on the buy or sell sides. Topics API’s

relative simplicity likely contributes to its broader uptake: any ad tech vendor present

on a webpage can call the API without the website’s explicit permission, and the API’s

segment output can enrich traditional programmatic ad transactions.

Websites can opt out of Topics API by including an opt-out flag in their HTTP header.24

Opting out prevents both the inclusion of the site’s domain in the API’s segment assign-

ment and the receipt of Topics segment data. Opt-out sites therefore forgo both the ben-

efits and costs of participation. Figure 7b shows the opt-out share falls from 1.6% in

September and remains around 1.0–1.2%, except for a brief spike above 2% in early 2025.

We do not know the cause of the 2025 jump, though we speculate that a network of sites is

23Chrome’s page load statistics show a rapid increase in TopicsAPI_BrowsingTopics_Method (see https:
//chromestatus.com/metrics/feature/timeline/popularity/4182) from July (0.5%) to December 2023
(11.3%) and a gradual downward trend through June 2025 (9.7%). The steeper decline in our data could
result from a combination of our unit of analysis (site versus page load), site sample, and emphasis on the
minority of users in the Chrome-CMA experiment groups (CMA 2023). However, the Chrome statistics
show a modest increase in the share of page loads with HTTP header calls to the Topics API (which we do
not observe): 6.8% of page loads in February 2024 to 9.7% in June 2025 (see https://chromestatus.com/m
etrics/feature/timeline/popularity/4460).

24Specifically, websites declare this in their “Permissions Policy,” where web developers can specify
which features are allowed or blocked on a website (see https://developer.mozilla.org/en-US/do
cs/Web/HTTP/Permissions_Policy).
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(a) Calls to Topics API

(b) Opt-out share

(c) Opt-out type share

Figure 7: Evolution of Topics API calls & opt-out choices on websites
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responsible. Earlier data from July 2022 bounds the opt-out rate between 2.7% and 3.9%.25

The decline between 2022 and 2023 rates may reflect the shift from the more controver-

sial Federated Learning of Cohorts (FLoC) to Topics API in January 2022. While similar

in assigning behavioral segments, FLoC supported thousands of unlabeled segments and

drew heavier privacy criticism (Berke & Calacci, 2022). In particular, FLoC carried greater

fingerprinting risk both because the segments were more granular, and because Chrome

would share a consistent segment label with participating vendor domains rather than

randomizing labels at the vendor and site level. Moreover, the unlabeled segments were

inscrutable to users, raising concerns that FLoC segment labels would reveal sensitive

user information despite built-in protections (Medina et al., 2021).

Google retained the same opt-out mechanism for both FLoC and Topics, and sites

could specify either or both. Sites did not need to update this flag, however, as Google

announced that Topics API would respect both FLoC and Topics opt-out signals. Nev-

ertheless, Figure 7c shows that in September 2023, only 2.5% of opt-out flags referred to

Topics, but this share grew to 43.9% by the end of the sample. These patterns suggest that

websites were updating their privacy settings in response to Google’s evolving proposals.

4.2.2 Topics API: Market structure

From the domains making Topics API calls, we infer the calling ad tech vendor. Unlike PA

API, vendors do not transmit data to the Topics API, only receive it.26 Figure 8 summa-

rizes market structure statistics, showing a broader and more diverse vendor base than

25As mentioned in Section 3.2, Sincera’s historical data is limiting because it is not structured as panel
data. We therefore bound the opt-out rate in July 2022 from below by the total number of sites that Sincera
only ever recorded as opting out and from above by all those sites that Sincera observed ever opting out
until that date.

26The Topics API call source consists of a URL that often passes additional parameters to that domain
such as the publisher ID and consent-related data: e.g., https://gum.criteo.com/syncframe?origin=pu
blishertag&topUrl=www.domain.com&us_privacy=1YN-. However, these parameters are not required by
the Topics API, so vendors choose which data to include and how to format this for their own purposes.
In July 2023 and across all sites scanned by Sincera, Criteo in particular includes a lot of data in its call
source APIs, often including lengthy consent-related strings: a median of 542 characters and a mean of
633.3 characters in the URL after its domain name. In comparison, the other vendors include a median of
36 characters and mean of 42.0 characters after their domain name in the call source URLs.
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PA API.

Figure 8a shows monthly market shares for the top ten vendors. Early adopters

span multiple verticals: demand-side platforms (Criteo, RTB House), publisher ad man-

agement (Mediavine), native advertising platforms (Taboola), and full-service providers

(Google). Subsequent entrants include the supply-side platform Magnite and social net-

work LinkedIn (November 2023), supply-side platform PubMatic and ad exchange OpenX

(December 2023), and native ad platform Outbrain (March 2024). The only exit among the

top ten is LinkedIn in June 2024, whose substantial share (10.2%) may have contributed to

the July 2024 decline in Topics calls (Figure 7a). Taboola’s activity also tapered toward the

end of the sample. Google’s reach expanded sharply in February 2024, possibly reflecting

the same detection limitations noted for PA API (see Section 3.1).

Figure 8b aggregates market shares over the full sample period (October 2023 to June

2025). Google leads with 19.8% share, followed by Criteo (16.5%), OpenX (14.3%), and

Magnite (13.3%). In total, Figure 8b lists 31 vendors with shares above 0.1%, while the

remaining 13 account for 3.7%. Some websites (e.g., dailymail.co.uk, usatoday.com)

experimenting with calling Topics API from their own domains, grouped here as “Pub-

lisher Own Domain” (0.5% of site–vendor pairs). However, since Topics only returns

data for domains observed on that category’s page, such experiments may return little

user segment data if any.27

Figure 8c shows market concentration falling below 1,500 points in December 2023

and remaining there through June 2025, indicating an unconcentrated market under DOJ

& FTC (2010; 2023) thresholds. As of June 2025, HHI stands at 1,273 points.

27Google’s Topics API team indicated that some of these may arise from a Prebid header bidding con-
figurations (see Appendix B) that erroneously tried to call the API from the publisher’s own domain. This
error has been corrected and the publisher own-domain share has fallen over time.
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(a) Evolution of top 10 vendor market shares

(b) Aggregated vendor market shares (full sample)

(c) Evolution of market concentration

Figure 8: Topics API market structure: API calls by vendor
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4.2.3 Topics API: Website sample category labels

Here, we examine the category labels that Google’s Topics API assigns to the 59,186 top

site domains in our panel. Note that we do not examine the segment data returned by

the Topics API for a group of real users, though this has been studied elsewhere (Dick

et al., 2025; Król, 2023; Selman, 2022). Instead, we show how the Topics API classifies

websites at the domain level using Google’s deterministic classifier (see chrome://topi

cs-internals). This exercise sheds light on which categories advertisers are most likely

to encounter in practice.

Figure 9 summarizes the distribution of segment labels in our site panel. First, we note

that the Topics API’s deterministic classifier may assign more than one label to a website

or none at all. Figure 9a shows that the median domain receives a single label, the average

domain receives 1.37 labels, and 8.35% of sites are not classified at all.28

Figure 9b presents the 25 most frequently appearing categories across our domain

sample.29 As mentioned in Section 2.2, Google splits the Topics API taxonomy by whether

the category is of high commercial value (e.g., “Investing” and “Shopping” versus “News”

and “Online communities”) so that Topics API can prioritize commercially valuable seg-

ments in its reports to ad tech vendors. Although 14 of the top 25 labels have high

commercial utility, none rank among the five most common categories. This highlights

the role of Google’s pre-sorting mechanism in ensuring that Topics surfaces valuable

categories despite their lower raw frequency. Together, these patterns illuminate how

Google’s Topics API categorizes domains.

28The site with the most labels in our sample, huawei.com, has eight labels.
29Criteo and RTB House instead report the top Topics API (version 1) segments they observe in user

data (Król, 2023; Selman, 2022). This list is dominated by generic categories like “News” and “Arts &
Entertainment” as the data precede changes to Topics API: the updated taxonomy as well as pre-sorting
segments by commercial use.

27

chrome://topics-internals
chrome://topics-internals
huawei.com


(a) Number of labels per site domain

(b) Top 25 Topics API labels in site sample
Note: We use Chrome’s Topics API classifier (see chrome://topics-internals) to assign segment labels to 59,186 domains of the top

sites in our panel.

Figure 9: Topics API labels assigned to domains in our top site panel
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5 Descriptive results: Adopting website characteristics

We examine the types of websites that adopt Sandbox technologies using a simple regres-

sion framework.

Our dependent variables indicate whether we ever detect a site using a given tech-

nology during the 2023–2025 panel. For PA API, adoption includes adding a user to an

interest group or running an auction. For Topics API, we consider measures of both adop-

tion (making API calls) and refusal (sending an opt-out signal). We focus on our “ever

detect” measures for two reasons: (1) the single cross-section matches our cross-sectional

covariates, and (2) Sincera’s tracking provides only a lower bound on use (see Section 3.1),

so the measure mitigates bias from incomplete monthly observations.

We estimate the following linear probability model for the adoption indicator yi and

domains indexed by i:

yi = α + β1log(site ranki) + β2log(ad unitsi + 1) + β3USi + β4EUi + εi

Here, site rank (in logs) comes from the Tranco Alexa-Majestic list (Appendix A). Ad

units (log(x + 1)) refer to the average number of ad slots per page that Sincera observed

across the pages it scanned for a given domain. US and EU are indicators for whether

the majority of a site’s traffic originates from each region, based on third-party traffic data

and top-level domains (e.g., .fr for France). Variable construction details appear in Ap-

pendix A.3.

Results in Table 1 indicate that Sandbox adoption is higher among higher-ranked sites,

though Topics opt-out rates also increase with rank. Sites with more ad slots adopt Sand-

box more frequently and are less likely to opt out of Topics. US sites exhibit greater

adoption across all measures, with the Topics opt-out coefficient being statistically in-

significant. EU sites show a mixed pattern: higher adoption of PA Auctions, lower PA

Interest Groups and Topics use, and higher Topics opt-out rates. Unless noted otherwise,
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Ever detected
PA API Topics API

Interest Group Auction Calls Opt Out
log(site rank) -0.035*** -0.026*** -0.026*** -0.007***

(0.002) (0.001) (0.002) (0.001)
log(ad units + 1) 0.093*** 0.300*** 0.260*** -0.002**

(0.002) (0.001) (0.001) (0.001)
US site 0.155*** 0.038*** 0.041*** -0.001

(0.004) (0.002) (0.004) (0.002)
EU site -0.045*** 0.061*** -0.016*** 0.011***

(0.005) (0.004) (0.005) (0.003)
Intercept 0.591*** 0.249*** 0.594*** 0.116***

(0.020) (0.011) (0.017) (0.010)
Num. Obs. 59,060 59,060 59,060 59,060
R2 0.081 0.589 0.328 0.002

Notes: Outcome variables are indicators for whether websites ever adopted a Privacy Sandbox technology during the full
observation period (2023-2025). See Appendix A.3 for additional details on covariate construction. Heteroskedastic standard errors
in parentheses. Marker p-value thresholds: + p < 0.1, * p < 0.05, ** p < 0.01, *** p < 0.001.

Table 1: Predicting site adoption of Privacy Sandbox: linear probability model results

all estimates are highly statistically significant at p < 0.01. Robustness checks using a

logit specification yield qualitatively similar results.30

6 Discussion

Our descriptive findings complement other findings in the literature while raising new

questions. We discuss our findings and our public dashboard below.

6.1 Sandbox adoption & market structure

Our results show meaningful adoption of Sandbox technologies across websites and dozens

of vendors across the ad industry, despite multiple challenges and mixed stakeholder re-

actions. Consumer surveys suggest muted responses to PEATs (Jerath et al., 2025). Pri-

vacy advocates criticized the Sandbox as insufficient,31 while privacy regulators neither

30Results available upon request.
31See https://www.eff.org/deeplinks/2019/08/dont-play-googles-privacy-sandbox-1 and

https://noyb.eu/en/google-sandbox-online-tracking-instead-privacy.

30

https://www.eff.org/deeplinks/2019/08/dont-play-googles-privacy-sandbox-1
https://noyb.eu/en/google-sandbox-online-tracking-instead-privacy


endorsed it nor relaxed consent requirements. Some vendors doubted Google’s com-

mitment to cookie deprecation after repeated delays. Others, such as The Trade Desk,

openly opposed the initiative. Adoption required significant engineering investment,32

leading some firms to defer participation until incentives were stronger. Reflecting these

challenges, Google subsidized vendors to support uptake and participation in the CMA’s

experiment.

Adoption patterns differ across technologies and geographies. PA API is technically

demanding, yet more than a dozen firms deployed it at scale. Topics API, by contrast,

reached broader adoption thanks to its simpler integration, even though performance

tests suggested limited value to advertisers (CMA 2025). We also find evidence of retreat—

particularly for Topics—after Google stepped back from full cookie deprecation. Nonethe-

less, Sandbox use persisted even after Google abandoned deprecation, with little evidence

of vendor exit at least as of June 2025. US sites adopted Sandbox more readily despite

the absence of federal privacy regulation, while EU sites showed uneven adoption. This

divergence is puzzling given Europe’s stronger privacy environment, though again reg-

ulators’ limited support for PEATs as compliance tools may partly explain it.

Our findings complement research on Sandbox performance in the CMA (2023; 2025)

experiment. Our findings support the hypothesis that limited adoption constrained per-

formance: advertisers faced scarce PA API inventory and publishers earned little revenue

from the few buyers using it (Gu et al., 2025; Kobayashi et al., 2024). Together, this evi-

dence suggests that Sandbox performance has significant room to improve with greater

industry adoption. Google’s implementation of PA API also increased ad-loading times,

causing some impressions to fail to render and reducing publisher revenue (Gu et al.,

2025). As we have shown that Google dominates as a PA API seller, this implies these

latency effects have wide impact.

Market structure differs across Sandbox technologies. Topics API is unconcentrated.

32See https://www.adexchanger.com/programmatic/most-chrome-privacy-sandbox-testers-see-a
-silver-lining-in-their-investment.
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PA API interest groups are highly concentrated. PA API auctions—at the top-level seller—

approach monopoly levels. Although vendor entry initially expanded participation, mo-

mentum slowed once Google abandoned full cookie deprecation in 2024. In today’s

mixed regime, with Sandbox and cookies coexisting, competition concerns may be less

acute, and the CMA has proposed closing its investigation.

Google nevertheless holds the largest share across all three markets we track. This

dominance underscores tensions between privacy, competition, and platform power (Dubé

et al., 2025; Johnson, 2024). Critics view Google’s role as self-serving, noting that Google

Ad Manager only supported Google as a top-level seller in PA API, and that Google al-

legedly retained an informational advantage as a top-level seller (Google, 2023b, 2024a).

At the same time, Google’s dominance reflects in part its broad presence across the ad

tech ecosystem (CMA 2020). Furthermore, Google’s significant investment can be seen

as both a necessary signal of commitment and as underwriting a public good: advancing

privacy-enhancing ad technologies that other firms can use and build upon.

6.2 Public dashboard

To support transparency and accessibility, we developed and maintained a public dash-

board tracking website adoption of Privacy Sandbox technologies on a dedicated web-

page: sincera.io/privacy-sandbox. Updated monthly, the dashboard reported adop-

tion rates and vendor market shares, drawing on several terabytes of raw data. This effort

continued until Sincera shuttered its tracking service in June 2025 after its acquisition by

The Trade Desk though the dashboard remained online until August 2025 (see Figure 10).

This paper not only develops new data collection methods to study emerging privacy-

centric approaches to the future of marketing, but also embraces a current research paradigm

in which interactive tools are central to the work itself.33 Interactive tools like an online
33See recent calls for research on new methods for the future of marketing (https://www.ama.org/2024

/12/09/call-for-papers-journal-of-marketing-research-new-methods-for-the-future-of-marke
ting/) and research-driven apps (https://www.ama.org/journal-of-marketing-call-for-papers-mar
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Figure 10: Screenshots of Sandbox website use dashboard
Notes: Dashboard was hosted at https://app.sincera.io/privacysandbox until August 2025.

dashboard can help make research accessible for a wider audience, including practition-

ers and regulators. Prior marketing research has used interactive tools to improve trans-

parency around model assumptions (Shapiro et al., 2021), translate knowledge into prac-

tical tools (Warren et al., 2021), and provide flexible visualizations (Matthe et al., 2023;

Ringel, 2023).

The Sandbox dashboard was designed for a broad audience—academics, practition-

ers, journalists, and regulators—helping them navigate the technical complexity of PEATs.

This complexity alone may engender skepticism from consumers and other stakehold-

ers.34 By providing accessible and timely insights, the dashboard informed the public

debate and supported the CMA’s ongoing evaluation of Privacy Sandbox. Its findings

and updates attracted coverage from journalists and engagement from industry stake-

holders.35

keting-impact-with-research-driven-apps).
34See e.g., https://mobiledevmemo.com/the-privacy-sandbox-paradox/.
35Media coverage includes https://www.adexchanger.com/data-privacy-roundup/the-kids-arent

-playing-in-the-privacy-sandbox/ and https://www.adexchanger.com/data-privacy-roundup/n
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7 Conclusion

This paper presents a novel empirical study of the online advertising industry’s adop-

tion of privacy-enhancing technologies, focusing on Google’s Protected Audience and

Topics APIs within its Privacy Sandbox initiative. We develop and implement a method

for detecting these technologies on a website and intercepting their associated data, en-

abling the first large-scale panel measurement of their use in the wild. Our results show

that Topics API stands out for its broader adoption among both websites and ad tech

vendors—perhaps reflecting its greater ease of use—while Protected Audience API adop-

tion remains more limited. We identify several ad tech vendors that participate in Privacy

Sandbox: vendor markets for Topics API show low concentration, while those for Pro-

tected Audience API are highly concentrated.

Our research has important limitations. In particular, we provide conservative esti-

mates of industry adoption. For technical reasons, we do not observe two major ad tech

vendors (Criteo and Google) in our PA API data for certain periods, and we capture Top-

ics API calls via JavaScript but not via HTTP headers.

Future research can investigate how Sandbox use and market structure evolve after

June 2025 in response to Google’s shifting roadmap as well as changes in privacy reg-

ulation, guidance, and enforcement. Future research could also extend our approach

to measure adoption of other Sandbox technologies—both advertising-related and non-

advertising-related—as well as similar privacy-enhancing technologies introduced by other

platforms and intermediaries.

o-shade-but-does-anyone-still-care-about-the-privacy-sandbox/. References by firms include
https://www.linkedin.com/pulse/half-baked-reality-testing-googles-privacy-sandbox-nextr
oll-seqkc/, and https://www.rtbhouse.com/blog/cookieless-newsroom-another-delay-in-third-p
arty-cookies-phase-out-cma-disconcerted.
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Appendix

A Website panel construction

We want to track a consistent and explainable list of higher-quality, commercial websites

over time. Constructing our target website list was an iterative process as some of Sin-

cera’s Privacy Sandbox data collection predates these efforts. Once we finalized our target

list, Sincera agreed to add the remaining sites to its roster of regularly scanned sites, so

our sample of scanned sites grows over time.

We begin with a Tranco list of top 100,000 sites as of October 2022, which is designed

and constructed using the methodology from Le Pochat et al. (2019). Our chosen Tranco

list aggregates independent rankings by Alexa and Majestic: the list is available at https:

//tranco-list.eu/list/4K8VX/1000000.36 We chose the 100,000 top sites threshold in

order to balance our site coverage and the overlap with Sincera’s regularly scanned sites

as of mid-2023.

Section A.1 describes our ex ante website domain filtering criteria to focus on higher

quality, commercial domains. Section A.2 describes our ex post list of scannable websites

that removes unreachable, redirecting, or web-vendor domains. Section A.2 concludes by

describing how our data collector’s scanning coverage of our target list grows over time.

A.1 Domain filtering criteria

Sincera began as a startup that regularly scans a list of websites to collect data on the

site’s content as well as the vendors and technologies that the site employs. Sincera scans

hundreds of thousands of websites every week and this list has grown over time. Sincera

36The primary Tranco list aggregates independent rankings from Umbrella and Farsight in addition to
Alexa and Majestic (Le Pochat et al., 2019). In practice, this list places a greater emphasis on network traffic
than consumer traffic alone. For instance, its top 10 list include domains that would be unfamiliar to many
consumers like gtld-servers.net (#2), akamaiedge.net (#5), amazonaws.com (#10). We therefore prefer to
use our (Alexa & Majestic) Tranco list, which also includes more sites that Sincera tracked in mid-2023.
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considers several factors in selecting the sites on its scan list, however, its most important

criterion is customer demand. Sincera is a commercial service whose customers can re-

quest scans of sites for a list that the customer provides. In addition to ourselves, Sincera’s

customers include ad tech companies, web publishers, and even journalists. As a startup,

Sincera applied some initial criteria to filter domains opting to prioritize commercially-

relevant websites and cost efficiency over full coverage. Nevertheless, customer demands

override Sincera’s domain filtering criteria.

We filter our Tranco list of domains using three broad criteria that closely align with

Sincera’s initial filtering criteria. First, we exclude domains whose top-level domain indi-

cates that the site is located in certain countries (e.g., .ru, .cn). Sincera’s excluded country

list is ad hoc, but predominantly includes large countries in Asia, Africa, and the Middle

East. The full country list is: Angola, Azerbaijan, China, India, Iran, Japan, Kazakhstan,

Kenya, Laos, Morocco, North Macedonia, Russia, Saudi Arabia, Singapore, South Ko-

rea, Taiwan, Tanzania, Turkey, Ukraine, Uzbekistan, and Vietnam. Relatedly, we exclude

country-specific instances of google.com (e.g., google.ro) since these often redirect to

google.com when scanned from outside that country.

Second, Sincera excludes certain non-commercial, top-level domains including: .edu,

.gov, .land (i.e., real estate), .mil (i.e., military), .org, and .win (i.e., Microsoft Windows).

Third, Sincera seeks to exclude low-quality sites by excluding domains containing

certain terms (including the top-level domain). These terms fall into the following broad

categories:

• Adult content.37

• Spam content including the terms: casino, cash, free, game, mp3, pharma, torrent,

and yeezy.

• Marketing content including the terms: ads, advertising, agency, cdn, digital, dns,

37The excluded adult-rated content terms include: adult, sugardaddy, viagra, brides, nsfw, fetish, tranny,
slut, porn, fuck, sex, and xxx.
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group, marketing, media, pub, publisher, seo, solutions, and yield.

• Domains containing “blogspot”: this removes sites from Google’s popular blogging

service blogger.com. Advertising on these sites is optional, and is restricted to

Google AdSense ads.

• Domains containing “desi”: this predominantly avoids content associated with the

countries India, Pakistan, or Bangladesh, including websites with the top-level do-

main “.desi”.

We acknowledge that some of these terms are broad; for instance, the “desi” criterion

also excludes domains containing the term “design.” Nonetheless, our filtered domain

list balances Sincera’s scanning coverage with our goals of an explainable list of quality,

commercially-relevant websites. These domain filtering criteria eliminate 24.2% of sites

in our Tranco list, leaving an interim list of 75,797 sites.

A.2 Scannable websites

From the interim list of 75,797 sites, we remove sites that are unreachable, that generate

HTTP errors, that are web vendor domains, or that redirect to another domain.

We built our own site-scanning algorithm to evaluate domains on our list that Sincera

did not scan. Surprisingly, our Tranco list includes many domains that are unreachable

or redirect to other domains. Our site scanning algorithm evaluates whether a site is

reachable, records the HTTP response code returned by the domain, and records any

redirect domain.

We classify unscannable websites using several criteria, which we apply cumulatively.

First, our site scanner identifies 11,423 websites that are unreachable. We expect that

many of these sites are not consumer-facing sites: e.g., web technology vendors employ

these domains to provide advertising and content services for websites. Second, another

482 websites are unreachable in that they return HTTP codes that indicate either a client-
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Figure A.1: Number of Sincera scanned sites from our target list over time

Note: This plots the number of sites that Sincera scanned as of the end of a given month from the 59,186
websites in our panel.

or server-side error. Third, we eliminate 3,488 sites that redirect to different domains;

however, many of these redirect domains are included in our list (e.g., a.co redirects to am

azon.com). Fourth, we eliminate 403 domains that are identified by Sincera as associated

with web technology vendors, and that Sincera does not scan. After these steps, we have

a target list of 60,001 filtered and potentially scannable websites.

Sincera ultimately scanned 59,186 sites in this list, which form our panel. Some of

remaining sites were not scannable: for instance, Sincera identified another 361 sites that

it could not scan for various reasons.38

Figure A.1 shows that Sincera’s site scanning coverage for our 59,186 site panel grew

over time. Sincera’s initial coverage of our filtered list was high: 52,948 sites (89.5%) in

May 2023. The missing sites are disproportionately lower ranked.39 By January 2024,

Sincera was scanning almost all of our panel sites (i.e., 59,175).

38Sincera encountered HTTP errors on 155 sites, Captchas on 130 (i.e., blocking automated scanning),
failed page loads for 69, general errors for 6, and the scan timed out for 1 site.

39Sincera uses the primary Tranco site list (see footnote 36) to guide its scanning decisions. Half of the
unscanned sites as of December 2023 are ranked outside of the primary Tranco top 250,000 list, which
contributed to Sincera ignoring these sites.
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A.3 Site covariate definition

This appendix provides additional detail on the construction of the website-level covari-

ates used in Section 5.

Average Ad Units. This variable measures the average number of ad units per page,

as recorded by Sincera across the pages it scans for a given site. When the measure is

missing, we impute a value of zero. Among the 24,286 sites in our sample with ads.txt

files—industry-standard public declarations of the ad exchanges and networks autho-

rized to sell a publisher’s inventory—3,007 sites (12.4%) lack ad unit data. Because ads.txt

files are a strong signal that a site monetizes via programmatic display advertising, their

absence suggests the site is unlikely to host display ads, making zero a reasonable impu-

tation for such cases. Our main results are qualitatively unchanged when dropping sites

that lack ad unit data despite having ads.txt files.40

US and EU Indicators. These binary variables indicate whether a site primarily serves

users in the United States or in the European Union, respectively. We construct this using

a combination of third-party traffic data and inference from country top-level domains.

Country assignment applies the following criteria in descending order of priority: (1)

SimilarWeb data indicating at least 50% of traffic from a given country; (2) Amazon Web

Information Services (AWIS) data indicating at least 50% of traffic from a given country;

(3) the site’s country-specific top-level domain (TLD).

SimilarWeb data, available from January 2024, is incomplete across both sites and

countries. We use a targeted sampling strategy to maximize coverage within a budget

limit, focusing on the top 75,000 Tranco-ranked sites after excluding those with country-

specific TLDs.41 We collect data for 13 countries: the United States, the United Kingdom,

Israel, and the ten most populous EU member states (which together account for 82% of

the EU population). Sites with country-specific TLDs are excluded from the SimilarWeb

40Robustness results available upon request.
41We are most grateful to Klaus Miller for obtaining this data on our behalf.
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queries because traffic to these sites generally originates from the corresponding coun-

try. Note that our main results are qualitatively unchanged when restricting to the top

75,000 sites where country assignments are most reliable.

We also use AWIS data, from April 2020, which provides country-level traffic shares

for top sites as of Spring 2018. Like SimilarWeb, it is incomplete for our site list, though

includes all user countries.

B Alternate Privacy Sandbox adoption measures

We explore alternative measures of Privacy Sandbox adoption.

B.1 Header bidding (Prebid) modules

First, we examine website adoption of Privacy Sandbox technologies via header bidding.

Many websites sell advertising through a mechanism called header bidding, which al-

lows websites to obtain multiple bids from ad buyers in parallel. To do so, websites

use a free and open-source standard called “Prebid.” Prebid allows websites to inte-

grate PA API auctions by adding a module called fledgeForGpt or its successor paapi

then enabling Protected Audience API in their Prebid JavaScript configuration. Similarly,

Prebid allows websites to integrate Topics API into header bidding using the module

topicsFpdModule. Sincera scans websites and records their Prebid configuration, which

allows us to identify sites that have enabled the relevant modules. Note that websites do

not need Prebid to access the Sandbox technologies, but this provides another measure-

ment of publisher’s deliberate engagement with the Sandbox.

Figure A.2 shows the evolution of Privacy Sandbox module use in Prebid settings.

Since this measurement is specific to Prebid, we focus on the subsample of Prebid users

in our site sample. Figure A.2 shows steady growth in the PA API-related modules from

4.5% of Prebid users in October 2023 to 28.5% in July 2024. Usage falls to 19.4% in Novem-
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Note: This data above consists of the subsample of sites in our panel that use Prebid.

Figure A.2: Privacy Sandbox module use in site’s header bidding (Prebid) settings

ber 2024 from 29.4% in the prior month and becomes more erratic thereafter. We do not

know the cause of the steep drop in March 2025, though we speculate this is a data qual-

ity issue. This evidence complements our site scanning evidence in Figure 4b: the growth

period is similar though the decline happens several months after Google retreated from

cookie deprecation in July 2024.

The Topics API module adoption is negligible throughout (<0.2%). This contrasts with

our site scan evidence (Figure 7a) showing that 25-41% of sites contain a Topics API call

over that period. Again, this does not contradict our earlier evidence as sites do not need

to use Prebid to use the Sandbox technologies. We speculate that the ease of calling the

Topics API directly reduces the demand for the related Prebid module.

B.2 Privacy Sandbox vendor attestations

To use the Privacy Sandbox APIs, vendors must attest that they will not abuse the APIs

to track users across sites. Google has a formal registration process whereby vendors

make attestations for specific APIs and do so separately for the Chrome browser and the

Android mobile operating system. Vendors also log these attestations in a standardized

format on their own websites (in the /.well-known directory). We regularly crawl the
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Note: Data includes vendors that registered with Google as of February 2025, as listed at
https://github.com/privacysandbox/attestation.

Figure A.3: Vendor Privacy Sandbox attestations

Tranco top 1 million websites to log these attestations. However, Google released the

universe of vendors that registered with it on GitHub in June 2024 and updated the list

in February 2025.42 Below, we present data from the universe of registered vendors from

Google’s list as of February 2025.

Figure A.3 shows the share of attestations by technology and device for the 326 sites

that registered attestations. We see that attestations are much higher for Chrome than An-

droid. In Chrome, the highest attestation rates are in the targeting APIs: 76.4% for Topics

API and 72.7% for PA API. Though Topics API is higher, the difference is not as great as in

our scanning data. This is followed by the measurement API (Attribution Reporting) at

69.9%. The Shared Storage API (62.9%) and Private Aggregation API (59.2%) are lowest.

Though these two APIs are seldom discussed in media coverage of Privacy Sandbox, they

have multiple uses including measurement and ad frequency management.

42See https://github.com/privacysandbox/attestation.
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C Adoption of other Privacy Sandbox technologies

C.1 Related Website Sets

Google’s Privacy Sandbox provides a mechanism called Related Website Sets (RWS) for

third-party cookies to still function within a narrow network of related sites. This could

be relevant for several example use cases, particularly websites that are owned by a sin-

gle company. For instance, Meta owns multiple domains associated with its social me-

dia platforms: facebook.com, instagram.com, and whatsapp.com. Also, a website like

google.com could operate several country-specific domains like google.ca, google.in,

and google.fr. Finally, a company could have several domains relating to a single brand,

such as Apple’s apple.com, icloud.com, and applemusic.com.

Under the Privacy Sandbox, a company can declare a relationship among its websites,

so that the browser allows third-party cookie access across these sites. To do so, com-

panies must register their associated sites along with their primary site. The RWS list is

stored on a public GitHub repository: https://github.com/GoogleChrome/related-web

site-sets. This allows us to document the universe of websites in the RWS list.

Figure A.4a below shows that the number of associated sites in the RWS list grows

from 6 sites in the initial May 2023 list to 162 sites in July 2024. Growth then tapered off

to 176 sites in the data by June 2025. The RWS list has an average of 2.75 associated sites

per primary domain as of June 2025. Figure A.4b presents a histogram of the number of

associated sites per primary site as of June 2025. Most of these are below 5 sites, which is

the threshold that Google automatically grants in its RWS guidelines.43 In sum, the RWS

data conforms with the broader pattern of Privacy Sandbox growth then stalling after

Google retreated from cookie deprecation in July 2024.

43See https://github.com/GoogleChrome/related-website-sets/blob/main/RWS-Submission_Guid
elines.md.
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(a) Associated sites over time

(b) Histogram of associated sites per primary site

Figure A.4: Related Web Sites (universe of sites)
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D Protected Audience API component auctions

PA API auctions can be structured either as single-seller auctions or as meta-auctions

with multiple ‘component’ sellers. In component auctions, each component seller runs

an independent auction and the top-level seller selects among their winners. Because

a component auction may involve only one seller—sometimes identical to the top-level

seller—some configurations are operationally equivalent to single-seller auctions.

D.1 PA API component auctions use trends

Figure A.5 plots the share of PA API component auctions over time. We categorize those

sites that employ PA API auctions (see Figure 2b) by whether they use a component auc-

tion, a top-level seller auction alone, or both during a given month. Prior to February

2024, we only detect auctions from the top-level seller Seedtag, which did not use com-

ponent auctions during that period. After February 2024, the vast majority of sites rely

on PA API component auctions, with top-seller-only configurations falling below 6%.

Google accounts for nearly all top-level seller roles in component auctions.44

D.2 PA API component-auction seller market structure

Figure A.6 summarizes the market structure for component auction sellers. This analy-

sis conditions on the set of auctions that employ component auctions and therefore runs

from February 2024 to June 2025 (see Figure A.5). Figure A.6a shows that Google began

with a 90.4% share in February 2024, with Raptive, Index Exchange, and OpenX account-

ing for most of the remainder. Pubmatic, Magnite, and TripleLift all enter the next month

in March 2024. Supply-side platform Media.net’s participation peaked in mid-2024. Mag-

nite, OpenX, Pubmatic, Raptive, and TripleLift all but exit by June 2025.

44We observe small scale tests where other vendors experiment with component auctions. In the largest
such test, Seedtag serves as both top-level seller and sole component auction seller. We see Onetag do this
as well. In another case, we see Pubmatic serve as top-level seller where Bounce Exchange serves as the
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Note: As discussed in Section 3.1 and indicated by the dotted vertical red line, we do not observe sites that use Google for PA API until
February 2024 for technical reasons. Note that component seller auctions can employ a single component seller, and that component
seller can also be identical to the top-level seller.

Figure A.5: Evolution of Protected Auction API by use component seller auctions

The aggregate shares over the sample period (Figure A.6b) confirm Google’s domi-

nance at 81.2%, with Index Exchange (9.0%) and Raptive (5.4%) the next largest partici-

pants. Smaller vendors collectively account for under 5%.

Market concentration, measured by HHI (Figure A.6c), frequently exceeds 9,000 points—

indicating extreme concentration. It dipped to just under 5,000 in July 2024, showing the

market was at times less concentrated than the top-level seller market.

E Protected Audience API input data

Here, we examine the raw JSON data that is being passed through PA API (see Figure 2)

on both the demand- and supply-sides using early data from Sincera.

sole component auction seller.
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(a) Evolution of top 10 vendor market shares

(b) Aggregated vendor market shares (Feb. ’24-June ’25)

(c) Evolution of market concentration (Feb. ’24-June ’25)
Note: As discussed in Section 3.1 and indicated by the dotted vertical red line, we do not observe sites that use Google for PA API

until February 2024 for technical reasons. All figures cover the February 2024 to June 2025 period as we do not observe component

auctions in the data beforehand.

Figure A.6: Protected Audience API market structure: Component auction sellers
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E.1 Interest group input data

Below, we discuss the PA interest group data in greater depth using data through July

2023, covering the wider sample of all sites tracked by Sincera at that time. We inter-

cept PA interest group data, which provides some insight into ad buyers’ preferences

and how they use the PA API. Nevertheless, these signals are often masked or encrypted

to protect the advertiser’s and ad tech vendor’s business secrets. Notably, however, the

“RenderURL” parameter can reveal the ad creative. We have not systematically inves-

tigated this data, but manual inspection suggests these are predominantly retargeting

ads, where the creative often features multiple product images. At the time, Sincera de-

tected 58,151 different PA interest groups being created on 4,042 publishers. This included

4,258 advertisers (according to the “name” field used by the API) yielding 4,521 unique

publisher–advertiser combinations.

Only Criteo and RTB House are observed as interest group owners at this time, and

we use the detailed interest group data to compare how the two vendors use PA API.

RTB House explains that interest groups can contain the advertiser’s first-party user data

to personalize the ad creative (Domagała, 2024). On average, RTB House interest groups

included 9.9 ad creative entries, but Criteo interest groups included only 0.8. Though

vendors must specify an ad creative URL in this field, Criteo did not in 49.5% of cases.

Criteo explained that this was a deliberate choice that reflected testing behavior (Höring,

2022). Through the “adComponents” field, PA allows vendors to create ad creatives with

subcomponents: e.g., dynamic retargeting creatives can use “adComponents” to feature

different product images. Criteo did not use this functionality, whereas RTB House in-

cluded an average of 194 such components (minimum of 9 and maximum of 1,400). RTB

House always set the interest group duration of Chrome’s maximum of 30 days, whereas

Criteo always set this to 43.2 minutes (perhaps erroneously).45

45The duration must be set in milliseconds, but Criteo has specified the duration to be the total seconds
in 30 days.
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In terms of bidding, PA allows vendors to specify a numerical priority for the inter-

est groups in cases where the seller restricts the number of interest groups that it con-

siders per vendor in the PA auction. RTB House is specifying this parameter statically,

while Criteo is not. Neither company used PA’s optional parameters for dynamically cal-

culating priority .46 RTB House alone is using PA’s option to run bidding functions in

WebAssembly, which is potentially faster than the JavaScript default. Finally, Criteo is

passing a user ID as part of its userBiddingSignals parameters: presumably this is used

for testing and debugging. In sum, Criteo created more PA interest groups, whereas RTB

House seemingly used more of the technology’s functionality in 2023.

E.2 Auction group input data

From early data that we collected until June 2022, we detected PA API auctions on 1,363

distinct sites among the wider sample that Sincera scanned at the time (0.5% of the total).

As with the buy side, the raw JSON data provides some insight into this ad market while

masking and encrypting several business-sensitive inputs. We note that the data identify

partners that can be included in the PA auction. However, ad tech vendors need not be

identified in the PA auction as buyers to participate in the auction, so this undercounts

vendor participation. Nevertheless, the PA auction API data most often lists Google alone

(67.7% of cases), RTB House alone (30.5%) as buyers,47 both in 1.0% of cases, or none in

0.7% of cases.

The auction data also identify specific data that are passed to individual vendor par-

ticipants under the perBuyerSignals input to the PA API. We find that Google’s sell-side

initiated auctions pass less volume of data on average to RTB House (3.7 kilobytes) than

to Google’s buy side (10.0 kilobytes). However, these may not be directly comparable due

to differences in encoding and data structures. RTB House uses a JSON structure with 18

46These are the priorityVector, prioritySignalsOverrides, and
enableBiddingSignalsPrioritization parameters.

47RTB House appears as three domains, reflecting servers in different locations throughout the world.
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data elements, some of which may be interpretable (e.g., time stamps, ad size format,

URLs). Google instead uses a nested array consisting of numbers.48

48Note that this data structure includes a large number of space characters for formatting, which appears
to artificially increase the data size (e.g., by a factor of 4 in one case).
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