Is Criminal Crypto a Sideshow? An Examination of Illicit
Activity across Three Major Blockchains’

John M. Griffin' Zirui Wang' Juan Antonio Artero Calvo®

March 16, 2026

Preliminary and incomplete. Some estimates may be updated. Please do not post,
cite, quote, or redistribute without the authors’ permission.

Abstract

Utilizing over 700 thousand addresses linked to various forms of criminal activity as a starting
point, we partially map the criminal ecosystem of funds flowing into crypto exchanges on Bitcoin,
Ethereum, and Tron from 2021 to 2025. After tracing tainted funds to crypto exchanges and clus-
tering related deposit addresses, we find that a majority of‘crypto exchanges have between five to
twenty percent, or more, of their inflows related to tagged criminal activity. The recently sanc-
tioned HuionePay exhibits substantial similarities to other large offshore non-sanctioned crypto
cxchanges. Machine lcarning methods idcntify substantial additional criminal CTypto activity.
Taken together, these methods imply total estimates of criminal activity from 2021-2025 on these
three blockchains alone of $1.02 trillion, with over $210 billion per year in 2024 and 2025. Overall,
these findings challenge a common industry narrative that criminal crypto activity is de minimis

and suggest many avenues for tighter regulation and monitoring.
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The crypto ecosystem has grown remarkably and changed considerably over the last seventeen years,
particularly since 2020. As of March 2026, it features over eight thousand tracked coins and tokens,
over 30 crypto ETFs worth over $100 billion in assets, hundreds of crypto venture and investment
companies in the space, and a total crypto market cap close to $2.5 trillion.! Yer, there is evidence that
crypto markets remain an active space for confidence scams, thefts, sanctioned and terrorist financing,
phishing, and many other crimes. The crypto industry often argues that these activities also happen
in the traditional finance markets, perhaps at even higher rates, but given the traceable nature of
the activity, the crypto space receives greater scrutiny due to the traceable nature of the blockchain
transactions. Industry reports estimate that crypto crime accounts for between 0.083% and well below
one percent of all crypto transactions, but these estimates are substantially below academic Bitcoin
estimates for earlier periods.” How prevalent is criminal crypro activity? How can it best be measured?
Where does the activity take place and who are the major facilitators?

The biggest challenge to answering these questions is that most illicit activity is not reported,
and criminal actors quickly take steps to hide their activity. To partially address these challenges, we
take four distinctive approaches. First, we use an extremely large compilation of 734,443 identified
criminal addresses from leading sources as a starting point to measure this activity. Second, we trace
criminal activity across three major blockchains: Bitcoin, Ethereum, and Tron. Third, since criminals
use many transactions to obfuscate funds and only a fraction of criminal addresses is reported, we trace
tagged criminal funds to collection points or deposit addresses, and then measure all funds coming into
these and closely related collection points. Fourth, we utilize machine learning methods to identify
additional potentially tainted deposit addresses. In the process, our approach also uncovers distinct
economic mechanisms at play across three blockchains.

We collect 734 thousand addresses reported for potential criminal activity from various public and

private sources and examine the blockchain activity of these addresses from January 2020 to September

'As of March 11th 2026, the popular website CoinMarketCap tracks 8,651 individual cryptocurrency coins and to-
kens alongside 33 crypto-related ETFs worth over $100 billion. In addition, there are many hundreds of firms currently
developing crypto-related projects. Coinbase Ventures has one of the largest portfolios of such firms, to this date they have
invested in over 600 individual projects.

2We detail these numbers from industry reports and academic papers in the literature section.


https://coinmarketcap.com/
https://www.coinbase.com/ventures

2025. The largest categories are romance confidence scams (so-called “pig butchering” scams), thefts,
sanctioned entities, phishing, illicit actors, rug pu”s, impersonation, fake returns, fake projects, ran-
somware, extorsion, sim swap, airdrop, donation, and other scams. We find that Tether on Ethereum
and ETH are more commonly utilized in romance scams, thefts, phishing, illicit actors, rug pulls, and
fake projects, whereas Tether on Tron is more frequently utilized in miscellaneous scams and for sanc-
tioned purposes such as terrorist financing. The frequency of Tron’s use has grown over our sample
period, and particularly so for illicit services 1aundering funds and attempting to bypass international
sanctions.

We separately trace the flows across the three blockchains, stopping at identified services such as
centralized exchanges (CEXes), decentralized exchanges (DEXes), other decentralized finance (DeFi)
services, cryptocurrency mixers, and other less prominent services. We also stop at large unidentified
entities which are likely services. Large, predominantly offshore CEXes, especially Binance and OKX,
appear as major stopping points on all three blockchains. On Ethereum, DEXes such as Uniswap and
Tokenlon appear as major hubs.

HuionePay is a Cambodian Fintech p]atfbrm designated by FinCEN in May 2025 as a primary
money laundering concern.” The firm’s Cambodian banking license was revoked. We examine the
traced activity to this firm as a benchmark for our subsequent analysis. We find that HuionePay in-
teracts with itself as well as a host of other centralized crypto exchanges, including Binance, OKX,
Maskex, ChainUp Custody, and HTX. Many flows from HuionePay move directly to these central-
ized exchanges within one or two blockchain hops, suggesting limited screening of those flows. This
highlights how these smaller exchanges can facilitate a money laundering ecosystem.

We then take exchange deposit addresses that received at least $50,000 in tainted flows and exam-
ine all of their inflows. The rationale for imposing a filter of $50,000 is that Griffin and Mei (2025)
show that these scammers commonly send small inducement payments, typically $1,000 or less to

potential victims.* Additionally, once tracing to the deposit address, for Ethereum and Tron we use

3The following press release from May Ist 2025 explains that “Given the money laundering risk posed by Huione
Group, FinCEN is proposing to prohibit U.S. financial institutions from opening or maintaining correspondent or payable-
through accounts for or on behalf of Huione Group.”

4A smaller threshold of $10,000 would probably be sufficiently conservative (and which we perform in robustness),


https://www.fincen.gov/news/news-releases/fincen-finds-cambodia-based-huione-group-be-primary-money-laundering-concern

deposit address clustering to capture related inflows into the deposit address following Victor (2020)
and Griffin and Mei (2025). Because of Bitcoin’s UTXO structure and other differences in deposit-
address architecture, we cannot apply the same procedure on Bitcoin. We then categorize all flows into
centralized exchanges. Approximately 16.4% percent of HuionePay’s deposit address dollar inflows on
Tron are related to tagged illicit flows. Surprisingly, many 1arge centralized exchanges are not far be-
hind and approximate a similar percent for the total value of illicit inflow deposits. Binance receives
4.1% on Ethereum and 14.8% of flows on Tron. In total, tagged Binance deposit addresses have received
$70.0 billion on Ethereum and $231.0 billion on Tron. HTX has similar fractions of illicit activity on
Ethereum and Tron. Additionally, the crypto exchanges Kyrrex, BTSE, Bitkub, Poloniex, and Indodax
all have higher percentages of tagged flows than HuionePay. Most exchanges having more than one
percent activity on Ethereum or Tron are primarily located outside of the U.S. and Europe, which we
label as non-Western. The largest Western crypto exchange, Coinbase, has tainted Ethereum deposits
of less than 0.29%. Among Western exchanges with high amounts of tainted flows, we find Kraken and
the non-defunct FTX with 2.4% and 5.1% respectively. Note that our totals for addresses tainted for
illicic activity, are over 20 times the previous discussed se]flreported estimates in the industry, even
before applying any machine learning.

We also show the time series of the tainted flows. Since 2021, Tron has been gaining in popular-
ity. By 2025, approximately 70% of clustered tainted exchange inflows are on Tron. Even though our
captured totals reveal substantial illicit activity, it seems probable that these numbers could be under-
counted, given that our starting point was only reported criminal flows and that low percentages of
frauds are ever reported.” We use machine learning to assess this possibility as well as to characterize
the features of criminal deposit-address activity.

From the Ethereum machine learning results, we learn that tainted deposit addresses exhibit a
distinct transactional profile. They are more likely to act as short-lived collection points, receiving
inflows from many hop-1 senders, receiving a smaller share of stablecoin inflows directly from cen-

tralized exchanges, and forwarding a larger fraction of inflows onward. Their hop-1 senders also tend

but we start with the requirement that the address receive at least $50,000 in tainted deposit inflows.
> Anderson (2021) finds chat only three percent of consumer fraud victims report to a government agency.



to be newer wallets and more reliant on Tether rather than USDC. Tainted deposit addresses further
display greater exposure to Tokenlon- and Tornado-traced flows, more round-number transfers, and
fewer types of tokens transacted. On Tron, we find broadly similar patterns, with hop-1 sender char-
acteristics dominating. In particular, tainted deposit addresses are associated with senders that have
more 10,000-divisible transfers, and shorter address lifecycles also remain predictive.

We then build our criminal estimates from January 2021 to September 2025. On Ethereum, we
follow $42.5 billion in direct flows, which increases by $150 billion with the incorporation of tracing
to the deposit addresses and deposit address clustering. Additionally, the machine learning estimates
an additional $218 billion in suspected criminal activity. For Tron we only start with $8.7 billion in
tagged criminal activity, but an additional $400 billion of flows is tagged moving to deposit addresses
receiving at least $50,000 of criminal activity and clustering those addresses with other likely can-
didates. Machine learning estimates an additional $163 billion in flows. Because of the differences
in blockchain infrastructure, for Bitcoin we only cluster direct flows of $23.9 billion over the period.
Overall, we calculate totals of criminal activity from all three blockchains and from different methods
as $24 billion for Bitcoin, $371 billion from Ethereum, and $629 billion from Tron, for a total of $1.02
trillion, or an average of $210 billion per year in 2024 and 2025.

Despite the expansive nature of our analysis, our paper has limitations in measuring criminal ac-
tivity. First, our methods may falsely tag addresses to the extent that people or services deal with
criminals, but are not criminal. Second, our analysis undercounts activity to the extent that we do not
measure activity: a) on privacy coins (such as Monero and Zcash), b) tokens other than the main ones
we track on Ethereum and Tron, ¢) other blockchains (such as Solana), and d) criminal activity and
addresses that are never reported or flagged.

Taken together, the results underscore the limitacions of relying solely on inflows to reported fraud-
ulent addresses when assessing the scale of illicit cryprocurrency activity. By combining transaction
tracing, deposit address clustering, and machine learning, our approach progressively uncovers ad-
ditional layers of deposit addresses used to collect and consolidate criminal proceeds. The resulting

estimates indicate that the magnitude of criminal flows in cryprocurrency markets is substantially



larger than what surface-level metrics would suggest.

Overall, our ﬁndings have several important practica] imp]ications which should be of interest
to industry participants and policy makers. First, many crypto exchanges have addresses that handle
criminal activity that consist of between five and twenty percent of their total inflows. This is even
before assessing additional activity from machine 1earning. This activity seems to represent a signif—
icant fraction of their business. Second, since many exchanges have similar or higher tainted flows
(both as a percentage and in dollars) as the sanctioned HuionePay, more regulatory impact might be
achieved by targeting exchanges exhibiting the highest quantitative tainted exposure. Third, machine
learning estimates could be used by industry actors wishing to identify substantial activity that is
likely to be criminal in nature. Given that most criminal activity is reported with a lag, the use of
machine learning or other related Al-type algorithms could be accurate and useful at identifying and
stopping criminal flows. Since our model yields considerable accuracy with off-the-shelf features, it
seems probable that greater accuracy could be obtained utilizing more features and internal exchange
information. Fourth, the predominant off-ramp for criminal crypto proceeds runs through regulated
or semi-regulated placforms that operate know-your-customer and anti-money-laundering programs.
The fact that some large CEXes, such as Coinbase, are destinations for relatively lictle criminal pro-
ceeds in comparison to their offshore counterparts, suggests that the surveillance policies at central-
ized exchanges vary considerably and that tougher policies potentially could significantly disrupt the

criminal crypto flow ecosystem.

Related Literature  This paper contributes to the growing literature examining cryptocurrency crimes.
First, there are a few papers that try to quantify the extent of illicit activity on the Bitcoin blockchain
in carlier periods. Foley, Karlsen, and Putnins (2019) provides an examination of the total magnitude
of potential illicit activity transacting in dark markets from January 2009 to April 2017. They find
that 46% of non-exchange-related Bitcoin activity is associated with darknet websites known for il-
legal activities, though at the end of their sample in April 2017, this number decreased below 25%.
Overall, they estimate that 27 million bitcoin market players conduct $76 billion in annual illegal

activity, which is approximately three-fourths of the size of the U.S. illicit drug trade. In contrast,



Makarov and Schoar (2025) provide a general analysis of the players in the Bitcoin market and find
that illegal activity, scams, and gambling account for less than 3% of Bitcoin volume from 2019 to 2025.
Differences in their approach compared to Foley, Karlsen, and Putnins (2019) are that their more com-
prehensive wallet ateribution avoids possible overstatement of volume through recursive algorithmic
identification, and they utilize a larger denominator by including exchange volume (which is over 75%
of total volume).

Second, industry reports also discuss various trends and the size of total activity. Chainalysis (2025,
2026) produces interesting annual summary reports that track possible amounts of various types of
criminal activity, show trends in various types of crime and produce interesting analysis of various
types of activity including, stolen funds, scams, sanctions, dark markets, ransomware, cyber security,
fraud shows, child abuse materials, terrorism finance, and malware. The 2025 Chainalysis crypto crime
report places the total fraction of crypto transactions at only 0.14% of all transactions, whereas the 2026
report does not indicate an exact number, but says the number is well below 1%. The Chainalysis 2026
report places total activity at $59 billion in 2024, but that jumps to $154 billion in 2025, mostly due to
a ]arge increase in the categorization of sanctioned entities.® Binance claims that using data from top
vendors in the field, only 0.018-0.023% of crypto activity is criminal in nature and that crime is less
common in crypto than cash.” The 2025 TRM crime report (TRM Labs, 2025) estimated illicit activity
at 0.42% of all transactions in 2024, and the 2026 report revised this estimate at 1.3% in 2024 and 1.2% in
2025 (TRM Labs, 2026). While these crime reports provide substantial information and are useful for
understanding various trends in types of fraud, they do not detail methodologies or provide robustness
on how they handle related transactions. Second, the reports may minimize activity to the extent that
they are only analyzing tagged funds. The large jump in criminal activity in the 2025 to 2026 crime
reports seem to be closely linked to the treasury classification of HuionePay and other individual actors

(c.g. Lazarus Group, Iranian Revolutionary Guard Corps, etc.) as sanctioned entities, also indicating

®The bulk of total activity due to sanctioned entities is due to the ruble stablecoin known as A7A5. This Kyrgyzstan-
based stablecoin was created early 2025, and to this day it has been used for transfers totaling $112.3 billion on the Tron
blockchain.

"Even though Binance use Chainalysis atcribution data, Chaina]ysis clarifies that there are potential limitations in
those calculations, because Binance only accounts for direct deposits from illicit addresses and thereby fail to account for
traced flows to deposit addresses.


https://www.binance.com/en/blog/security/8153112227281573039
https://www.chainalysis.com/blog/clarifying-recent-binance-comms/

that previous reports are missing much of this activity. The reports typically do not detail what percent
of illicit flows is through exchanges or provide granular details on which centralized exchanges are
receiving the most illicit flows.¥ Our approach focuses on illicit flows through centralized exchanges,
as they are the common entry and exit points to the fiat banking system.

Third, there are interesting papers detailing illicit activity in various spaces. Cong, Grauer, Ra-
betti, and Updegrave (2023a) provide an overview of the concrete cryptocurrency scams with an em-
phasis on Ponzi schemes, rug pulls, darknet markets, ransomware actacks, hacks and stolen funds, and
money laundering. Meiklejohn, Pomarole, Jordan, Levchenko, McCoy, Voelker, and Savage (2013a),
details how clustering algorithms of Bitcoin activity can be used to identify transactions moving
through the Silk Road, a darknet marketplace for illicit products and services operated between 2011
and 2013. Christin (2013), Janetos and Tilly (2017), and Goonetilleke, Knorre, and Kuriksha (2023)
explore intertwined aspects such as vendor drug price and customer feedback in the Silk Road, Agora,
and Hydra marketplaces respectively. These publications studied now defunct marketplaces using
BTC for the purpose of payment settlement, but the use of BTC as a means of darkmarket payment
appears much less common today.” Cong, Harvey, Rabetti, and Wu (2025) utilize criminal reports
containing 21,650 wallet addresses and estimate $332 million of total inflows to Bitcoin cybercrime,
while detail the economics and fee splitting activity of crypto-enabled ransomware gangs. Sokolov
(2021) finds that Bitcoin transaction activity and fees increase around times of ransomware activity
in 2014-2015. As briefly surveyed by Griffin and Kruger (2024), other types of nefarious trading ac-
tivity in crypto, pump-and-dump schemes (Li, Shin, and Wang (2025), Hamrick, Rouhi, Mukherjee,
Feder, Gandal, Moore, and Vasek (2021)), scams (Phua, Sang, Wei, and Yu (2025)), insider trading

(Felez-Vinas, Johnson, and Putnins (2022)), price manipulation (Gandal, Hamrick, Moore, and Ober-

8Chainalysis and TRM Labs sells tools to various law enforcement agencies, but also provides monitoring services
to many industry participants. Most major exchanges and currencies purport to utilize one or both of these monitoring
services, though it is up to those exchanges to decide what to do with the monitoring they receive.

\)Citing the successful law enforcement shutdowns of Hydra and AlphaBay, Cong et al. (2023a) note that darknet
marketplace activity has been on the decline. They note that that these have been decreasing in number and operating for
shorter amounts of time throughout the years. Anecdotally Archetyp, one of the longest operating darknet marketplace
(2020-2025) and once one of the most popular websites on Tor alsoused Monero for further anonymity. Data on these
marketp]aces is hard to parse because Monero is a privacy coin, as such, transaction level data is ambiguous and largely
untraceable. Archetyp was shut down by German authorities.



man (2018); Griffin and Shams (2020)), and wash trading (Pennec, Fiedler, and Ante (2021); Cong, Li,
Tang, and Yang (2023b)). Activity related to pump-and-dumps, insider trading, market manipulation,
and wash trading are most likely not included in our analysis due to detection difficuley. Griffin and
Mei (2025) show that most romance scams operate on Ethereum, send small inducement payments to
Western crypto exchanges, and move from Western-based exchanges to non-Western-based exchanges.
Utilizing the deposit address clustering algorithm of Victor (2020), they estimate $27.8 billion per year
moving through tainted deposit addressesof clustered illicit flows in the Ethereum blockchain.!™!!
Fourth, recent machine-learning research on illicit crypto activity primarily focuses on improving
model detection performance using relatively small labeled samples of transactions or addresses."”
A smaller literature ]everages machine 1earning techniques to expand the observable set of tainted
addresses. Li, Baldimtsi, Brandao, Kugler, Hulays, Showers, Ali, and Chang (2021) quantify illicic
activity in Ethereum/DeFi by applying a smart local moving modularity clustering algorithm to expand
the set of malicious Ethereum addresses from 2,628 to 23,638 addresses, although this large increase in
addresses yields only a modest increase in aggregate ETH outflows. Wang, Pang, Chen, Zhao, Huang,
Chen, and Han (2021) combine Bitcoin address clustering with multi-label classification to estimate
the scale of Bitcoin ransomware, tracing more than $176 million in ransom payments from 41,424
victims."” Our paper contributes to this latter literature by starting with a scale of addresses over 18
times that of the literature and by focusing on labeling tainted deposit addresses collection points

rather than the initial criminal address starting points. We use a tree-based LightGBM model within

a positive-unlabeled learning framework to infer tainted exchange deposit addresses and aggregate

0Griffin, Mei, and Wang (2025) utilize similar tracing methods to evaluate the effectiveness of various types of sanc-
tions. They find that sanctions directed towards money laundering facilitators (bans on mixers and fines on exchanges)
are more effective than policies targeting individual addresses engaging in money laundering.

A yecent report from December 2025 by the International Consortium of Investigative Journalists (ICI]) highlights
the growing prevalence of pig butchering scams on the Tron blockchain. The report concentrates on cases where scammers
have used HuionePay to launder large USDT amounts. Chapter Eighteen of Faux (2023) provides a detailed description of
pig butchering scams.

2These papers compare alternative classifiers and focus on detection performance metrics, rather than quantifying
the aggregate scale of illicit crypro activity citeweber2019anti; Chen, Peng, Liu, Li, Xie, and Zheng (2020); Li, Gou, Liu,
Hou, Li, and Xiong (2022); Nicholls, Kuppa, and Le-Khac (2023); Ding, Shi, Li, and Cao (2024).

BYin and Vatrapu (2017) use supervised machine 1earning techniques on a dataset of 854 bitcoin observations and find
that the total number of addresses and bitcoins held by these entities are 5.79% and 10.02% according to Bagging, and 3.16%
and 1.45% according to Gradient Boosting.


https://www.icij.org/investigations/coin-laundry/cryptocurrency-giant-tether-is-wildly-profitable-can-it-do-more-to-stop-financial-crime/

those predictions into blockchain-level estimates of illicit flows across Ethereum and Tron.

We contribute to this literature in four main ways. First, we utilize a set of over 700,000 tagged
criminal addresses spanning over fifteen different types of criminal activities, giving a large starting
point for measuring criminal addresses. Second, we provide an examination and comparison across
three main blockchains: Bitcoin, Ethereum, and Tron. Third, we focus on funds flowing through
crypto exchanges, as they are entry and exit points for the crypto ecosystem. Finally, we utilize machine

learning methods to detect possible illicit deposit addresses in combination with these methods.

1. Background, Data, and Methodology

This paper arranges a group of data sets into a unified framework for following illicit funds. We
do this by collecting data on transaction flows in Bitcoin, Ethereum, and Tron. Transaction-level
data is then enriched with attribution labels to assign addresses and flows to specific actors. Tracing
methodologies further organize these transactions so that we can consistently follow specific funds
that originate from an illicit address and track their flows to subsequent destinations. In this section
we present the essential blockchain background information necessary for understanding our dataset

and methodology.

1.1 Blockchain Background

Ablockchain is a form of distributed ledger technology that records data in sequentially linked blocks.
Blockchain technology, coupled with the elliptic-curve cryptography, were first deployed towards
clearing the first block of Bitcoin in January 2009. These techniques were then modified and em-
ployed in creating other decentralized blockchains such as Echereum (launched in July 2015) and Tron
(launched in May 2018). Each blockchain has its own consensus mechanism for deciding which trans-
actions are included in a block and in what order. While the Bitcoin blockchain can only clear Bitcoin
transactions, the Ethereum and Tron blockchains can move both the native token as well as other
tokenized assets issued on the same blockchain. Once validated, these transactions are recorded into
blocks which, as the blocks clear, provide a digital transaction ledger linking cach transaction to the

previous transaction. The differences in blockchain architecture ultimately influence how exchanges



appear on the blockchain. Centralized exchanges retain custody of users’ assets while facilitating trad-
ing across multiple crypto assets and the conversion of crypto into fiat currency. Transactions executed
internally within a centralized exchange are generally not recorded on the blockchain; only cransfers

into and out of the exchange appear on-chain.

Bitcoin  The Bitcoin blockchain uses a proof-of-work consensus mechanism to verify transactions.
This mechanism generally proves to be slower at building blocks and also results in higher transaction
fees for miners from users. Transactions on Bitcoin consist of inputs and outputs from and to individ-
ual wallets, of which the inputs have to be signed using the cryprographic keys of each individual input
wallet in order for the transaction to execute. These inputs are referred to as an “unspent transaction
outputs” or UTXOs for short. When multiple addresses are used as inputs to a single transaction, the
users of the inputs must have the private signing keys of all other inputs and are likely same individual
(or entity). After finding connected components of this “same-input” relation throughout the entire
Bitcoin blockchain, groups of wallets controlled by the same individual or entity can be assembled.
To increase anonymity, some Bitcoin users engage in so-called “coinjoins” which deliberately serve to
group many different wallet addresses controlled by different individuals."* As part of our tracing
criteria, we do not trace through coinjoins.

On Bitcoin, large clusters of wallets can be linked to centralized exchanges, and often cluster as
one “hot-wallet” executing most outbound transactions and containing a large balance of BTC. The
wallets at the periphery of the cluster receiving BTC can act as deposit addresses to individual users
that then flow directly to the exchange hot-wallet. However, deposits, but there is no certainty as to

whether they correspond one-to-one with an individual exchange users.

Ethereum The Ethereum blockchain differs significantly from the Bitcoin blockchain. It employs

a proof-of-stake consensus mechanism which is more energy efficient than proof-of-work, and also

4S0-called cryptocurrency “mixers” or “tumblers” serve to obfuscate the provenance ofcrypto and thereby providing
users additional anonymity and privacy. Mixers differ amongst themselves depending on the blockchain they operate
in, with the largest of them being Tornado Cash on Ethereum. On Bitcoin coinjoins are mixers which combine many
UTXOs from multiple users into a single transaction. The output of this transaction is the same value as the sum of all of
inputs (minus fees), but the recipient addresses are different from those providing the UTXOs. A coinjoin appears on the
blockchain as a large transaction with many inputs and many outputs. In this manner, the participants of a coinjoin are
clustered together when using the common-input clustering heuristic. This transaction is an example of one such coinjoin.

10
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results in faster block building and is substantially cheaper transaction fees for users. Furthermore,
Ethereum is a programmable blockchain, which means that wallet addresses can run and execute code;
these addresses are known as smart contracts. The smart contract function appeals greatly to devel-
opers for its flexibility and utility towards building decentralized finance (DeFi) services.

On Ethereum, both centralized and decentralized exchanges are prominent. Unlike a centralized
exchange (CEX), a decentralized exchange (DEX) leverages the functionalities of smart contracts to
execute trades on-chain without a third party retaining custody of the traded assets. Centralized ex-
changes on Ethereum have a clearer identifiable structure than in Bitcoin. Centralized exchanges in
this blockchain typically appear as hot-wallet addresses with many deposit addresses attached to it,
and the deposits correspond one-to-one with individual exchange users. The deposit addresses only

send to the exchange hot-wallets.

Tron Tron is similar to Ethereum; it has a Delegated Proof-of-Stake mechanism and it is also a
programmab]e blockchain with code and Functiona]ity similar to Ethereum. While Ethereum has a
fairly developed DeFi ecosystem, DeFi exchanges are not frequently utilized on Tron. CEXes are the
main service providers on Tron and the nature of the deposit addresses moving money to exchange
hotwallets functions similar to their form on Ethereum.” This advantage may explain the generally

higher transaction count per wallet addresses in the Tron blockchain.

1.2 Data

To delineate illicit networks and trace their financial flows, we primarily rely on two data sources:
blockchain transaction data and atcribution data. These datasets facilitate the identification of entities
operating across the three blockchains and are essential for tracking the movement of tainted funds

associated with the reported addresses.

B As of the time of March 13th of 2026, the website Token Terminal provides specific blockchain metrics and records
a block time of 11.1 minutes alongside an average transaction fee of $0.4198 for Bitcoin, 12.1 seconds and $0.2259 for
Ethereum, and 3.0 seconds with $0.623 for Tron. Historically, Tron fees have been cheaper than Ethereum but Ethereum
fees have been dropping substantially. Transaction fees are subject to speculation and other speciﬁc details such as cryp-
tocurrency type, and blockchain congestion.

11
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Transaction data Blockchain transaction data is sourced from the Bitcoin, Ethereum, and Tron
blockchains. The transaction record for each transfer includes the blockchain address of the sender
and receiver, the amount transferred, and a timestamp, allowing us to construct complete paths of
fund flows between addresses. We study BTC on Bitcoin; ETH, USDT, USDC, and DAI on Ethereum;
and USDT on Tron—the dominant assets in the respective blockchain’s criminal ecosystem. We store
and access all blockchain data on Google Cloud’s BigQuery, which includes transfers of native coins,
ERC-20 tokens, and internal transaction events for complex Ethereum transactions. We use end-of-
day cryptocurrency price data from CoinMarketCap to convert all values to US dollars; stablecoins

are treated as equal to $1.

Attribution data  To link pseudonymous blockchain addresses to real-world entities, we collect two
types of attribution data: entity labels and criminal addresses. The first type consists of entity labels
that identify the service provider operating each address. We focus on centralized exchanges (CEXes),
decentralized exchanges (DEXes), bridges, mixers, darknet marketplaces, and individual actors known
to facilitate illicit activity. These labels are essential for classifying the endpoints of traced fund flows.

The second type consists of victim-reported criminal addresses. This dataset extends and expands
the victim report sample of Griffin and Mei (2025), which focused exclusively on pig butchering scams,
to encompass a broader range of criminal activity. Because victim reports are submitted in free-text
narrative form and may use inconsistent terminology, we classify cach report into one of 12 scam cate-
gories based on the textual content of the victim'’s report using a fine-tuned GPT-40-mini model."® The
categories range from phishing, extortion, and impersonation to pig butchering, contract exploits, and
ransomware; full definitions are provided in Table IA.1. After excluding inactive addresses, removing
within-category duplicates, and filtering out addresses consistent with exchange service wallets, our
final sample comprises approximately 734,443 reported criminal addresses. Table 1 presents summary
statistics on the report and address sample by scam category and blockchain.

For entity labels, we draw on public online sources, including blockchain.com and etherscan.io,

as well as proprietary attribution data. For criminal addresses, we collect victim reports from online

1Specifically, we use time-stamped model gpt-40-mini-2024-07-18, fine-tuned on a labeled training set. The classifi-
cation prompt is disclosed in the Internet Appendix.
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reporting platforms.

1.3 Methodology

Our identification strategy progressively expands the set of tainted deposit addresses. We begin from
victim-reported addresses and use tracing algorithms to follow tainted funds forward to deposit ad-
dresses. We then use clustering methods to identify additional deposit addresses likely controlled by
the same actors. Finally, we use machine learning to infer tainted inflows for remaining unflagged
deposit addresses. We apply this process on Bitcoin, Ethereum, and Tron and ensure that components

are non—overlapping.

1.4 Crypto Tracing

Crypto tracing uses transaction-level blockchain data to follow specific funds from one address to the
next as they move through intermediate wallets and eventually reach service endpoints. Tracing orga-
nizes these transactions into a directed flow map that follows funds across paths that branch or merge.
When traced funds become commingled with other inflows in a downstream address, the tracing algo-
rithm ateributes subsequent outflows on a first-in-firsc-out (FIFO) basis, following established practice
in the blockchain forensics literature. The purpose of tracing is to follow flows that are highly likely to
be controlled by reported criminal addresses while avoiding the attribution of unrelated downstream
activity.

Bitcoin  We start from Bitcoin addresses reported by victims and first screen out addresses whose
common-input clusters belong to identified services. We also remove reported addresses whose common-
input clusters contain at least 500 wallets or are associated with at least 2,000 transactions, since such
clusters are likely to correspond to services or other large entities rather than individual criminal wal-
lets. For the remaining origins, we include all wallets in the qualifying common-input cluster so that
tracing is conducted at the entity level. The tracing algorithm then gathers the UTXOs flowing into
these origin clusters and follows tainted outflows forward using FIFO. Traces terminate when tainted
UTXOs reach an identified service cluster or a suspected service cluster, again defined as a cluster with

at least 500 wallets or at least 2,000 cransactions. We follow tainted BTC UTXOs for up to eight hops.
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Ethereum and Tron  We start from victim-reported addresses and exclude addresses associated with
more than 2,000 unique transactions, addresses that are smart contracts, and addresses that transact in
more than five distinct cryptocurrencies. These screens are designed to remove misreported addresses
and unidentified service-like entities. We then apply tracing algorithms following Anderson, Shu-
mailov, and Ahmed (2018), M&ser and Narayanan (2019), Tironsakkul, Maarek, Eross, and Just (2022),
Griffin and Mei (2025). Similar to Bitcoin, when traced funds merge with other inflows in downstream
addresses, outflows are assigned on a FIFO basis. To remain conservative, traces stop when they reach
tagged service endpoints such as exchanges, bridges, mixers, and major DeFi routers, when they exceed
five hops, when they reach high-activity addresses with more than 2,000 transactions, or when residual

transfers fall to dust-level amounts.

1.5 Clustering

Following the identification of tainted fund flows to CEXes, we aggregate the relevant deposit trans-
actions to conduct a clustering analysis. The primary objective is to uncover additional illicit flows
to CEXes that evade standard tracing tools and are absent from our initial dataset of victim-reported
addresses. Because transaction structure differs sharply between Bitcoin and the account-based chains,
we use different clustering heuristics on Bitcoin and on Ethereum and Tron. Throughout, the cluster-
ing procedures are intentionally conservative. In particular, we require the seed depositor or deposit

address to have received at least $50,000 in traced tainted inflows."”

Common-Input Clustering Heuristic on Bitcoin ~ On Bitcoin, we begin with the set of traced depos-
itor wallets that send funds into identified centralized exchange clusters. We then apply the common-
input clustering heuristic to recover other wallets likely controlled by the same depositor, follow-
ing Meiklejohn, Pomarole, Jordan, Levchenko, McCoy, Voelker, and Savage (2013b). The intuition is
straightforward: if multiple Bitcoin addresses appear together as inputs to the same transaction, the

spender must control the private keys for all of them, so those addresses are likely controlled by the

7This cutoff is motivated by Griffin and Mei (2025), who show that criminal networks frequently send small induce-
ment payments, typically $1,000 or less, to exchanges; a much higher threshold reduces the risk that such small payments
drive the clustering results. A smaller threshold such as $10,000 is likely still conservative, and we examine lower thresholds
in robustness work.
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same entity. We use this heuristic to move from an observed traced depositor wallet to the broader
depositor cluster behind it. We then retain clusters with at least $50,000 in traced tainted inflows
8

and exclude obvious outliers that appear to reflect “whales” rather than ordinary depositor entities.!

Finally, we sum the outflows from these depositor clusters into centralized exchanges.

Deposit Address Clustering on Ethereum and Tron On Ethereum and Tron, we first use centralized
exchange hot wallets to identify the customer-specific deposit addresses that feed into them. This
structure allows us to apply deposit address clustering directly. We retain seed deposit addresses that
receive at least $50,000 in traced tainted inflows and then collect the senders funding those deposits.
We next apply the common-sender heuristic in Victor (2020): if the same sender funds multiple deposit
addresses, those deposit addresses are likely linked to the same exchange customer. In implementa-
tion, we restrict attention to direct shared-sender links and exclude shared senders that appear to be
services. Because this procedure is intentionally conservative and begins from seed deposit addresses
with ]arge traced tainted inflows, we measure total observed inflows to the clustered deposit addresses
rather than only the traced component. On Tron, we additionally apply the same procedure around
deposit addresses reached by tracing forward from identified HuionePay wallets, given HuionePay’s

Central TO]C in our traced Tron network.

1.6 Machine Learning on Unflagged Deposit Addresses

After tracing and clustering, some tainted deposit addresses could still be unflagged because they share
no direct transactional link with the networks observed in victim reports. To capture this residual
component, we use positive—unlabeled learning following Elkan and Noto (2008). Addresses iden-
tified from tracing and clustering are treated as positives; the remaining deposit-address universe is
treated as unlabeled. We implement this classifier with a LightGBM base model, which is well suited

to structured blockchain data.”” The classifier estimates the probability that an unflagged deposit ad-

"®This additional screen is designed to prevent a small number of extremely large, atypical entities from mechanically
driving the Bitcoin clustering totals.

YThe classifier is trained using 300 boosting rounds, a 1eaming rate of 0.05, 64 leaves per tree, and 80% row and column
subsamp]ing. We hold out 10% of Tabeled positives for calibration and train on a 4:1 unlabeled—to—positive sample. A second
LightGBM model estimates taint severity using 2,000 boosting rounds with carly stopping and a learning rate of 0.02.
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dress is tainted, and a second LightGBM model estimates taint severity, defined as the tainted share
of inflows for addresses predicted to be tainted. For each unflagged deposit address, model-implied
tainted inflow is computed as the product of (i) predicted tainted probability, (ii) predicted taint
severity, and (iii) observed inflow.

We construct 270 features for each Ethereum deposit address and 219 features for each Tron de-
posit address from on-chain transaction data and local network structure. In the computer science lit-
erature, tree-based models remain competitive baselines for structured blockchain data and, in some
settings, outperform graph-based approaches, especially when prediction are made at the address level
and rely on rich behavioral features (Weber, Domeniconi, Chen, Weidele, Bellei, Robinson, and Leis-
erson (2019); Juvinski, Li, and Brini (2026)). Although our objective is not to benchmark alternative
algorithms, the model achieves strong out-of-sample performance, with a ROC-AUC of 0.9498 and
an F1 score of 0.8303, which is broadly in line with the computer science address-detection literature.
In the current draft, this machine-learning step is implemented on Ethereum and Tron.

Our estimate adds four non-overlapping components: direct inflows to reported addresses, addi-
tional flows to deposit addresses with more than $50,000 traced flows, inflows to deposit addresses
identified through clustering, and additional tainted inflows to unflagged deposit addresses inferred

by machine learning.

2. Inflows to Reported Criminal Addresses

We begin by characterizing the breadth and direct scale of criminal activity in our sample. Our starting
point is the set of 734,443 victim-reported addresses. This data allows us to measure what has actually
been received by reported criminal addresses before any tracing, and to understand how criminal

activity is distributed across different fraud categories and across the three blockchains.

2.1 Criminal Activity Across Scam Categories

Figure 1 p]ots the reported criminal addresses in our samp]e a]ong two dimensions: the number of
reported addresses in each scam category on the x-axis and the total inflow received by those addresses

on the y-axis, both on logarithmic scales. The size of each bubble is proportional to the number of
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transactions, and the pie chart within each bubble shows the cryprocurrency composition of inflows
for Bitcoin, ETH, Tether , and USDC on Ethereum, and Tether on Tron.

Figure 1 reveals substantial heterogeneity across crime types, both in scale and structure. In terms
of inflows the largest five categories are Pig Butchering ($22 billion), Stolen Funds ($13.7 billion),
Sanctioned ($9.5 billion), Phishing ($7.4 billion), and Ilicit Actor ($6.1 billion).?" Panel A presents
Ethereum, and Panel B presents Tron. The predominance of Pig butchering scams (i.e., scams in which
victims are cultivated through fake romantic or investment relationships before being defrauded of
large sums) is consistent with prior evidence of the outsized financial impact of these scams (Griffin
and Mei, 2025). Stolen Funds, which encompasses attacks on smart contract vulnerabilities, rank sec-
ond but involve far fewer addresses (approximately 4.2K) compared to Pig Butchering (approximately
75.2K), implying very high average receipts per address and reflecting the concentration of losses in a
small number of large-scale protocol attacks.

The cryptocurrency composition of inflows, shown by the pie charts within each bubble, also
varies meaningfully across categories. Bitcoin dominates in categories such as impersonation and fake
returns, where the older, more established blockchain is commonly preferred. USDT on Ethereum or
Tron, by contrast, accounts for the majority of pig butchering and sanctioned flows, consistent with
the documented preference for stablecoins among organized criminal networks that seck to avoid
exchange-rate volatility while maintaining liquidity. Stolen funds are largely centered on Ethereum,
and show a higher share of native ETH. This conforms with the intuition that contract exploits at-
tack developed DeFi infrastructure lending protocols in ETH, and/or liquidity reserves (usually in the
native coin, ETH).

We next examine how these flows are distributed across the three blockchains and how they have
evolved over time. Figure 2 presents two complementary views. The left panel shows the monthly
inflow to reported criminal addresses, with the stacked colored areas indicating the cryptocurrency
composition in each month and the red line tracking total monthly inflows. The right panel shows

cumulative inflows over the full sample period by blockchain. Several patterns emerge. First, Ethereum

20Table 2 and 3 reports summary statistics for the total dollar inflows and the number of transactions of reported
addresses by scam category.
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accounts for the largest share of cumulative direct inflows at $42.1 billion, followed by Bitcoin at $23.9
billion and Tron at $8.7 billion. Second, the composition of criminal inflows has shifted markedly over
time. In 2020 and early 2021, Bitcoin accounted for the substantial majority of monthly inflows. From
mid-2021 onward, stablecoins—primarily USDT on Ethereum—grew rapidly in share, coinciding with
the broader adoption of stablecoins in crypto markets. USDT on Tron, shown in the darker red-
pink shading, began to appear as a meaningful component from 2022 onwards and has grown steadily
since, reflecting Tron’s increasing role as a low-cost conduit for criminal stablecoin flows in Southeast
Asian fraud networks. Third, monthly inflows exhibit high volatility, with occasional sharp spikes
corresponding to large individual events—such as exchange hacks, contract exploits, or coordinated
scam campaigns—overlaid on a more persistent baseline of ongoing fraud.

The time-series evidence in Figure 2 suggests that criminal crypto activity has remained elevated
over the sample period, while also diversifying its blockchain footprint, particularly through a shift
toward stablecoins and Tron in recent years. Taken together, aggregating across categories yields an
estimated $74.7 billion in direct inflows to reported addresses—a substantial figure that nonetheless
likely understates true criminal volumes, since the victim report sample is far from comprehensive. The

subsequent sections develop our methodological framework for pushing beyond these direct flows.

3. Where do Criminal Flows Go?

The direct inflows to reported addresses documented above capture only the first step of criminal
fund movement. In practice, the operators behind fraud schemes do not simply accumulate funds at
reported addresses—they move them onward through layered transactions designed to obscure the
origin of proceeds. To understand how criminal funds travel from reported addresses to their eventual
destinations, we apply the forward tracing methodology described in Section 1.3, following funds hop
by hop from each reported address until they reach an identified service, an unidentified large address,
or a terminal dust-level amount.

We trace 8 hops for Bitcoin, and 5 for both Ethereum and Tron wallet addresses. The reason for

tracing more hops for Bitcoin is due to the UTXOs blockchain structure. Because of such structure,
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users on Bitcoin are more prone to consolidate funds using more transactions and thereby funnel funds

by employing more intermediate steps.

3.1 Mapping Criminal Fund Pacthways

Figure 3 presents Sankey diagrams visualizing the traced fund pathways for Bitcoin in Panel A, Ethereum
in Panel B, and Tron in Panel C. In each diagram, the leftmost node labeled “Origin” corresponds to
the reported criminal addresses, and successive “Hop” nodes represent intermediate wallets through
which funds pass before reaching identified services at the far right. Grey nodes at both ends repre-
sent unidentified terminal addresses, distinguished by whether they are large or small. Edge widths
are proportional to the dollar value of traced flows.

The diagrams reveal several important patterns. A first notable observation is that Bitcoin funds
travel through substantiaiiy more intermediate hops before reaching identified services. On Ethereum,
funds more frequently reach services within one to three hops. Nonetheless, the leading Bitcoin
recipients—Bit.com, Binance, and Coinbase—receive the majority of their inflows directly from origin
addresses in a single hop.

A second consistent finding across all three blockchains is the prominent role of Binance as a
destination. Binance appears among the top identified destination services in Bitcoin, Ethereum, and
Tron. This prominence provides initial evidence suggesting its common use as an off-ramp through
which launderers convert criminal proceeds into fiat currency across multiple blockchain ecosystems.

Third, the Sankey diagrams expose the presence of illicit or suspicious intermediary services that
serve as waypoints in the laundering chain. On Ethereum, Tokenlon—an obscure decentralized ex-
change heavily used by pig butchering networks—appears as both an inflow source and an outflow
destination, reflecting its use as a token swap intermediary that deliberately breaks the on-chain trac-
ing trail. On Tron, HuionePay and Kyrrex emerge as prominent destination services alongside the
major centralized exchanges. HuionePay, a Cambodian payment platform with documented ties to
organized criminal compounds in Southeast Asia, receives a disproportionate share of Tron criminal

outflows, consistent with the broader evidence of its role as a money laundering facilitacor.
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Fourth, on Tron, addresses linked to terrorist organizations appear among the prominent inflow
sources to reported criminal addresses—a]ongside Binance as the top sender—suggesting that Tron
serves as a convergence point for multiple categories of illicit finance. On Bitcoin, the leading iden-
tified sources include Binance, Genesis Trading, Kraken, and Coinbase; on Ethereum, Uniswap and
Binance lead. Across all three blockchains, small unidentified wallets account for the majority of in-

flows, consistent with victims transferring funds directly from personal wallets after being scammed.

3.2 Destinations of Traced Flows Over Time

We next ask how the distribution of traced flows across destination service types has evolved over time.
This temporal perspective reveals whether criminal networks have shifted their off-ramp stracegies
in response to market developments, enforcement actions, or changes in the availability of different
services.

Figure 4 presents the monthly traced inflows to identified services from 2020 through late 2025.
The left panel shows the service-type share as a stacked area chart—centralized exchanges (CEX) in
blue, decentralized exchanges (DEX) in green, mixers in yellow, other DeFi in pink, and unidentified
addresses in grey—with the red line tracking total monthly traced inflows. The right panel shows
the cumulative totals by blockchain, with the hatched portion of each bar indicating the flows traced
directly from origin addresses (before any clustering).

Centralized exchanges are the dominant destination throughout the sample period, consistently
accounting for the largest share of traced outflows across all three blockchains. Decentralized ex-
changes on Ethereum represent a secondary but meaningful component. Their share exhibits notable
variation over time, rising during periods of elevated DeFi activity in 2021-2022 and during specific
events such as exchange hacks, where criminals exploited DEX infrastructure to rapidly swap stolen to-
kens before exchanges could freeze assets. Mixer usage, while small in aggregate share, is persistent and
episodically elevated; its presence in traced flows reflects the ongoing use of privacy-enhancing tools

by a subset of criminal actors, particularly those involved in hacks and contract exploits on Ethereum.
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4. What Can We Learn from Recent Illicit Exchanges?

We now turn to examine recent money 1aundering services for two main reasons. First, we wish to
understand how these exchanges operate and how they interact with the rest of the crypto ecosystem.
Second, we wish to establish these exchanges as a benchmark for illicit activity for comparison pur-
poses to other exchanges. Mlicit CTypto services take several forms, including darknet marketplaces
that facilitate illegal trade and laundering venues that move, obscure, and off-ramp illicit proceeds.
Figure 5 focuses on the principal services in our sample: Hydra Market, a major Bitcoin darknet mar-
ketplace; Nobitex.ir, the largest known Iranian crypto exchange; Garantex and Zedcex Exchange Led.,
service providers linked to illicit finance; and HuionePay.

HuionePay is a massive payment platform belonging to the larger Huione Group, a Cambodian
conglomerate with links to the country’s ruling Hun family.*' In July 2024 the British blockchain
analytics firm Elliptic Research (2024) reported that Huione was involved in the laundering scam pro-
ceeds for criminals worldwide. The firm highlighted Huione’s role in laundering proceeds from pig
butchering scams, primarily in USDT. A year later, in May 2025, the U.S. Department of the Treasury’s
Financial Crimes Enforcement Network (FinCEN) identified Huione as a financial institution asso-
ciated with illicit actors with little to no AML and KYC policies.”” HuionePay operates similarly to a
CEX, and our findings show a strong presence of HuionePay USDT activity on the Tron blockchain.

In Panel A of Figure 5, we plot illicit services active from 2020 till December 2025. These services
are currently sanctioned by the U.S. Treasury. Throughout this period, we find Hydra’s inflows amount
for the largest share of illicit service activity, nevertheless this share decreases until Hydra’s eventual
shut down in April 2022. Throughout 2020 to 2022 we also see a rise of Nobitex.ir. It is not until 2022
that we find a meteoric rise of HuionePay as a share of the total illicit service space, and after mid-2022

HuionePay has comprised more than half of all illicit service activity and more than 60% throughout

2Reuters identified Cambodian businessman Hun To as one of the three directors of Huione. To is a cousin to the
current Cambodian Prime Minister Hun Manet, and nephew to former Prime Minister Hun Sen (Manet’s father).

22FinCEN notes that: “Of the $4 billion worth of illicit proceeds, FinCEN found that Huione Group laundered at least
$37 million worth of CVC stemming from DPRK cyber heists, at least $36 million from CVC investment scams, and $300
million worth of CVC from other cyber scams.”
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the 2020 to December 2025 period. The overall inflows to these services show an increasing trend
since 2020. Starting with monthly inflows ranging in the hundreds of millions in the period ranging
from 2020-2023, in early 2023, these inflows rise steadily, reaching a billion per month carly 2024.
At the same time, the Elliptic report was released in the middle of 2024, when the inflows drop, and
since then, the monthly inflows have remained in the high hundreds of millions albeit with a recent
downturn in recent months. In Panel B, we plot the traced flows originating from HuionePay hot
wallets. There are large recycled flows traced to HuionePay from HuionePay amounting to over $4.0
billion, and even larger flows traced to large unidentified addresses amounting to more than $44.9
billion. Flows to identified CEXes amount to $5.2 billion, with Binance being the chief recipient
receiving $2.1 billion.

Figure 6 showcases the general trends and patterns of the traced HuionePay network. Panel A
illustrates a network graph of the HuionePay ecosystem on the Tron blockchain, mapping the intri-
cate flow of funds between central service nodes and peripheral exchanges such as Binance and OKX.
Within this visualization, circular nodes represent individual wallets and square nodes denote service
hot wallets, with node size Corresponding to transaction degree and edge curvature indicating the
directionality of the financial flows. Crucially, the dynamics of recycled capital are captured by the
orange circular nodes, which are found in both the back and forward traces. These nodes denote in-
dividual wallets that emerge in both the backward tracing of‘origin deposits and the forward tracing
of outgoing funds, thereby acting as bidirectional conduits. Visually constituting a dense, highly con-
nected cluster in the upper-middle section of the graph, these orange nodes highlight a pronounced
cyclical movement of capital, wherein substantial volumes of funds are continuously routed into and
subsequently extracted from the central HuionePay infrastructure by the same participating entities.

Panel B of Figure 6 presents a dual-panel bar chart analyzing the aggregate sources and destinations
of cryptocurrency transactions originating from and to HuionePay. The data is stratified by transac-
tion proximity, denoted as "Hops" (ranging from Hop 0 to Hop 4), which quantifies the number of
intermediary steps required to trace the funds between the respective entities. From CEXes to Huione-

Pay the vast majority of the volume across the top exchanges occurs at Hops 3 and 4 (represented by
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yellow and light orange). This suggests that funds are subjected to multiple transfers, potentially in-
dicative of complex routing, mixing, or obfuscation techniques, before u]timate]y conso]idating at
HuionePay. Binance serves as the primary source of these inflows with an aggregate total of $460 mil-
lion, followed by OKX ($323.6 million) and HTX ($243.1 million). In direct contrast to the inflow
data, the outflow distributions are heavily concentrated at lower hop counts. A substantial propor-
tion of the funds directed to Binance and OKX are classified as Hop 0 (red) and Hop 1 (dark orange).
This indicates that transfers from HuionePay to these major trading platforms are executed directly
or near-directly, with minimal intermediary steps. The total financial volume of outflows significantly
dwarfs the inflows. Binance is overwhelmingly the dominant destination, receiving $2.1 billion, while
OKX receives $1.6 billion. Maskex follows at a distant third with $455.1 million. The figure highlights
a pronounced asymmetry in HuionePay’s operational flow. Traced inflows from CEXs are smaller in
aggregate volume and characterized by extended transaction chains (high hop counts). Conversely,
outflows to CEXes are massively scaled and involve highly direct transfers (low hop counts), suggest-
ing that HuionePay acts as a major consolidation point before directly offloading funds to top-tier

CEXes.

5. What Is the Tainted Share of Exchange Flows?

The preceding sections establish that centralized exchanges are the most common exit point for tainted
crypto flows, and that certain exchanges appear as particularly prominent destinations across blockchains.
Reported criminal addresses certainly do not capture the full universe of criminal actors, and criminals
may operate additional deposit addresses at these exchanges that our traces did not reach. To uncover
these additional tainted flows and examine the cross-sectional distribution of tainted exposure more
completely, we apply deposit address clustering.

The intuition for deposit address clustering is straightforward: because a centralized exchange
assigns cach customer a unique deposit address, two deposit addresses that receive funds from the
same sender are almost certainly controlled by the same customer account. By identifying all deposit

addresses that receive large flows from a common sender with a known tainted deposit address, we
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can infer that those additional deposit addresses belong to the same tainted actor (as discussed in
the Methodo]ogy section). On Bitcoin, we instead app]y the common-input heuristic, which groups
addresses that jointly appear as inputs to the same transaction, revealing shared key ownership, to
identify additional tainted addresses belonging to the same entity.

In addition to clustering around deposit addresses identified through tracing reported addresses,
we incorporate flows through HuionePay on Tron. As documented in Section 4., HuionePay is the
single 1argest illicit service in our traced flows on Tron and was sanctioned by FinCEN in May 2025. We
forward trace funds from HuionePay’s known wallets to the exchange deposit addresses that received

those flows, and then apply deposit address clustering around those deposit addresses as well.

5.1 Cross-Sectional Differences Across Exchanges

Figure 7 presents the results of this clustering exercise. Panel A plots each exehange as a bubble in three
plots defined by two dimensions of tainted exposure: the horizontal axis measures the share of the
exchange’s total lifetime inflow that is tainted, and the vertical axis measures the total dollar amount
of clustered tainted inflows received by the exchange. Bubble size is proportional to the number of
tainted transactions. Each bubble is colored to indicate the blockchain and eryptocurrency: exchanges
on Bitcoin are shown in gold on the left plot; exchanges on Tron appear in red on the right plot; and
exchanges on Ethereum are shown on the center plot as pie charts subdivided by token, covering native
ETH, USDT, and USDC. Western exchanges are marked with an asterisk. The red dashed vertical lines
indicate the mean tainted inflow share across exchanges within each blockchain, and the blue dashed
horizontal lines indicate the mean dollar amount of tainted inflows.

Several patterns stand out. First, there is a large dispersion both across and within blockchains.
Bitcoin exchanges cluster in the lower left of the figure, reflecting both lower absolute tainted inflows
and a lower tainted share of total volume compared to Ethereum and Tron. Some of the lower totals
on Bitcoin could also reflect differences in blockchain structure and obfuscation methods. Across
Ethereum and Tron exchanges, the tainted share varies widely, ranging from below 1% to above 20%,

indicating that criminal actors are likely aware of the monitoring differences across exchanges.
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Second, in terms of total tainted dollar volume, Binance is consistently the largest destination
across all three blockchains, followed by other large exchanges such as HTX, Bybit, OKX, and FTX
(prior to bankruptey). On Ethereum, Binance receives $70.03 billion in clustered tainted inflows, $23.2
billion to HTX and $12.9 billion to OKX. On Tron, these figures reach $231.0, $34.9 and $35.5 billion
respectively. It is interesting that the ordering of many of the exchanges is similar on both Ethereum
and Tron.

Third, a notable and policy-relevant finding is that HuionePay, despite being formally sanctioned
by FinCEN, is not the highest tainted inflow share in our sample and stands at 16.4%. Unsanctioned
exchanges, including Kyrrex and BTSE on Tron and Bitkub on Ethereum, exhibit higher tainted inflow
shares than HuionePay. With a share of 14.8%, Binance attracts a far greater tainted dollar volume and
is very close to HuionePay's share of tainted inflows.

Fourth, Western exchanges, identifiable by the asterisk, sit in the lower tail of the tainted share
distribution within their respective blockchains. Coinbase, for instance, exhibits tainted inflow shares
well below the blockchain-level means. This pattern is consistent with stricter know-your-customer
and anti—money—]aundering Comp]iance at regu]ated Western exchanges reducing their attractiveness

as off-ramps for criminal proceeds.

5.2 Tainted Share and Blockchain Trends Over Time

Panel B of Figure 7 presents the monthly clustered tainted inflows over the full sample period from
2020 to September 2025, with the stacked colored areas indicating the cryptocurrency composition
and the red line tracking total monthly tainted inflows. The bar chart at the right shows cumulative
totals by blockchain.

The most striking pattern is the dramatic rise of Tron as the dominant blockchain for tainted
flows. In 2020 and 2021, Tether on Ethereum accounted for the largest share of monthly tainted
inflows. From 2022 onward, USDT on Tron grew steadily in relative share, eventually becoming the
largest component of monthly tainted inflows and displacing Ethereum-based assets. This shift reflects

Tron’s low transaction fees and fast settlement, which facilitate the high-volume stablecoin transfers

25



characteristic of organized criminal networks.

The cumulative totals confirm this ordering: Tron accounts for $400 billion in clustered tainted
inflows over the full period, surpassing Ethereum at $150 billion and Bitcoin at $24 billion. Using
total inflows to exchange deposit addresses on each blockchain as the denominator, we estimate that
tainted funds account for 11.5% of all Tron exchange inflows, 3.8% of Ethereum exchange inflows, and
0.25% of Bitcoin exchange inflows. These estimates suggest that roughly one in twenty Tether flowing
into a Tron exchange account is associated with criminal activity. This level of taint points to the

urgency of more systematic monitoring of stablecoin flows on this blockchain.

6. What does Machine Learning Indicate about the Nature of Crim-

inal Activity?
While the tracing and deposit address clustering methodologies described above identify a substan-
tial volume of tainted crypto flows, the set of reported criminal addresses from which we begin is
inherently limited. Victim reports capture only a fraction of criminal activity, and even after tracing
funds forward and applying deposit address clustering, there likely remain criminal deposit addresses
that share no direct transactional link to our identified network. To move closer to the true scope of
criminal activity in cryptocurrency markets, we turn to machine learning methods.

Deploying machine learning in this context offers two complementary benefits. First, by train-
ing a model on the behavioral features of known tainted deposit addresses, we can examine which
address-level characteristics are most predictive of criminal involvement. This provides economic in-
sight into how criminal deposit addresses differ from legitimate ones—effectively revealing the opera-
tional fingerprint of illicit crypto networks. Second, the trained model can be applied to the universe
of unflagged deposit addresses to predict additional tainted addresses beyond those identified through
tracing and clustering, thereby expanding our estimate of total criminal flows.

Akey challenge in applying supervised learning to this setting is that our labeled data are inherently
one-sided. We observe addresses that are positively identified as tainted through tracing and clustering,

but we lack a verified set of addresses that are definitively clean. Any address not linked to our traced
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network may be either a) non-criminal, or b) criminal but not unreported, either randomly or because
the criminal activity uses different methods and the activity is particularly obfuscated. This asymmetry
renders standard binary classification inappropriate, as treating all unlabeled addresses as negatives
would contaminate the training signal with false negatives.

To address this, we adopt positive-unlabeled (PU) learning (Elkan and Noto, 2008), which requires
only a set of confirmed positives and a set of unlabeled observations. We implement the Elkan and
Noto (2008) estimator, which first trains a standard binary classifier on the positive-versus-unlabeled
sample and then applies a calibration correction to recover the true posterior probability of being
tainted. Specifically, let s = 1 denote that an address is labeled positive and s = 0 denote that it

is unlabeled. The classifier estimates Pr(s =1 ] X)

)

and the true positive probability is recovered
as Pr(rainted | x) = Pr(s = 1 | x)/¢, where ¢ = Pr(s = 1 | tainted) is estimated from a
held-out calibration set. We hold out 10% of labeled positives for this calibration step. As our base
classifier, we use LightGBM, a gradient-boosted decision tree algorithm well suited to tabular daca with
heterogeneous feature types.”> Our training sample consists of all positively labeled deposit addresses
and a random sample of unlabeled addresses at a 4:1 ratio.

In addition to predicting whether an address is tainted, we require an estimate of the severity of
taint—that is, what fraction of an address’s total inflows are criminal. We therefore train a second
model, a LightGBM regressor, exclusively on the set of known tainted addresses. The target variable
is the ratio of traced tainted inflows to total inflows.*

We construct our feature set from on-chain transaction data for each deposit address. For Echereum,
the model incorporates 270 features. For Tron, the feature set comprises 219 features. Table 4 reports
the summary statistics of select Ethereum deposit-address features, while Table 5 reports the statistics

for Tron features.

The estimated tainted flow actributable to machine learning predictions is then computed as:

S The model is trained with 300 boosting rounds, a learning rate of 0.05, 64 leaves per tree, and 80% row and column
subsampling.

#The target variable is transformed to logit space to accommodate the bounded support on [0, 1]. At prediction time,
the inverse sigmoid is applied to recover the predicted tainted fraction, which we denote py.,. The severity model is trained
with 2,000 boosting rounds (with early stopping), a learning rate of 0.02, and the same tree structure and subsampling
parameters as the classification model.
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Taint/cd\]?lowi,t = Pr(cainted; | X;) X Peev,i X Inflow; ; (1)

where Pr(tainted; | x;) is the PU-corrected probability that address i is tainted, Py, is the predicted
fraction of inflows that are criminal conditional on the address being tainted, and Inflow; ; is the ob-
served dollar inflow to address ¢ in month ¢. This decomposition allows the model to assign partial
taint to addresses with intermediate predicted probabilities rather than imposing a binary classifica-

tion threshold.

6.1 Feature Importance and the Anatomy of Criminal Deposit Addresses

To understand how each feature contributes to the model output, we use Shapley additive explanations
(SHAP), a standard tool for interpreting machine learning models. For each address-feature pair, the
SHAP value measures how much that feature shifts the model’s predicted likelihood of taint relative
to a baseline prediction. To assess global importance, the mean absolute SHAP value is typically
computed for each feature across all observations. Because our model contains many high-dimensional
features that are naturally correlated, individual feature importance can be unstable in the sense that
the model may distribute predictive power across closely related variables. This is not problematic for
prediction, but it can make interpretation at the individual-feature level less transparent. To obtain a
clearer economic summary, we therefore group related features into economically meaningful families
and rank feature families by the sum of the mean absolute SHAP values of the features within each
family.

Figure 8 presents the SHAP summary plot for the top 20 feature families in the Ethereum tainted
address prediction model. Each point represents an observation, with color indicating the underly-
ing feature value and horizontal position reflecting that feature family’s contribution to the model’s
predicted log-odds of being tainted. The most important feature family is Hop-1 Sender In-Degree Dis-
tribution, which captures the distributional statistics of the in-degree of hop-1 senders, where hop-1
senders are addresses that send funds directly to the deposit address, one transaction step upstream.
Deposit addresses that receive funds from senders with low in—degree are more 1ike]y to be ﬂagged as

tainted, suggesting that the senders are transic wallets that do not transact with other counterparties
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and serve primarily to relay funds along a laundering chain. The second-ranked family, Unique Coun-
terparty Count, similarly reflects network structure: addresses receiving funds from a larger number of
distinct counterparties are more likely to be tainted, consistent with criminal deposit addresses acting
as collection points that aggregate flows from multiple intermediaries. Inflows CEX Share—the fraction
of inbound value originating from centralized exchanges—ranks third. Deposit addresses with lower
CEX inflow shares are more predictive of tainted status, consistent with the previous finding: criminal
deposit addresses receive the bulk of their funds not directly from exchange withdrawals by end users
but rather from transit wallets that relay funds off-chain. Hop-I Sender Active Days Distribution and
Lifecycle features further indicate that shorter-lived hop-1 senders and shorter-lived deposit addresses
are more strongly associated with tainted status. Hop-1 Sender Asset Usage Share, Source-Specific Trace
Exposure, Total USD Value Level, and Hour-of-Day Pattern each contribute additional explanatory power,
implying that asset mix, service exposure, scale, and timing all matter. The remaining top-20 families
capture transaction size distributions, round-amount structuring, and overall activity levels.

Figure 9 presents SHAP dependence plots for twelve individual features, complementing the family-
level rankings by showing how specific features contribute to the model output across the support of
the data. Several features indicate that rainted deposit addresses operate primarily as collection points
rather than ordinary user wallets. Higher deposit-address in-degree is strongly associated with pre-
dicted taint (Panel A), consistent with addresses that aggregate inflows from many upstream senders.
At the same time, a smaller share of stablecoin inflows originating from centralized exchanges is as-
sociated with higher predicted taint (Panel B), suggesting that these deposit addresses are funded less
frequently from centralized exchanges. Deposit addresses with shorter histories contribute more pos-
itively to predicted taint (Panel C), and their hop-1 senders likewise tend to be short-lived (Panel D),
indicating upstream activity concentrated in relatively brief operational windows. Upstream senders
that predominantly transact in Tether align with higher predicted taint, while greater USDC usage
among hop-1 senders contributes negatively to the prediction (Panels G and F). Direct usage of illicit
DeFi services or mixers also matters: deposit addresses receiving flows linked to Tokenlon or Tornado

Cash show discrete increases in SHAP contribution (Panels E and 1). Round-number transfers divisi-
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ble by 1,000 appear more frequently among tainted deposit addresses (Panel H). In addition, a larger
fraction of stablecoin inflows is rapidiy forwarded onward (Panel ]), and outbound transactions are
more heavily concentrated in stablecoins (Panel K). Lower token diversity also contributes positively
to predicted taint (Panel L). Taken together, these feature-level patterns provide a more granular view
of the behavioral differences highlighted in the feature-family rankings.

Figure 10 presents the analogous SHAP summary plot for the Tron blockchain, where the model
incorporates 219 features organized into 27 families. Because our blockchain data on Tron oniy includes
Tether transactions, the feature set is adapted accordingly, omitting multi-asset distinctions relevant
only to Ethereum.

The feature importance ranking on Tron exhibits notable similarities to and some differences from
the Ethereum model. Hop-1 sender characteristics again dominate, with Hop-1 Sender Degree Distribu-
tion, Hop-1 Sender Tx Count Distribution, and Hop-1 Sender 10k-Divisible Tx Distribution among the most
influential families. Other important families include sender wallet age, total inflow, active days, de-
posit share, and average sent amount distributions, which together characterize upstream network
behavior. Lifccycle features remain important, indicating that shorter-lived addresses are more associ-

ated with tainted activity across both blockchains.

6.2 Predicted Tainted Flows

We apply the trained models to the full universe of unlabeled deposit addresses on both Ethereum and
Tron and compute the estimated tainted flows using Equation (1). Figure 11 presents monthly machine-
learning-implied tainted flows for Ethereum in Panel A and Tron in Panel B in the red shaded area.
For comparison and to provide a holistic view of total criminal activity, the figure also includes results
from direct inflows in the grey shaded area and from deposit-address clustering in the coral shaded
area from prior sections. The dashed red line shows cumulative flows over time.

Two notable patterns emerge in both blockchains. First, direct inflows to reported addresses—
the measure that is more commonly available to regulators and researchers—constitute only a small

fraction of total estimated criminal flows. These inflows are materially smaller than the additional

30



volumes uncovered through deposit address clustering and machine learning. Second, inflows to the
reported address and to the clustered deposit address tend to decline in more recent periods. This
pattern largely reflects reporting delay: fraudulent addresses typically enter victim-report databases
only after victims discover the fraud and submit reports, which creates a lag between when transactions
occur and when the associated addresses become observable to researchers. Viewed in isolation, this
lag can give the misleading impression that criminal activity is declining over time. Machine learning
helps mitigate this limitation by identifying additional deposit addresses based on their transactional
behavior and network structure, allowing the analysis to capture criminal flows associated with more
recent activity.

The cumulative totals shown on the right-hand side of Figure 11 further illustrate the contribution
of each method. On Ethereum, direct inflows to reported addresses sum to approximately $40 bil-
lion, while deposit address clustering identifies an additional $120 billion in tainted inflows. Machine
learning contributes a further $218 billion, bringing the total estimated tainted inflows on Ethereum
to roughly $378 billion. On Tron, direct inflows account for about $8 billion, deposit address clus-
tering contributes approximately $312 billion, and machine learning adds an additional $163 billion,
resulting in total estimated tainted inflows of about $483 billion. These comparisons highlight how
cach successive layer of analysis expands the observable scope of criminal activity on-chain. Given that
criminal activity is typically reported with a lag, our results also show how machine learning methods
could be utilized by the CTypto community to tag addresses acting in a suspicious manner. A limitation
of our analysis is that our training dataset may be missing other types of criminal addresses. ML esti-
mates should help to estimate missing addresses that follow a similar pattern as our current addresses,
though it may not capture criminal addresses that use different patterns or obfuscation methods. For
example, HuionePay was active from early 2022 to 2025, but only labeled as such in 2025. Thus, to
the extent that HuionePay acted differently from other transaction centers, these transactions might
not be detected until the activity was labeled as such. Similarly, sophisticated activity that is rarely

labelled may have little data for training.
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7. Conclusion

Given the evolving nature of the crypto landscape, it remains unclear to what extent the ecosystem
facilicates criminal activity. We examine this question across three major blockchains. Overall, we
find that between five and twenty percent of inflow volume at many exchanges is tainted. Given that
such a large share of crypto exchange volume is associated with this activity, and the large cross-section
of exchanges accepting criminal proceeds, crypto exchanges seem to have ample incentive to continue
accepting illicit flows absent strong regulatory actions. Overall, we estimate that more than one trillion
dollars in illicit activity has moved through crypto exchanges since 2021, but there are compelling
reasons to believe that our estimates undercount the true scale of this activity. In the meantime, our
research points to many tangible and implementable steps that regulators and industry actors can take
to clamp down on criminal crypto activity.

We hope to see future research continue identifying and understanding the economic mechanisms
underlying criminal activity. Given recent advancements in machine learning and Al, deeper crypto
features and methods could be utilized to gain a fuller understanding of the crypto criminal ecosystem.
Currently, many large crypto exchanges facilitate transactions both for individual crypto investors and
for large criminal actors. This interaction seemingly facilitates low transaction costs for criminals and
many opportunities for individuals to be defrauded. Because of the public nature of blockchain ledgers,
the surveillance of criminal activity is much more feasible for researchers, industry participants, and
law enforcement in the crypto landscape than in the traditional banking system. Thus, even though
large parts of the current crypto ecosystem currently enable substantial criminal activity, there is noth-
ing inherent in blockchain technology which makes this the only equilibrium. One could imagine a
future in which such activity is largely segmented to a subset of the crypto ecosystem that has lictle in-
teraction with reputable crypto exchanges and limited access to the fiat banking system. Such a world
would make it harder for criminals to expropriate individuals and much more costly for criminals to
exit into fiat currency. Reaching this equilibrium of segmented and low amounts of criminal activity

will require awareness of the central role that crypto exchanges play in facilitating criminal activicy
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and substantially stronger enforcement by regulators.
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Figure 1. Direct Inflows to Reported Addresses by Scam Category

This figure reports total inflows to reported addresses by scam category in our sample. Each bubble represents
one scam category. The horizontal axis, shown on a logarithmic scale, reports the number of reported addresses
in the category, and the vertical axis, also on a logarithmic scale, reports the total inflow to those reported
addresses. Bubble size is proportional to the total number of transactions associated with the category, and the
pie chart within each bubble shows the cryptocurrency composition of inflows. The cryptocurrencies shown
are Bitcoin, ETH, USDT on Ethereum, USDC on Ethereum, DAI on Ethereum, and USDT on Tron. Scam

definitions are reportcd in Table TA.1. Victim reports are classified into scam categories using GPT-40-mini

based on the prompt reproduced in Table TA.2.
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Figure 2. Direct Inflows to Reported Addresses by Blockchain

This figure reports direct inflows to reported addresses from 2020 through late 2025, broken down by blockchain
and cryptocurrency. The left panel shows the monthly composition of inflows as a stacked area chare, with the
left axis reporting cryptocurrency shares and the red line, read on the right axis, reporting total monthly inflows
in dollars. The right panel shows cumulative inflows over the full sample period by blockchain, with each bar
subdivided by cryptocurrency. The cryptrocurrencies shown are Bitcoin, ETH, USDT on Ethereum, USDC on
Ethereum, DAI on Ethereum, and USDT on Tron.
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Figure 3. Traced Fund Pathways Across Blockchains

This figure presents Sankey diagrams of traced fund pathways from reported addresses on Bitcoin in Panel A,
Ethereum in Panel B, and Tron in Panel C. In each panel, the node labeled “Origin” corresponds to the reported
addresses, and successive “Hop” nodes denote intermediate wallets through which funds pass before reaching
identified services or unidentified endpoints. Gray nodes represent identified services, with the five largest la-
beled individually and the remainder grouped as “Other.” Dark purple nodes denote large and small unidentified
trace endpoints. Edge widths are proportional to the dollar value of traced flows, and edge colors indicate the
corresponding blockchain or token.
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Figure 4. Traced Flows to Services Over Time

This figure reports monthly traced inflows from reported addresses to identified service destinations from 2020
through late 2025. In the left plot, the stacked area shows the share of monthly traced inflows accounted for
by each service type, read on the left axis, and the red line, read on the right axis, shows total monthly traced
inflows in dollars. Service types include centralized exchanges (CEX), decentralized exchanges (DEX), mixers,
other DeFi services, other services, and unidentified addresses. The bar chart on the right reports cumulative
traced inflows by blockchain over the full sample period. Within each bar, the hatched portion includes flows
between reported addresses and balances remaining in intermediate wallets.
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Figure 5. Inflows to Illicit Services and Traced HuionePay Exchange Flows

This figure reports inflows to identified illicit services and traced flows from HuionePay to centralized ex-
changes. Panel A shows monthly inflows to the major illicit services in our sample from 2020 through late 2025.
In the left plot, the stacked arca shows the share of total monthly inflows accounted for by each service, and
the red line, read on the right axis, shows total monthly inflows in dollars. The bar on the right reports the
aggregate service shares over the full sample period. Panel B shows traced flows from HuionePay hot wallets to
major centralized exchanges from 2022 through late 2025. In the left plot, the stacked area shows inflows by
destination exchange over time, and the red line, read on the right axis, shows cumulative traced inflows. The
bar on the right reports the aggregate destination shares over the full sample period.
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Figure 6. HuionePay Network and Traced Exchange Flows

This figure illustrates the structure of the traced HuionePay network on the Tron blockchain and the exchange
flows associated with it. Panel A presents a network visualization constructed from random samples (around
0.5% of transactions) of the backtraced HuionePay deposit transactions and the forward-traced HuionePay hot-
wallet transactions. Circular nodes represent individual wallets, square nodes represent service hot wallets,
node size corresponds to degree, and node color indicates trace provenance. Concave-down edges represent
flows moving from left to right, while concave-up edges represent flows moving from right to left. Panel B
reports aggregate traced flows between HuionePay and major centralized exchanges. The left subpanel shows
traced inflows from exchanges to HuionePay, and the right subpanel shows traced outflows from HuionePay
to exchanges. In both subpanels, bars are decomposed by hop distance, from Hop 0 to Hop 4, indicating the
number of intermediary steps in the traced path.
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Figure 7. Clustered Tainted Inflows Across Blockchains

This figure reports clustered tainted inflows across Bitcoin, Ethereum, and Tron. Clusters are constructed using the
common-input heuristic on Bitcoin and deposit-address clustering based on shared senders on Ethereum and Tron, starting
from seed depositor or deposit addresses that receive at least $50,000 in traced tainted inflows. Panel A plots exchanges by
two dimensions of tainted exposure: the share of lifetime inflows that are tainted on the horizontal axis and the total dollar
amount of clustered tainted inflows on the vertical axis. Bubble size is proportional to the number of transactions. Bitcoin
exchanges are shown in gold on the left plot, Tron exchanges in red on the right plot, and Ethereum exchanges as pie charts
subdivided by token on the center plot. Exchanges marked with an asterisk are Western exchanges. Panel A is restricted
to exchanges with more than $1 billion in clustered tainted inflows summed across the three blockchains. Panel B reports
monthly clustered tainted inflows by cryptocurrency composition, with the red line showing total monthly inflows and
the bars on the right reporting cumulative totals by blockchain.
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Figure 8. Top 20 Feature Families in Tainted Address Prediction on Ethereum
This figure shows the SHAP summary plot for the top 20 feature families in the Ethereum tainted-address prediction
model. The model is trained on positively labeled deposit addresses identified through tracing and deposit-address clus-
tering, where the clustering procedure begins from seed deposit addresses that receive at least $50,000 in traced tainted

inflows. The model includes 270 features grouped into 28 families, and family importance is computed by summing the
average absolute SHAP values of all features within each fami]y. The families are ranked by this aggregate measure, with
the final row combining the remaining eight lower-ranked families. SHAP values measure each feature family’s contri-

bution to the model output relative to the baseline, where positive SHAP values indicate that the feature increases the
model-predicted likelihood that an address is flagged as tainted. Each point represents an observation. Color indicates the
underlying feature value, with blue denoting low values and red denoting high values.
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Figure 9. Individual Feature Effects in Tainted Address Prediction on Ethereum

This figure shows SHAP dependence plots for twelve important individual features in the Ethereum tainted-address prediction
model. The model is trained on positively labeled deposit addresses identified through tracing and deposit-address clustering,
where the clustering procedure begins from seed deposit addresses that receive at least $50,000 in traced tainted inflows. SHAP
values quantify the contribution of a given feature to the model’s prediction relative to the baseline prediction: positive SHAP
values indicate that the feature increases the predicted outcome. Each panel is a scatter plot constructed from a random sample of
50,000 observations, where each dot represents one observation with its feature value on the x-axis and the corresponding SHAP
value on the y-axis. The gray bars in the background show the distribution of the feature values. The panels are ordered by global

fC ature importance.
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Figure 10. Top 20 Feature Families in Tainted Address Classification on Tron

This figure shows the SHAP summary plot for the top 20 feature families in the Tron tainted-address prediction model.
The model is trained on positively labeled deposit addresses identified through tracing and deposit-address clustering,
where the clustering procedure begins from seed deposit addresses that receive at least $50,000 in traced tainted inflows.
The model includes 219 features grouped into 27 families, and family importance is computed by summing the average
absolute SHAP values of all features within each family. The families are ranked by this aggregate measure, with the final
row combining the remaining eight lower-ranked families. SHAP values measure each feature family’s contribution to the
model output relative to the baseline, where positive SHAP values indicate that the feature increases the model-predicted
likelihood that an address is flagged as tainted. Each point represents an observation. Color indicates the underlying
feature value, with blue denoting low values and red denoting high values.
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Figure 11. Tainted Flows by Identification Method

TThis figure presents monthly estimates of tainted crypto inflows identified by four methods: 1) direct inflows to victim-
reported addresses, 2) additional inflows to deposit addresses with at least $50,000 in traced tainted inflows, 3) inflows to
additional deposit addresses identified through deposit—address clustering, and 4) additional tainted inflows to urlﬂagged
deposit addresses identified by machine learning. Panel A reports estimates for Ethereum, and Panel B reports estimates
for Tron. In cach panel, the shaded areas plot monthly inflows attributable to each method, while the dashed red line
traces cumulative tainted inflows over time. Deposit-address clustering begin from seed deposit addresses that receive at
least $50,000 in traced tainted inflows, and the machine-learning model is trained on positive labels identified under the
same threshold. Machine—learning—implied tainted flows are computed as the product of the predicted probabiiity thata
deposit address is tainted, the predicted fraction of inflows that are tainted conditional on taint, and the address’s observed
monthly inflows. The bars on the right side of each panel report cumulative totals by method and in aggregate over the

full sample period.
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Table 1. Summary Statistics of Reports and Reported Addresses

This table reports summary statistics on the number of reports and addresses by scam category and by
blockchain. The leftmost column first groups the data by scam type and then reports the corresponding to-
tals by blockchain. Column (1) reports the total number of reports. Column (2) reports the total number of
reported addresses after removing duplicate addresses, since the same address may appear in multiple cate-
gories. Column (3) reports the number of‘uniquc rcportcd addresses that satisf:V our tracing criteria. Column
(4) adds Bitcoin addresses identified through common-input clustering for the Bitcoin addresses in Column (3).
Column (5) reports the total inflows to the addresses in Column (4).

(1) (2) (3) (4) (5)
. Total  Reported Addresses Meeting  Addresses Including
Category Reports Adlzlrcsscs Tracing Critcriafj Bitcoin Clusters ® ol Inflow
Pig Butchering 32,819 25,667 14,279 67,364 $21.99B
Stolen Funds 12,376 11,596 9,478 18,718 $13.72B
Sanctioned 2,227 2,000 1,603 4,119 $9.54B
Phishing 250,392 219,940 171,703 191,743 $7.44B
Mlicit Actor 10,371 9,361 6,939 32,228 $6.07B
Rug Pull 144,687 144,629 143,369 143,369 $5.95B
Impersonation 17,880 12,200 7,016 36,522 $3.47B
Fake Returns 15,995 10,360 5,970 48,084 $2.8B
Fake Project 7,196 5,512 2,492 8,085 $1.25B
Ransomware 12,778 12,333 1,814 7,685 $943.22M
Extortion 213,045 55,412 6,533 20,641 $931.18M
Sim Swap 1,766 1,234 663 2,162 $120.94M
Airdrop 8,402 1,847 969 2,227 $79.62M
Donation Scam 640 450 188 723 $6.37M
Other Scam 39,439 39,439 36,556 150,773 $3.67B
Bitcoin 323,362 145,296 65,160 390,031 $26.17B
Ethereum 434,650 395,826 337,802 337,802 $43.13B
Tron 12,001 10,858 6,610 6,610 $8.68B
Total 770,013 551,980 409,572 734,443 $77.97B
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Table 2. Summary Statistics of Total Inflows to Reported Addresses

This table reports summary statistics for the total dollar inflows to reported addresses by scam category. Panel A
presents Ethereum, and Panel B presents Tron. The address count IV corresponds to Column (4) of Table 1, and
total inflow corresponds to Column (5). For each category, the table reports total inflow, the mean, the standard
deviation, and the 25th, 50th, and 75th percentiles. Categories are sorted by total inflow within each blockchain.

Panel A: Ethereum

Category N Total Inflow Mean Std 25% 50% 75%
Pig Butchering 7,058 $12.55B $1.78M  $16.54M  $17.62K  $142.81K  $826.25K
Stolen Funds 4,780 $9.59B $2.01IM  $3420M  $4.48K  $4729K $286.35K
Rug Pull 143,369 $5.95B $41.47K  $246.67K  $5.58K $9.32K $22.4K
Phishing 168,560 $5.72B $33.93K $1.58M $1.01 $3.01 $32.02
licit Actor 2,583 $5.51B $2.13M  $21.24M  $2.05K  $26.88K  $421.77K
Fake Project 1,779 $899.97M  $505.89K $3.48M  $540.17  $18.74K  $160.85K
Sanctioned 155 $265.99M $1.72M $433M  $198K $112.39K  $724.87K
Fake Returns 1,121 $222.60M  $198.57K $1.25M  $469.13 $4.09K $41.85K
Impersonation 1,210 $191.74M  $158.46K $1.67M  $389.31 $3.95K $21.14K
Extortion 131 $11851M  $904.63K $7.69M  $1.03K $7.98K  $45.63K
Sim Swap 398 $6937M  $17431K  $652.84K  $124K  $11.88K  $5831K
Airdrop 139 $50.49M  $363.22K $3.59M  $283.00 $2.15K  $14.04K
Ransomware 119 $1298M  $109.04K  $269.64K  $1.77K  $1570K  $95.50K
Donation Scam 23 $183.89K $8.00K  $18.24K §77.06  $352.66 $8.98K
Other Scam 6,377 $1.99B  $311.43K $2.24M  $577.96 $530K  $49.69K
Total 337,802 $43.13B  $127.68K $5.23M $3.01 $2.92K $11.29K

Panel B: Tron

Category N Total Inflow Mean Std 25% 50% 75%
Sanctioned 635 $6.34B $9.98M  $54.55M  $11.45K  $98.34K $1.76M
Pig Butchering 1,504 $992.63M  $659.99K  $10.00M $1229K  $62.96K  $217.42K
Stolen Funds 923 $599.53M  $649.55K $2.92M  $17.96K  $109.16K  $272.05K
licit Actor 766 $173.20M  $226.11K  $637.39K  $15.68K  $52.53K  $182.27K
Fake Project 87 $35.6M  $409.19K  $917.35K $2.73K $6.17K $93.25K
Phishing 80 $31.98M  $399.69K $1.03M $1.03K  $2236K  $133.89K
Fake Returns 203 $24.61M  $121.25K  $602.59K $1.26K $8.02K $36.36K
Impersonation 77 $9.27M  $120.45K  $449.07K  $646.11 $5.00K $30.88K
Ransomware 12 $820M  $683.12K $231M $2.52K $8.65K $20.17K
Sim Swap 8 $4.76M  $595.57K $1.12M  $16.04K  $67.28K  $495.68K
Airdrop 4 $647.07K  $161.77K $315.2K $3.38K $6.26K  $164.65K
Extortion 9 $388.75K $43.19K §76.52K $1.43K  $14.56K $32.86K
Donation Scam 2 $85.63K  $42.82K  $60.17K  $21.54K  $42.82K  $64.09K
Other Scam 2,300 $455.01M  $197.83K $1.94M $3.03K $13.02K $57.36K
Total 6,610 $8.68B $131IM  $17.85M  $6.10K  $32.95K  $175.51K
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Table 3. Summary Statistics of Transaction Counts for Reported Addresses

This table reports summary statistics for the number of transactions of reported addresses by scam category.
Panel A presents Ethereum, and Panel B presents Tron. For each category, the table reports the number of
addresses (IV), the total number of transactions, the mean, the standard deviation, and the 25¢h, 50¢h, and 75th
percentiles of address-level transaction counts. Categories are sorted by total number of transactions within

each blockchain.

Panel A: Ethereum

Category N Total Transactions  Mean Sed  25% 50% 75%
Rug Pull 143,369 1.10M 770 30.05 2.00 3.00 5.00
Phishing 168,560 955.38K 5.67 2799 2.00 2.00 4.00
Pig Butchering 7,058 695.96K  98.61 180.77 8.00 3100 108.00
Fake Project 1,779 78 00K 4385 12035 2.00 7.00  29.00
Hlicit Actor 2,583 76.20K 2950 16757 1.00 2.00 9.00
Fake Returns 1,121 6431K 5736 17848 2.00 7.00  33.00
Stolen Funds 4,780 5744K  12.02  49.68 1.00 3.00 7.00
Impersonation 1,210 30.63K 2532 7881 2.00 4.00  14.00
Sim Swap 398 16.62K 4177 109.21  2.00 7.00  28.00
Airdrop 139 495K 3560 17237 1.00 500  14.00
Extortion 131 377K 2874 5535  3.00 9.00  24.00
Ransomware 119 3.63K 30,50 7459 250 10.00  22.50
Sanctioned 155 233K 15.00 4295 2.00 5.00 7.00
Donation Scam 23 343.00 1491 2292 1.00 3.00 19.50
Other Scam 6,377 903.34K 141.66 590K  3.00 9.00  28.00
Total 337,802 4.00M  11.83 81227 2.00 3.00 5.00
Panel B: Tron
Category N Total Transactions Mean Sed  25% 50% 75%
Sanctioned 635 26831K 42254 183K 6.00 35.00 184.50
[licit Actor 766 191.81K  250.41 251.17 5725 162.00 363.75
Pigbutchering 1,504 129.07K  85.82 13441 7.00 32.00 104.25
Stolen Funds 923 19.19K  20.79 6548 1.00 3.00 9.00
Fake Returns 203 1449K 7138 119.63 5.00 1800 6750
Impersonation 77 510K  66.18 164.14 3.00 11.00  43.00
Fake Project 87 469K 5391 17578 550 12.00  29.00
Phishing 80 446K 5579  83.14  3.00 950  93.00
Sim Swap 8 716.00  89.50 93.67 1225 71.00 124.50
Extortion 9 61500 6833 7953 9.00 44.00 76.00
Ransomware 12 570.00 4750 7473 1575 2850  40.75
Airdrop 4 89.00 2225 2164 775 19.00  33.50
Donation Scam 2 4700 2350 31.82 1225 2350 3475
Other Scam 2,300 153.61K  66.79 100.61 11.00  32.00  81.00
Total 6,610 792.77K 11993 59214 6.00 29.00 101.75




Table 4. Summary Statistics of Ethereum Deposit Address Features

This table reports summary statistics for selected Ethereum deposit-address features used in the machine-learning
models. Panel A presents positively labeled deposit addresses identified through tracing and deposit-address cluster-
ing. To define the machine-learning sample, we restrict attention to deposit addresses that are not contracts, have
fewer than 2,000 transactions, and transact in at most five tokens. Panel B presents unlabeled deposit addresses that
satisfy the same samplc restrictions but are not identified as tainted.

Panel A: Positively-labeled Deposit Addresses

Feature Name count mean std 25% 50% 75%
Transaction Count 357,422 37.61 106.92 3.00 6.00 27.00
Total Inflow ($) 357,422 1,038,100 26,971,532 505.00 4,299 51,926
Total Outflow ($) 357,422 1,046,331 27,008,789 487.00 4,260 51,865
Average Transaction Size ($) 357,422 14,418 239,898 96.00 523.00 2,859
Days Active 357,422 379.46 483.53 0.00 158.00 646.00
In Degree 357,422 8.32 26.05 1.00 2.00 7.00
Out Degree 357,422 2.68 4.10 1.00 2.00 3.00
Num 1k Divisible 357,422 2.22 12.43 0.00 0.00 0.00
Num 10k Divisible 357,422 1.12 8.16 0.00 0.00 0.00
Num 50k Divisible 357,422 0.53 5.31 0.00 0.00 0.00
Hop1 Senders Active Days Avg 357,422 714.73 536.76 229.80 700.50 1,095
Hopl Frac Senders Use USDC 357,422 0.29 0.34 0.00 0.15 0.50
Hopl Frac Senders Use Tether 357,422 0.58 0.40 0.14 0.67 1.00
Stablecoin Received Share from CEX 357,422 0.08 0.22 0.00 0.00 0.00
Stablecoin Sent Share from DEX 357,422 0.00 0.01 0.00 0.00 0.00
Tokenlon Stablecoin Trace ($) 357,422 10,055 200,236 0.00 0.00 0.00
Tornado Trace ETH 357,422 0.10 8.14 0.00 0.00 0.00

Panel B: Un-labeled Deposit Addresses

Feature Name count mean std 25% 50% 75%
Transaction Count 58,336,859 7.82 25.67 3.00 4.00 6.00
Total Inflow ($) 58,336,859 41,836 5,465,888 57.00 335.00 2,048
Total Outflow ($) 58,336,859 42,160 5,501,209 40.00 300.00 2,012
Average Transaction Size ($) 58,336,859 5,219 303,028 12.00 77.00 376.00
Days Active 58,336,859 301.53 47132 0.00 83.00 398.00
In Degree 58,336,859 2.23 3.63 1.00 2.00 2.00
Out Degree 58,336,859 2.10 1.58 1.00 2.00 3.00
Num 1k Divisible 58,336,859 0.08 1.29 0.00 0.00 0.00
Num 10k Divisible 58,336,859 0.02 0.77 0.00 0.00 0.00
Num 50k Divisible 58,336,859 0.01 0.51 0.00 0.00 0.00
Hop1 Senders Active Days Avg 58,336,859 1,231 785.67 618.00 1,300 1,656
Hopl Frac Senders Use USDC 58,336,859 0.42 0.42 0.00 0.50 1.00
Hop1 Frac Senders Use Tether 58,336,859 0.51 0.43 0.00 0.50 1.00
Stablecoin Received Share from CEX 58,336,859 0.42 0.48 0.00 0.00 1.00
Stablecoin Sent Share from DEX 58,336,859 0.00 0.01 0.00 0.00 0.00
Tokenlon Stablecoin Trace () 58,336,859 26.87 6,904 0.00 0.00 0.00
Tornado Trace ETH 58,336,859 0.01 3.18 0.00 0.00 0.00
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Table 5. Summary Statistics of Tron Deposit Addresses Features

This table reports summary statistics for a subset of Tron deposit-address features used in the machine-learning mod-
els. Panel A presents positively labeled deposit addresses identified through tracing and deposit-address clustering.
To define the machine-learning sample, we restrict attention to deposit addresses that have fewer than 2,000 trans-
actions. Panel B presents unlabeled deposit addresses that satisty the same sample restrictions but are not identified
as tainted.

Panel A: Positively-labeled Deposit Addresses

Feature Name count mean std 25% 50% 75%
Transaction Count 852,344 122.22 235.01 8.00 33.00 120.00
Total Inflow ($) 852,344 937,846 113,945,771 2,503 22,480 161,632
Total Outflow ($) 852,344 933,019 109,531,931 2,500 22,510 161,819
Average Transaction Size (§) 852,344 7,523 284111 159.00 526.00 2,116
Days Active 852,344 404.96 387.42 80.00 288.00 645.00
In Degree 852,344 19.26 41.94 2.00 7.00 19.00
Out Degree 852,344 1.99 1.62 1.00 1.00 2.00
Num 1k Divisible 852,344 14.27 53.41 0.00 1.00 8.00
Num 10k Divisible 852,344 5.09 29.94 0.00 0.00 0.00
Num 50k Divisible 852,344 1.61 16.53 0.00 0.00 0.00
Hopl Senders Indegree Avg 852,344 259,036 403,064 220.00 61,704 373,407
Hop1 Senders Tx Count Avg 852,344 4,501,579 6,568,723 8,019 1,463,452 6,501,084
Hop1 Senders Wallet Age Days Avg 852,344 1,039 391.85 743.50 1,042 1,312
Hopl Senders Total Inflow Avg ($B) 852,344 16.92 29.15 0.013 4.10 2123
Hop1 Senders Active Days Avg 852,344 541.52 312.80 315.00 515.24 733.00
Hopl Senders USDT Avg Sent Avg %) 852,344 21,926 124,524 2,261 6,060 18,648
Panel B: Un-labeled Deposit Addresses

Feature Name count mean std 25% 50% 75%
Transaction Count 68,357,262 12.88 45.55 2.00 3.00 8.00
Total Inflow ($) 68,357,262 25272 6,785,982 117.00 501.00 2,432
Total Outflow ($) 68,357,262 25,258 6,785,099 116.00 500.00 2,423
Average Transaction Size ($) 68,357,262 920.00 63,143 42.00 117.00 380.00
Days Active 68,357,262 166.67 272.75 0.00 27.00 233.00
In Degree 68,357,262 2.70 6.06 1.00 1.00 3.00
Out Degree 68,357,262 1.17 0.61 1.00 1.00 1.00
Num 1k Divisible 68,357,262 0.51 6.31 0.00 0.00 0.00
Num 10k Divisible 68,357,262 0.10 298 0.00 0.00 0.00
Num 50k Divisible 68,357,262 0.02 1.53 0.00 0.00 0.00
Hopl Senders lndegree Avg 68,357,262 808,484 1,044,095 5,784 318,926 1,294,778
Hopl Senders Tx Count Avg 68,357,262 12,432,686 14,493,667 188,948 5,923,496 20,416,895
Hopl Senders Wallet Age Days Avg 68,357,262 1,392 546.55 964.50 1,437.50 1,818
Hopl Senders Total Inflow Avg ($B) 68,357,262 55.83 76.24 122.89 21.88 88.73
Hop1 Senders Active Days Avg 68,357,262 935.71 582.26 479.50 874.50 1,322.67
Hop! Senders USDT Avg Sent Avg ($) 68,357,262 21,933 187,019 1,377 3,295 9,266
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Table IA.1. Scam Definitions

This table reports the definitions of the scam categories used to classify victim reports in the paper.

Type

Description

Airdrop

Unsolicited mass distribution of a cryptocurrency token to direct investors to a

malicious website

Donation Scam

Posing as charities to cxploit donors

Extortion

Using intimidation to force someone to pay money under the threat ofrcicasing sensitive
information

Fake Project

Pretending to build a fake project only to abandon the project after attracting investors,
such as exit scams

Fake Returns

Promising fake returns to convince victims to invest through: promising fake payments -
payout scam or load up scam faking returns by paying profits to earlier investors with
funds from more recent investors - Ponzi scheme frauduicntiy and artiiiciaiiy inﬂating
the price of a cryptocurrency, such as during a pump and dump scam - using misleading

information or other techniques

licit Actors

Wallets of known illicit entities, including state and non-state actors, for uses like money
laundering or illegal drug sales

Impersonation | Imitating a famous person, brand, or organization for fraudulent purposes, often to ask
for money or drive traffic to a fraudulent website to steal sensitive data, inciuding
“Nigerian Prince-type” scams where a rich fbreigner promises to share the profits from a
fake investment opportunity

Phishing Tricking individuals to providing pcrsonai information, such as 1ogin information, often

by driving traffic to a malicious website to gain access to wallets and secret keys

Pig Butchering

Confidence scam that lures victims into fabricated cryptocurrency investment schemes
often by gaining a victim’s affection, spooﬁng cxchangcs7 and manipulating victims with
fake returns or taxes

Ransomware Malware that encrypts the victim’s files, or pretending to lock files, and demanding a
ransom payment to decrypt them

Rug Pull An exit scam which cxplicitiy utilizes the DeFi ecosystem to create a token only to later
steal its liquidity

Sanctioned Wallets of known sanctioned entities, including state and non-state actors, for uses like
terrorism ﬁnancing or software cxpioits

Sim Swap Convincing a mobile carrier to port a victim’s phonc number to their SIM card to gain

access to sensitive accounts

Stolen Funds

Wallets of known hackers targeting DeFi by performing contract exploits to steal crypto

Other Scam

Miscellaneous scams with little report information or fuzzy characteristics
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Table IA.2. GPT Prompt for Classification of Victim Reports

This  table reproduces the system  prompt suprﬂied to the fie-tuned GPT-40-mini
model (gpt-40-mini-2024-07-18) used to classify each victim report into one of 12 scam categories.
The model receives this system prompt together with the free-text victim report as the user message and is
required to return a single letter (A—K or 7).

You are a US federal law enforcement agent investigating cryptocurrency scams. Read the
user's crime report and classify it into exactly ONE category below.

Output format rule (strict):
- Reply with EXACTLY ONE character: A,B,C,D,E,F,G,H,I,J,K, or Z.
- Do NOT output words, punctuation, explanations, or multiple characters.

Categories:

A - AIRDROP: [FRAUD] Unsolicited mass distribution of a cryptocurrency token to direct
investors to a malicious website;

B - RANSOMWARE: [BLACKMAIL] Malware that encrypts the victim's files, or pretending to
lock files, and demanding a ransom payment to decrypt them;

C - CONTRACT_EXPLOIT: [HACK] Exploiting vulnerabilities in a smart contract or other
protocols to drain funds;

D - DONATION_SCAM: [FRAUD] Posing as charities to exploit donors;

E - EXTORTION: [BLACKMAIL] Using intimidation to force someone to pay money under the
threat of releasing sensitive information;

F - FAKE_RETURNS: [FRAUD] Promising fake returns to convince victims to invest through:
promising fake payments - payout scam or load up scam; faking returns by paying
profits to earlier investors with funds from more recent investors - Ponzi scheme;
fraudulently and artificially inflating the price of a cryptocurrency, such as
during a pump and dump scam - using misleading information or other techniques;

G - PIGBUTCHERING: [FRAUD] Confidence scam that lures victims into fabricated
cryptocurrency investment schemes often by gaining a victim's affection, spoofing
exchanges, and manipulating victims with fake returns or taxes;

H - PHISHING: [FRAUD] Tricking individuals into providing personal information, such as
login information, often by driving traffic to a malicious website to gain access
— to
wallets and secret keys;

I - IMPERSONATION: [FRAUD] Imitating a famous person, brand, or organization for
fraudulent purposes, often to ask for money or drive traffic to a fraudulent
— website
to steal sensitive data, including "Nigerian Prince-type" scams where a rich
foreigner promises to share the profits from a fake investment opportunity;

J - SIM_SWAP: [HACK] Convincing a mobile carrier to port a victim's phone number to
their SIM card to gain access to sensitive accounts;

K - FAKE_PROJECT: [FRAUD] Pretending to build a fake project only to abandon the

— project
after attracting investors, such as rug pulls or exit scams;

Z - OTHER/UNCLEAR: Not enough info or doesn't fit.
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Figure IA.1. Clustered Tainted Inflows: $10,000 Min Traced Tainted Inflow Threshold

This figure reports clustered tainted inflows across Bitcoin, Ethereum, and Tron. Clusters are constructed using the
common-input heuristic on Bitcoin and deposit-address clustering based on shared senders on Ethereum and Tron, start-
ing from seed depositor or deposit addresses that receive at least $10,000 in traced tainted inflows. It plots exchanges
by two dimensions of tainted exposure: the share of lifetime inflows that are tainted on the horizontal axis and the total
dollar amount of clustered tainted inflows on the vertical axis. Bubble size is proportional to the number of transactions.
Bitcoin exchanges are shown in gold on the left plot, Tron exchanges in red on the right plot, and Ethereum exchanges as
pie charts subdivided by token on the center plot. Exchanges marked with an asterisk are Western exchanges. Panel A is
restricted to exchanges with more than $1 billion in clustered tainted inflows summed across the three blockchains.
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Figure 1A.2. Clustered Tainted Inflows: $100,000 Min Traced Tainted Inflow Threshold

This figure reports clustered tainted inflows across Bitcoin, Ethereum, and Tron. Clusters are constructed using the

common-input heuristic on Bitcoin and deposit-address clustering based on shared senders on Ethereum and Tron, start-

ing from seed depositor or deposit addresses that receive at least $100,000 in traced rainted inflows. It plots exchanges

by two dimensions of tainted exposure: the share of lifetime inflows that are tainted on the horizontal axis and the total

dollar amount of clustered tainted inflows on the vertical axis. Bubble size is proportional to the number of transactions.

Bitcoin exchanges are Sl’lOWl’l in gOld on tl’lC left plOt, Tron GXCI’lal’lgGS in I'Cd on the right plOt, and Ethereum exchanges as

pie charts subdivided by token on the center plot. Exchanges marked with an asterisk are Western exchanges. Panel A is

restricted to exchanges with more than $1 billion in clustered tainted inflows summed across the three blockchains.
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Figure IA.3. Top 20 Feature Families on Ethereum: $100,000 Clustering Threshold

This figure shows the SHAP summary plot for the top 20 feature families in the Ethereum tainted-address prediction
model. The model is trained on positively labeled deposit addresses identified through tracing and deposit-address clus-
tering, where the clustering procedure begins from seed deposit addresses that receive at least $100,000 in traced tainted
inflows. The model includes 270 features grouped into 28 families, and family importance is computed by summing the
average absolute SHAP values of all features within each fami]y. The families are ranked by this aggregate measure, with

the final row combining the remaining eight lower-ranked families. SHAP values measure each feature family’s contri-
bution to the model output relative to the baseline, where positive SHAP values indicate that the feature increases the
model-predicted likelihood that an address is flagged as tainted. Each point represents an observation. Color indicates the
underlying feature value, with blue denoting low values and red denoting high values.
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Figure IA.4. Individual Feature Effects on Ethereum: $100,000 Clustering Threshold

This figure shows SHAP dependence plots for twelve important individual features in the Ethereum tainted-address prediction
model. The model is trained on positively labeled deposit addresses identified through tracing and deposit-address clustering,
where the clustering procedure begins from seed deposit addresses that receive at least $100,000 in traced tainted inflows. SHAP
values quantify the contribution of a given feature to the model’s prediction relative to the baseline prediction: positive SHAP
values indicate that the feature increases the predicted outcome. Each panel is a scatter plot constructed from a random sample of
50,000 observations, where each dot represents one observation with its feature value on the x-axis and the corresponding SHAP
value on the y-axis. The gray bars in the background show the distribution of the feature values. The panels are ordered by global

fC ature importance.
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Figure IA.5. Tainted Flows by Identification Method: $100,000 Clustering Threshold

This figure presents monthly estimates of tainted crypto inflows identified by four methods: 1) direct inflows to victim-
reported addresses, 2) additional inflows to deposit addresses with at least $100,000 in traced tainted inflows, 3) inflows to
additional deposit addresses identified through deposit—address clustering, and 4) additional tainted inflows to urlﬂagged
deposit addresses identified by machine learning. Panel A reports estimates for Ethereum, and Panel B reports estimates
for Tron. In cach panel, the shaded areas plot monthly inflows attributable to each method, while the dashed red line
traces cumulative tainted inflows over time. Deposit-address clustering begin from seed deposit addresses that receive at
least $100,000 in traced tainted inflows, and the machine-learning model is trained on positive labels identified under the
same threshold. Machine—learning—implied tainted flows are computed as the product of the predicted probability thata
deposit address is tainted, the predicted fraction of inflows that are tainted conditional on taint, and the address’s observed
monthly inflows. The bars on the right side of each panel report cumulative totals by method and in aggregate over the
full sample period.
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