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Abstract

Platforms increasingly o�er privacy controls, but does being transparent about these

controls help or hurt the platform? We conduct a large-scale �eld experiment on one of

the largest global platforms, with over 8,000 users, in which the treatment group receives

information highlighting centralized data authorization tools, while the control group

does not. Using �eld experiment and di�erence-in-di�erences speci�cations, we �nd

that the treated group exhibits both higher direct engagement with the privacy tools

and higher downstream platform engagement and trust. First, direct engagement with

the privacy tools substantially increases. Second, downstream platform engagement

and trust increase, with page views, active duration, and asset balances all rising, while

contextual app-level data consent decisions remain unchanged at users' own privacy

preference levels. Third, the direct and downstream e�ects are driven by distinct user

segments: tool usage increases are concentrated among low-knowledge users (closing an

awareness gap), while engagement and trust increases are concentrated among intrinsi-

cally privacy-sensitive users (consistent with enhanced perceived control). Consumers

bear real privacy costs on platforms. Transparency decreases these costs by improving

the decision environment through greater perceived control and clarity, while leaving

consent-level data sharing with third-party apps una�ected. Transparency pays.

Keywords: digital privacy, transparency, �eld experiment, platform economics, perceived

control
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1 Introduction

Digital platforms collect vast quantities of user data, yet the very regulations designed to

curb this collection, such as GDPR, CCPA, and China's Personal Information Protection

Law (PIPL), require platforms to o�er users privacy controls. A central tension emerges:

does being transparent about these controls help or hurt the platform? On one hand, height-

ened privacy salience could trigger a �chilling e�ect,� priming users to restrict data sharing

and disengage (Adjerid et al. (2019); Burtch et al. (2015); Acquisti et al. (2016)). On the

other hand, transparency may increase perceived control and build trust (Tucker (2014)).

Resolving this tension is of �rst-order importance: platforms must decide whether to ac-

tively communicate about privacy features or keep them quietly available, and regulators

need evidence on whether disclosure mandates achieve their intended e�ects.

This paper provides causal evidence on whether transparency about privacy controls pays

o� for platforms. We leverage a large-scale �eld experiment conducted on Alipay, China's

leading digital payment and super-app platform serving over one billion users, to estimate

the e�ects of an information treatment that highlighted centralized data authorization tools.

Our experimental design randomly assigned 4.5 million active users to a treatment group,

which received an additional survey question drawing attention to the location and function

of these privacy management tools, or a control group receiving only benchmark questions.

We collected over 8,000 survey responses (roughly balanced across arms) and linked them

to granular panel data on users' privacy actions, app-level consent decisions, and platform

engagement over a 17-week window surrounding the intervention.

Our identi�cation strategy combines this experimental randomization with a di�erence-

in-di�erences (DiD) framework. The randomization ensures that treated and control groups

are ex ante identical, as con�rmed by balance tests across all survey dimensions, while the

DiD design allows us to separate the treatment e�ect from common time trends by exploiting

within-individual variation in outcomes before and after the information shock. Standard

errors are clustered at the individual level throughout.

We document three sets of �ndings. First, the information treatment has strong direct

e�ects on privacy tool usage. Treated users are 2.2 percentage points more likely to visit the

data authorization list page (a 186% increase relative to the 1.18% pre-treatment baseline)

and 1.8 percentage points more likely to actively cancel an app's data authorization (a

49% increase over baseline). Notably, the treatment does not increase visits to the general

�settings� page, indicating that the e�ect is speci�c to the highlighted tools rather than

re�ecting a broad increase in platform exploration.

Second, the treated group exhibits higher downstream platform engagement and trust,
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while contextual data-sharing decisions remain unchanged. We �nd null e�ects on the num-

ber of third-party apps users authorize and on app-level consent rates, suggesting that data

authorization decisions are made contextually at the point of app use and are not sensitive

to platform-level privacy information. At the same time, treated users exhibit signi�cantly

higher page views (2.4%, p < 0.05), longer active duration (2.7%, p < 0.05), and larger asset

balances held on the platform (6.4%, p < 0.10), the last being a revealed-preference measure

of trust in a �nancial platform.

Third, heterogeneity analysis suggests distinct patterns behind the direct and downstream

e�ects. The engagement and trust increases are concentrated among users who self-identify

as intrinsically privacy-sensitive (the �high-intrinsic� group); the triple-interaction terms for

page views, duration, and asset balances are all signi�cant and large. Notably, high-intrinsic

users do not visit the privacy tools more than low-intrinsic users, a pattern consistent with the

perceived-control channel identi�ed by Tucker (2014): knowing the tools exist, rather than

actively using them, may be what matters for trust. Conversely, the direct e�ects on tool

visitation and authorization cancellation are concentrated among users with low baseline

platform knowledge, consistent with the information treatment closing an awareness gap.

This knowledge-based heterogeneity does not extend to downstream engagement, suggesting

that the engagement increase operates through perceived control rather than through actual

tool use.

This paper makes three contributions. First, we provide the �rst causal evidence that an

information treatment highlighting privacy controls, distinct from the controls themselves, is

associated with higher platform engagement and a revealed-preference measure of trust. The

pattern of results is consistent with transparency increasing perceived control, which in turn

reduces intrinsic privacy costs at the platform level; the treated group's engagement gains

are not mediated by di�erential tool use, suggesting that knowing the option exists improves

the decision environment. This separates the transparency channel from the functional

channel, which prior work has not cleanly distinguished. Tucker (2014) demonstrates that

perceived control over privacy enhances ad e�ectiveness on Facebook, a seminal �nding

linking perceived control to trust. We complement and strengthen this result in a major new

platform setting a decade later: our design holds the privacy controls constant and varies

only transparency about their existence, providing clean causal evidence that the information

channel alone drives engagement and trust gains. Complementing work on centralizing

ex-ante consent (Farronato et al., 2025), we study a di�erent channel: centralized ex-post

management, the ability to review and revoke past authorizations from a single interface,

which lowers the perceived risk of platform engagement even when rarely exercised.

Second, we establish that the information treatment does not produce a chilling e�ect on
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contextual data-sharing decisions. This �nding speaks to a practical fear among platforms

that highlighting privacy features may reduce the data �ows sustaining their third-party app

ecosystems. Our null result on app-level consent rates shows that these decisions remain at

users' own privacy preference levels, driven by the immediate utility of the app, and are

not revised in response to platform-level privacy information. This is consistent with the

contextual nature of privacy decisions documented by Adjerid et al. (2019) and Nissenbaum

(2010), and with Que (2026), who shows that app-level consent decisions on Alipay are

shaped by contextual factors rather than platform-level information. The implication is that

consumers bear real privacy costs on platforms, and �rms should not assume these costs

disappear simply because users continue to share data. Our results suggest that transparency

about data reversibility can reduce these costs, not by changing the consent-level tradeo�,

but by improving the decision environment at the platform level, while leaving contextual

data �ows intact.

Third, we decompose the treatment e�ect along two dimensions of user heterogeneity,

intrinsic privacy preferences and platform knowledge, to identify heterogeneous responses to

the information treatment. The �nding that engagement e�ects are concentrated among

intrinsically privacy-sensitive users, while direct tool usage is concentrated among low-

knowledge users, suggests that the cost of obscure privacy tools is not uniform: it scales

with users' intrinsic privacy sensitivity θi. This connects to the heterogeneous privacy pref-

erences documented by Lin (2022) and has practical implications for targeted communication

strategies.

The remainder of the paper proceeds as follows. Section 2 lays out a simple conceptual

framework that organizes our empirical analysis. Section 3 positions the paper within the

relevant literatures. Section 4 describes the institutional setting, experimental design, data,

and econometric speci�cation. Section 5 presents the main results and heterogeneity analysis.

Section 6 discusses implications and concludes.

2 Conceptual Framework

We develop a simple model of consumer privacy management on a digital platform to organize

the intuition behind our empirical analysis.1 The model highlights a distinction between two

layers of privacy management, a central layer operated by the platform and a consent-level

layer at which users make app-by-app consent decisions, and shows how transparency at the

central layer can improve the decision environment without altering consent-level choices.

1We do not structurally estimate this model. The analysis is reduced-form; the model serves to clarify

what our information treatment a�ects and how it maps onto user decisions at di�erent layers of the platform.
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Setting. Consider a platform hosting J third-party apps. User i faces privacy decisions

at two layers. At the consent-level layer, the user encounters app j and makes a binary

authorization decision dij ∈ {0, 1}: accept (dij = 1) to grant data access and receive the

service, or reject (dij = 0) to forgo it. These decisions are contextual, made at the point of

app use, driven by the immediate tradeo� between the app's service value vij and the user's

privacy cost ci, which re�ects both intrinsic discomfort with data sharing and instrumental

concerns about how the speci�c app will use the data. At the central layer, the platform

provides tools that govern how users manage their data across all apps. In our setting,

the platform operates a contextual consent model at the consent-level layer, where users

authorize apps one by one, a natural interface for a super-app with heterogeneous services.

The central layer complements this with centralized ex-post management : a single interface

where users can review all past authorizations and revoke any of them. The key insight is

that this tool reduces the stakes of each consent-level decision by making consent reversible.

A user who knows she can revoke any past authorization does not need to deliberate as

carefully at the point of app use, because she can try the service �rst and adjust later. This

is analogous to a return policy: it does not change the information available at the point of

sale, but it lowers the cost of buying because the buyer can reverse the transaction. Data

reversibility transforms data consent from a perceived one-way door into a two-way door.

The model. We formalize this intuition with a utility framework at each layer.

At the consent-level layer, user i encountering app j obtains:

ui(dij) =

vij − ci + ε1ij, if dij = 1

ε0ij, if dij = 0
(1)

where vij is the service value, ci is the privacy cost, which encompasses both intrinsic dis-

comfort with data sharing and instrumental concerns about how the app will use the data,

and ε1ij, ε
0
ij are i.i.d. taste shocks. The acceptance probability is Pr(dij = 1) = F (vij − ci),

where F (·) is the CDF of ε0ij − ε1ij. These decisions are contextual: they depend on the

app-speci�c tradeo� vij − ci and are made at the point of use.

At the central layer, user i chooses a level of overall platform engagement ei ≥ 0 to

maximize:

Ui(ei) = b(ei)− ψi · ei (2)

where b(·) is increasing and concave, and the marginal engagement cost is:

ψi = ψ̄ + θi · (1− ri) (3)
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Here ψ̄ is a baseline friction, θi ≥ 0 is user i's intrinsic privacy sensitivity, and ri ∈ [0, 1] is

the user's perceived ease of revoking past data authorizations. The term θi · (1− ri) captures
the privacy friction from perceived irreversibility: when the user believes past consent cannot

easily be undone (ri low), deeper engagement feels costly because each interaction generates

data exposure perceived as permanent. When the user knows she can easily reverse any past

authorization (ri high), this friction diminishes, and the perceived downside risk of trying

new services is lower, because a regretted decision can be corrected.

How transparency a�ects the model. Our experiment shifts ri by being transparent

about the centralized revocation tool, informing treated users of its existence and location.

De�ne r0i as baseline perceived reversibility and r1i > r0i as perceived reversibility after

treatment. The �rst-order condition b′(e∗i ) = ψi yields, by the implicit function theorem:

∂e∗i
∂ri

=
θi

−b′′(e∗i )
> 0 (4)

The treatment e�ect on engagement is:

∆e∗i =
θi · (r1i − r0i )

−b′′(e∗i )
(5)

Two features of this expression clarify what transparency does. First, the engagement re-

sponse is proportional to intrinsic privacy sensitivity θi: transparency reduces intrinsic costs

most for users who care most about privacy, because perceived control matters more to them.

Second, the response is proportional to the awareness gap (r1i − r0i ): transparency is more

impactful for users who did not previously know that easy revocation was available.

Critically, the treatment shifts perceived reversibility ri but does not change the app-

speci�c value vij or privacy cost ci. Learning that past authorizations can be revoked does

not alter the immediate service value of any app, nor does it change the user's intrinsic

or instrumental concerns about sharing data with that app at the moment of encounter.

Therefore:
∂ Pr(dij = 1)

∂ ri
= 0 (6)

This is the key distinction that separates the data-reversibility mechanism from an alternative

in which the treatment shifts privacy costs. If the treatment lowered ci, say by reassuring

users that their data is well-protected and thereby reducing both intrinsic and instrumental

concerns, we would expect both engagement to rise and app-level consent rates to increase.

Instead, consent rates are unchanged: transparency operates through perceived reversibility

of past decisions, not through the perceived cost of new ones.

Model insight on empirical evidence. Complementing work on centralizing ex-

5



ante consent (Farronato et al., 2025), the model clari�es how transparency about ex-post

management generates engagement and trust gains through a distinct channel: reducing

the intrinsic privacy costs at the central layer by increasing perceived control, rather than

simplifying the choice architecture at the consent-level layer.

The broader insight is that consumers bear real privacy costs on platforms, and �rms

should not assume these costs are negligible simply because users continue to share data.

Counterintuitively, transparency about data reversibility decreases these costs. It does not

change the consent-level tradeo�, since app-level consent is invariant to ri and contextual

data �ows are una�ected, but it improves the decision environment at the central layer. Users

who know they can reverse past consent face lower intrinsic friction, perceive greater control

over their data, and consequently engage more deeply and trust the platform more. The

punchline is that transparency pays: it is incentive-compatible with the platform because

it builds trust without disrupting the data �ows that sustain the third-party ecosystem.

Section 5 provides the empirical evidence.

3 Related Literature

This paper contributes to several interconnected literatures spanning the economics of pri-

vacy, platform design, information provision, and behavioral responses to salience. We dis-

cuss each in turn, highlighting how our setting and �ndings extend existing knowledge.

I. Privacy Economics and Perceived Control. Our paper relates most directly to the

literature on the economic consequences of privacy controls and disclosures on digital plat-

forms. As Goldfarb and Que (2023) survey, the economics of digital privacy centers on the

tension between the bene�ts of data �ows (innovation, personalization, and matching) and

the costs borne by consumers, both intrinsic (disutility from being observed) and instrumen-

tal (risks of discrimination, manipulation, or breach). A foundational �nding in this area is

that perceived control over personal data can enhance, rather than diminish, the e�ectiveness

of data-dependent services. Tucker (2014) demonstrates that Facebook's introduction of en-

hanced privacy controls increased the click-through rate of personalized ads, consistent with

the idea that perceived control reduces psychological resistance to data use. We complement

and replicate this �nding in a new major-platform setting a decade later: our design holds

the privacy controls constant and varies only transparency about their existence, providing

causal evidence that the information channel alone is su�cient to generate engagement and

trust gains.

The empirical evidence on whether privacy salience helps or harms platforms is mixed.

6



Burtch et al. (2015) �nd that privacy controls on a crowdfunding platform have both pos-

itive (comfort) and negative (priming) e�ects, with the net e�ect depending on the timing

of disclosure. Adjerid et al. (2016) show that privacy policy reminders a�ect consent for

health information exchanges only when combined with �nancial incentives. Most relevant

to our downstream results, Adjerid et al. (2019) demonstrate that choice architecture-induced

changes in upstream privacy choices do not cascade into downstream behaviors like browsing

or transactions, a �nding we extend by showing that platform-level information also fails to

alter contextual app-level consent decisions.

Our contribution is to show that, in a high-stakes �nancial platform setting, the net e�ect

of transparency about privacy features on engagement is unambiguously positive, operating

through perceived control among privacy-sensitive users.

The broader economics of privacy literature has examined how privacy regulation a�ects

market outcomes ((Acquisti et al., 2016; Goldfarb and Tucker, 2012; Miller and Tucker,

2009)). Acquisti et al. (2016) provide an in�uential survey of the behavioral economics of

privacy, documenting systematic deviations between stated privacy preferences and revealed

behaviors, the �privacy paradox.� Goldfarb and Tucker (2011) show that privacy regulation

(the EU's e-Privacy Directive) signi�cantly reduced the e�ectiveness of online advertising.

Our paper contributes to this literature by demonstrating that voluntary platform communi-

cation about privacy features, as opposed to mandatory regulation, can build trust without

the adverse e�ects on data �ows that regulatory mandates sometimes produce.

II. Heterogeneous Privacy Preferences. A growing literature recognizes that con-

sumers di�er systematically in their privacy preferences, and that this heterogeneity has

important implications for platform strategy and welfare analysis. Lin (2022) develops a

framework that disentangles privacy preferences into intrinsic and instrumental components,

showing that intrinsic preferences, de�ned as the disutility from data sharing per se inde-

pendent of consequences, account for a substantial share of total privacy valuation. Our

heterogeneity analysis maps directly onto this framework: we use a survey-based measure

of intrinsic privacy sensitivity (self-assessed relative to peers) and show that downstream

engagement e�ects are concentrated among high-intrinsic users.

Using survey and behavioral data from the same Alipay platform, Chen et al. (2025)

document a �data privacy paradox� at the app level: users who express stronger privacy

concerns paradoxically derive greater utility from data-intensive services, because the omit-

ted variable driving both concern and usage is demand for digital services. Our �ndings

complement theirs and o�er a resolution from the platform design side: privacy-sensitive

users respond most positively to information about privacy controls, suggesting that their
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elevated engagement re�ects enhanced perceived control over data that they value sharing,

not lower actual concern. When combined with the �nancial inclusion evidence in Ouyang

(2022), who shows on the same platform that the data generated through cashless payment

signi�cantly expands credit access, a coherent picture emerges: privacy-sensitive users stand

to gain most from data-intensive services, and providing them with credible revocation op-

tions unlocks this value by reducing the perceived risk of engagement. This is consistent

with theoretical work on the value of choice and control ((Brandimarte et al., 2013)), which

shows that even non-exercised options to restrict data sharing can reduce the psychological

cost of participation.

More broadly, the literature on heterogeneous responses to privacy interventions under-

scores the importance of user-level variation. Athey et al. (2017) present a discrete-choice

experiment revealing substantial heterogeneity in privacy valuations, with many users willing

to share data for small incentives while a tail cares deeply about privacy. Our �eld experiment

complements such survey-based approaches by documenting how heterogeneous preferences

translate into di�erential behavioral responses to a real-world information intervention.

III. Information Provision and Salience. Our paper also contributes to the broader

literature on how information provision a�ects consumer behavior, extending insights from

product markets to digital privacy. In the food labeling context, Bollinger et al. (2011)

show that mandatory calorie posting at Starbucks reduces average calories per transaction

by 6%, attributing the e�ect to a combination of consumer learning and increased salience.

Araya et al. (2022) �nd that warning labels on cereal packages decrease demand, with larger

e�ects among lower-socioeconomic groups. In contrast, Adalja et al. (2023) demonstrate

that mandatory GMO labeling has no incremental e�ect in markets where voluntary labels

already exist, highlighting the importance of the informational baseline.

4 Empirical Strategy

This section describes the institutional setting, experimental design, data construction, and

econometric framework. We begin with the platform context that motivates our study, then

detail the �eld experiment, present descriptive evidence supporting our identi�cation, and

specify the estimating equations.
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4.1 Institutional Background

Alipay, launched in 2004 by Alibaba Group, is one of the world's largest digital platforms,

processing vast transaction volumes and serving over one billion users and millions of mer-

chants. Originally a payment service, Alipay has evolved into a �super-app� integrating

digital �nancial services (consumer credit, wealth management, and investment products)

alongside its core payment functions (see Ouyang (2022), for evidence on how Alipay's pay-

ment infrastructure generates data that expands credit access). Crucially, it also aggregates

daily life services through a library of over two million third-party mini-apps, covering trans-

portation, local shopping, government services, and more.

This multi-layered architecture makes Alipay a compelling environment for studying pri-

vacy behavior. At the consent-level layer, users routinely grant data authorizations to third-

party mini-apps to access speci�c services. Each mini-app may request access to di�erent

types of personal data, such as location, contacts, and payment history, for di�erent pur-

poses, and the user makes a binary consent decision at the point of app use. Que (2026)

studies these consent-level authorization decisions and documents that they are shaped by

contextual factors: a user's response to one app's data request can spill over to subsequent

requests, with the e�ect depending on the nature of the service and whether the user reviewed

the privacy terms. Chen et al. (2025) show that on this platform, users with stronger privacy

concerns do not share less data, a �data privacy paradox� explained by the fact that privacy-

concerned users also have higher demand for the digital services that require data sharing.

These contextual authorization decisions coexist with centralized privacy management tools

at the central layer that allow users to review and revoke authorizations across all apps

from a single interface. The platform's �nancial dimension adds a meaningful trust margin:

users can hold asset balances (e.g., in money market funds), providing a revealed-preference

measure of trust in the platform's data practices that goes beyond stated preferences or

engagement metrics.

In 2024, Alipay introduced new centralized data authorization management tools within

its User Protection Center (the �settings� page). These tools allow users to view a com-

prehensive list of all third-party apps that have been granted data access, and to revoke

authorizations centrally rather than navigating to each app individually. The tools were

deployed platform-wide, meaning all users had access regardless of experimental assignment.

Our experiment varies only whether users are informed about these tools.
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4.2 The Field Experiment

We conduct a randomized �eld experiment on the Alipay platform in May 2024. The exper-

iment takes the form of an A/B survey distributed through the message box at the center of

Alipay's front page, a highly visible channel, to a random sample of 4.5 million active users.

Participants are randomly assigned to one of two groups:

� Control group: Receives a benchmark survey measuring privacy preferences, con-

cerns, data protection principles, consent motives, and platform knowledge (Questions

Q1�Q5).

� Treatment group: Receives the identical benchmark survey plus an additional ques-

tion (the �information treatment�) that asks whether users know about and have used

the data authorization lists in the privacy center, accompanied by a visual highlighting

the tools' location.

The survey was distributed on May 14, 20242, with responses collected through May 22,

2024. We received 4,136 responses in the treatment group and 4,138 in the control group,

yielding a total sample of 8,274 respondents.

Survey Design. The benchmark survey comprises �ve sections designed to measure users'

understanding of and preferences for data sharing, all administered identically to both

groups:

� Q1 (Satisfaction): �What is your level of satisfaction with Alipay's privacy protec-

tion?� (5-point scale)

� Q2 (Concern): �How concerned are you about sharing data with Alipay?� (Very/Mildly/Not

concerned)

� Q3 (Data protection principles): Users select which protections they value most:

minimum collection, data leak prevention, limiting third-party sharing, no price dis-

crimination, ability to retrieve data.

� Q4 (Consent motives): Measures both intrinsic privacy preferences (Q4a: �Do you

consider yourself more privacy-sensitive than people around you?�) and instrumen-

tal motives for sharing data (Q4b: trust, resignation, no negative experience, service

necessity).

2The treatment was distributed on May 14, 2024. We de�ne the pre-treatment period as weeks −7
through −1 and the post-treatment period as weeks +1 through +10 relative to the treatment week.
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� Q5 (Platform knowledge): Users indicate whether they �Know� or �Don't know�

the location of: the Protection Center (settings), advertising personalization controls,

and central data authorization cancellation tools.

The Information Treatment. The treatment group receives an additional question after

all benchmark questions, asking whether users know about and have used the data autho-

rization lists located in the User Protection Center. Figure 1 shows the treatment screen.

The key design feature is that this question simultaneously informs users about the tools'

existence and location while appearing as a natural survey question, minimizing demand

e�ects. The treatment makes salient two elements: (1) the User Protection Center page

(the top-level �settings� page), and (2) the speci�c Privacy Protection section containing

centralized data authorization lists.

4.3 Data and Descriptive Evidence

We construct a panel dataset at the individual-day level covering April 1 to July 31, 2024,

spanning seven weeks before and approximately ten weeks after the treatment date.

Outcome Variables. We organize our outcome variables into three categories:

� Direct privacy actions (daily): Binary indicators for whether a user visits the data

authorization list page, visits the general settings page, or actively cancels an app's

data authorization on a given day.

� App-level data consent (weekly): The number of third-party apps a user autho-

rizes (downloads with data consent) and the ratio of authorized apps to total apps

downloaded, aggregated weekly.

� Platform engagement and trust (weekly): Log page views, log active duration,

and log asset balance held on the platform, aggregated weekly.

Heterogeneity Measures. We de�ne two key moderating variables from the benchmark

survey responses, which are measured identically for both treatment and control groups:

� Intrinsic privacy sensitivity: A binary indicator equal to 1 if the user responded

�Agree� to Q4a (�Do you consider yourself more privacy-sensitive than people around

you?�).

� Platform knowledge: A binary indicator equal to 1 if the user responded �Know� to

Q5(2), indicating awareness of how to manage advertising personalization settings.
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4.3.1 Sample Characteristics and Balance

Figure 2 presents the distribution of survey responses across all benchmark questions, com-

paring treatment and control groups. The distributions are visually balanced across all

dimensions, con�rming the validity of the randomization.

Several patterns merit discussion. In Q1, over half of users in both groups report the

highest satisfaction level (level 5) with Alipay's privacy protection. In Q2, approximately

two-thirds are �Very� or �Mildly� concerned about sharing data, a concern unsupported by

Q4b, where the dominant motives for sharing are �Need to use the service� (≈ 78%) and

�Trust the platform� (≈ 75%), consistent with the pragmatic trade-o�s documented by Chen

et al. (2025). A striking ≈ 73% of users in both groups consider themselves more privacy-

sensitive than their peers (Q4a), providing a large high-intrinsic subsample for heterogeneity

analysis. Finally, Q5 reveals a gradient in platform knowledge: while over 70% know the

general privacy center, knowledge drops to ≈ 66�67% for more speci�c tools like advertising

personalization controls and data authorization cancellation, motivating our investigation of

knowledge-based heterogeneity.

Figure 1: The Information Treatment: Data Authorization Lists in the Privacy Center

Note: Screenshot of the treatment question shown to users in the treatment group. The page

name at top is �User Protection Center� (referred to as �settings� in the analysis). The magni�ed

section highlights the �Privacy Protection� area containing centralized data authorization lists,

which are the newly implemented tools that allow users to manage all third-party app

authorizations from a single location. The original interface is in Chinese.

Figure 3 complements the survey-based balance check with observed demographic char-
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Figure 2: Balance Between Treated and Control Users: Distribution of Survey Responses

Note: Distribution of responses to each benchmark survey question, separately for treated and

control users. Questions Q1�Q5 are administered identically to both groups. The close alignment

across all dimensions con�rms balance from the randomization.
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Figure 3: Balance on Demographic Characteristics: Age and Education

Note: Demographic composition of the survey sample by treatment group. The close alignment on

age and educational distributions across treatment and control con�rms the validity of the

randomization.

acteristics. The sample is predominantly young working-age adults: the 26�35 age group

accounts for the largest share in both treatment (36.7%) and control (36.1%), followed by the

36�45 cohort (≈ 29%). Users aged 18�25 and 46�55 each constitute roughly 13�15%, while

those over 56 represent approximately 6�7%. In terms of educational attainment, the largest

identi�able group demonstrates strong balance across treatment and control conditions.

4.4 Empirical Speci�cation

Our main empirical speci�cation is a di�erence-in-di�erences model:

Yit = αi + λt + β · POSTt · Treati + γ ·Hi · POSTt · Treati + εit (7)

where Yit is the outcome for individual i on day (or week) t, αi denotes individual �xed

e�ects, λt denotes time �xed e�ects, POSTt is an indicator for the post-treatment period

(weeks +1 through +10 relative to treatment), Treati is an indicator for assignment to

the treatment group, Hi is a heterogeneity measure (either intrinsic privacy sensitivity or

platform knowledge), and εit is the error term. The coe�cient β captures the average

treatment e�ect on the treated, and γ captures treatment e�ect heterogeneity for high-Hi

users.

Direct E�ects. For daily outcomes (e.g., visits to the privacy center or authorization

cancellations), we estimate equation (7) at the individual-day level.
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Downstream E�ects. For weekly outcomes (e.g., app-level consent and platform engage-

ment), we estimate equation (7) at the individual-week level, aggregating daily actions and

behavioral metrics.

Heterogeneity. We also estimate the model with heterogeneity interactions, interacting

Hi ·POSTt ·Treati to assess whether treatment e�ects vary by intrinsic privacy sensitivity or
platform knowledge. This allows us to test whether the information treatment is more or less

e�ective for particular user subgroups, and to isolate the mechanisms driving engagement

and trust responses.

5 Results

This section presents the empirical results in three parts. We �rst examine the direct e�ects

of the information treatment on privacy tool usage (Section 5.1), then analyze downstream

e�ects on data-consent decisions and platform engagement (Section 5.1.2), and �nally de-

compose the e�ects along two dimensions of user heterogeneity (Section 5.2). Throughout,

we link the �ndings back to the framework in Section 2.

5.1 Main E�ect of Information Treatment

5.1.1 Direct E�ects on Privacy Tool Usage

Table 1 presents estimates of Equation (9) for the three direct outcome variables. Column (1)

reports the e�ect on visiting the data authorization list (�DAL�), the speci�c tool highlighted

by the treatment. The coe�cient on Post×Treat is 0.022 (p < 0.01), indicating that treated

users are 2.2 percentage points more likely to visit the DAL after the treatment. Given the

pre-treatment average of just 1.18%, this represents a 186% increase in the probability of

visiting the tool, a large e�ect driven by the very low baseline.

Column (3) shows the e�ect on actively canceling an app's data authorization. The

coe�cient of 0.018 (p < 0.01) indicates that treated users are 1.8 percentage points more

likely to revoke an authorization, a 49% increase relative to the pre-treatment average of

3.69%. This result con�rms that the information treatment not only increased tool visitation

but also triggered substantive privacy management actions.

Column (2) provides an important placebo-like check. The outcome is whether a user

visits the general settings page (the User Protection Center), which is broadly known to the

population (over 70% of users report knowing it in Q5). The null coe�cient (0.012, p >

0.10) indicates that the treatment did not increase visits to the general settings page. This
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speci�city is informative: the treatment directed users to the particular tools highlighted,

rather than prompting a general increase in privacy-related exploration.

Table 1: Direct E�ects of the Information Treatment

dummy_dal
(shock)
(1)

dummy_setting
(2)

dummy_cancel
(3)

Post 0.005∗∗ 0.047∗∗∗ 0.027∗∗∗

(0.002) (0.006) (0.004)
Post × Treat 0.022∗∗∗ 0.012 0.018∗∗∗

(0.004) (0.009) (0.006)
Observations 16,548 16,548 16,548
Individual FE Yes Yes Yes
Clustered error user user user
Pre-shock avg. 1.18% 10.56% 3.69%
Note: ∗p < 0.1; ∗∗p < 0.05; ∗∗∗p < 0.01

5.1.2 Downstream E�ects on Engagement and Data Consent

Table 2 presents estimates of Equation (10) for downstream outcomes. The results reveal

a striking asymmetry: the information treatment has no e�ect on contextual data-sharing

decisions but signi�cantly increases platform engagement and trust.

Columns (1) and (2) examine app-level data authorization decisions. Both the number of

apps authorized (column 1) and the authorization rejection rate (column 2) show precisely

estimated null e�ects, with point estimates near zero. This is consistent with the contextual

insensitivity result in Equation (8): contextual decisions about granting data access to indi-

vidual apps are driven by the immediate utility of the app at the point of use and are not

sensitive to platform-level information about privacy tools.

Columns (3)�(5) examine platform engagement and trust. Page views increase by 2.4%

(p < 0.05), active duration increases by 2.7% (p < 0.05), and asset balances increase by 6.4%

(p < 0.10). The asset balance result is particularly notable: it captures a �nancial commit-

ment to the platform that re�ects genuine trust, not merely casual browsing. Together,

these results are consistent with Equation (6): the information treatment raises perceived

ease of revocation ri, which reduces the friction cost ψi = ψ̄+θi(1−ri) and increases optimal
engagement e∗i .

The event study evidence in the next subsection provides a dynamic view of these e�ects

and validates the parallel trends assumption.
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Table 2: Downstream E�ects of the Information Treatment

app auth engagement/activity
download

(1)
rejection rate

(2)
page view

(3)
duration

(4)
asset bal.

(5)
Post × Treat 0.002 −0.002 0.024∗∗ 0.027∗∗ 0.064∗

(0.006) (0.004) (0.012) (0.012) (0.038)
Observations 124,110 124,110 165,480 165,480 165,480
Individual FE Yes Yes Yes Yes Yes
Week FE Yes Yes Yes Yes Yes
Clustered error user user user user user
Note: ∗p < 0.1; ∗∗p < 0.05; ∗∗∗p < 0.01. Engagement outcomes are log-transformed.

5.1.3 Event Study Evidence

To validate the parallel trends assumption and examine the dynamics of the treatment e�ect,

Figure 4 presents event study estimates for the three engagement outcomes. We estimate a

fully dynamic version of Equation (10) that replaces the single POSTt · Treati interaction
with a series of bi-weekly period interactions.

Two features of Figure 4 are noteworthy. First, the pre-treatment coe�cients are close

to zero and statistically insigni�cant across all three outcomes, con�rming that the parallel

trends assumption holds. Second, the treatment e�ects emerge gradually in the post-period

rather than appearing as a sharp jump, consistent with transparency building trust over

time rather than producing an immediate behavioral response. For page views (panel a),

the coe�cients grow steadily from approximately 0.01 in the �rst post-treatment period to

0.07 by the end of the observation window. This growing pattern suggests the e�ects may

persist or even strengthen beyond our sample period.
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(a) Log Page Views

(b) Log Active Duration

(c) Log Asset Balance

Figure 4: Event Study: Main E�ects on Platform Engagement

5.2 Heterogeneity

We now decompose the treatment e�ects along two dimensions, intrinsic privacy sensitivity

and platform knowledge, to distinguish between the mechanisms identi�ed in our conceptual

framework.
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5.2.1 Intrinsic Privacy Preferences

Direct E�ects. Table 3 examines whether intrinsic privacy sensitivity moderates the direct

e�ects on tool usage. All triple interaction terms are small and insigni�cant, con�rming that

high-intrinsic users do not visit the privacy tools more than low-intrinsic users after receiving

the information. This is a key result: the engagement e�ects are not mediated by di�erential

tool use. Instead, the mere awareness of privacy controls�enhanced by the information

treatment�appears to bolster perceived control and trust among privacy-sensitive users,

even without additional action. This pattern is consistent with Tucker (2014) and with the

psychological literature on the value of having options even when they are not exercised

(Brandimarte et al., 2013).

Table 3: Direct E�ects by Intrinsic Privacy Sensitivity

dummy_dal
(shock)
(1)

dummy_setting
(2)

dummy_cancel
(3)

Post 0.003 0.037∗∗∗ 0.019∗∗

(0.005) (0.011) (0.008)
Post × Treat 0.023∗∗∗ 0.021 0.019

(0.007) (0.016) (0.012)
Post × Intrinsic 0.003 0.014 0.010

(0.005) (0.013) (0.010)
Post × Treat × Intrinsic −0.001 −0.011 −0.001

(0.009) (0.019) (0.014)
Observations 16,548 16,548 16,548
Individual FE Yes Yes Yes
Clustered error user user user
Note: ∗p < 0.1; ∗∗p < 0.05; ∗∗∗p < 0.01

Event Study Evidence. Figure 5 presents event study estimates of the triple interaction

(Post×Treat×Intrinsic) across the three engagement outcomes. The pre-treatment coe�-
cients cluster around zero across all three panels, con�rming that the di�erential response of

high-intrinsic users is not driven by pre-existing di�erential trends. The divergence emerges

gradually after the treatment, mirroring the pattern in the main e�ects and consistent with

trust building over time.
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(a) Log Page Views

(b) Log Active Duration

(c) Log Asset Balance

Figure 5: Event Study: Heterogeneous E�ects by Intrinsic Privacy Sensitivity

5.2.2 Platform Knowledge

Direct E�ects. Table 4 reports the direct e�ects moderated by platform knowledge. The

triple interaction Post × Treat × Knowledge is negative and signi�cant for DAL visits

(−0.016, p < 0.10) and authorization cancellations (−0.023, p < 0.10), indicating that the

direct treatment e�ects are concentrated among low-knowledge users. This is consistent with

Equation (7): the information treatment closes an awareness gap that is most binding for

users who were previously unaware of the privacy tools.
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Table 4: Direct E�ects by Platform Knowledge

dummy_dal
(shock)
(1)

dummy_setting
(2)

dummy_cancel
(3)

Post 0.005 0.041∗∗∗ 0.024∗∗∗

(0.003) (0.006) (0.005)
Post × Treat 0.033∗∗∗ 0.023∗∗ 0.033∗∗∗

(0.008) (0.011) (0.010)
Post × Knowledge −0.004 −0.008 −0.010

(0.004) (0.007) (0.007)
Post × Treat × Knowledge −0.016∗ −0.015 −0.023∗

(0.009) (0.013) (0.012)
Observations 16,548 16,548 16,548
Individual FE Yes Yes Yes
Clustered error user user user
Note: ∗p < 0.1; ∗∗p < 0.05; ∗∗∗p < 0.01

Downstream E�ects. Table 5 shows that the knowledge-based heterogeneity does not

extend to downstream engagement outcomes. All triple interactions are small and statisti-

cally insigni�cant, con�rming that the engagement and trust increases are not driven by the

low-knowledge users who exhibited the largest direct e�ects. This dissociation between the

direct and downstream heterogeneity patterns is the key empirical �nding that allows us to

separate the information channel (Channel 1) from the perceived-control channel (Channel

2). If engagement increases were simply a byproduct of increased tool use, we would expect

them to be concentrated among the same low-knowledge users who exhibited the largest

direct e�ects. This is not what we observe. Instead, the engagement increases are driven by

the high-intrinsic users who exhibited the largest downstream e�ects.

6 Conclusion

This paper provides causal evidence that transparency about privacy management tools,

holding the tools themselves constant, signi�cantly increases platform engagement and trust

without reducing data sharing in the platform's third-party app ecosystem. The mechanism

is that transparency increases perceived control, which reduces the intrinsic privacy costs

users bear at the platform level and improves their decision environment. Using a large-scale

�eld experiment on Alipay involving over 8,000 users, we show that an information treatment

highlighting centralized data authorization controls produces three distinct e�ects.

First, the treatment substantially increases direct engagement with the highlighted pri-

21



Table 5: Downstream E�ects by Platform Knowledge

app auth engagement/activity
con�rm
(1)

con�rm/total
(2)

page view
(3)

asset bal.
(4)

Post × Treat −0.002 −0.007 0.017 0.043
(0.009) (0.006) (0.018) (0.072)

Post × Knowledge −0.011 −0.011∗∗ −0.009 −0.014
(0.008) (0.005) (0.017) (0.063)

Post × Treat × Knowledge 0.006 0.007 0.007 0.037
(0.012) (0.008) (0.023) (0.087)

Observations 124,110 124,110 124,110 124,110
Individual FE Yes Yes Yes Yes
Week FE Yes Yes Yes Yes
Clustered error user user user user
Note: ∗p < 0.1; ∗∗p < 0.05; ∗∗∗p < 0.01

vacy tools: treated users are 186% more likely to visit the data authorization list and 49%

more likely to cancel an app's data authorization, relative to pre-treatment baselines. Sec-

ond, the treatment increases downstream platform engagement, with page views rising by

2.4%, active duration by 2.7%, and asset balances by 6.4%, while having precisely esti-

mated null e�ects on contextual app-level data consent decisions. Third, the direct and

downstream e�ects are driven by distinct user segments: direct tool usage is concentrated

among low-knowledge users (consistent with closing an awareness gap), while engagement

and trust increases are concentrated among intrinsically privacy-sensitive users (consistent

with enhanced perceived control).

Implications for Platform Strategy. These �ndings o�er actionable insights for plat-

form operators navigating the tension between user privacy empowerment and ecosystem

data needs. The key takeaway is that transparency pays. Consumers bear real privacy costs

on platforms, and �rms should not assume these costs are negligible simply because users

continue to share data. Counterintuitively, transparency about data reversibility decreases

these costs, not by changing consent-level choices, but by improving the decision environ-

ment at the platform level. Users who perceive greater control over their data face lower

intrinsic friction, engage more deeply, and trust the platform more, without reducing the

contextual data �ows that sustain third-party services.

The heterogeneity results suggest that a di�erentiated communication approach may

be optimal. For users with high intrinsic privacy sensitivity, the primary bene�t of privacy

communication is the trust and engagement it generates through enhanced perceived control,
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even without active tool use. For users with low platform knowledge, the primary bene�t is

awareness of tools they would otherwise not discover. Platforms could leverage these insights

by tailoring privacy communications to user segments, though we note this recommendation

is speculative and awaits direct experimental testing.

Implications for Privacy Regulation. Our �ndings also speak to ongoing regulatory

debates about privacy disclosure requirements. Regulations like GDPR and PIPL mandate

that platforms provide privacy controls, but there is limited evidence on whether informing

users about these controls achieves the regulators' intended goals or produces unintended

consequences. Our results suggest that information provision successfully directs users to-

ward privacy tools (especially less sophisticated users) and builds platform trust, without

producing the chilling e�ects on data sharing that platforms may fear. This supports the case

for disclosure mandates as a complement to substantive privacy protections, with the caveat

that our evidence comes from a setting where the platform itself, rather than a regulator,

delivers the information.

Limitations. We acknowledge several limitations that point toward future research. First,

our observation window captures e�ects over approximately ten weeks post-treatment; whether

the trust and engagement e�ects persist, grow, or decay over longer horizons remains an open

question. The event study evidence (Figure 4) suggests a growing pattern that may continue

beyond our sample, but this is speculative. Second, while randomization addresses selection

into treatment, the speci�c survey-based delivery mechanism may interact with user atten-

tion in ways that di�er from other communication channels (e.g., push noti�cations, in-app

banners). Testing alternative delivery mechanisms would strengthen external validity. Third,

our measure of intrinsic privacy sensitivity relies on self-report (Q4a), which, while practi-

cally convenient and well-motivated by Lin (2022), may su�er from social desirability bias.

Fourth, we study a single platform in a speci�c regulatory environment; whether our �nd-

ings generalize to platforms with di�erent data practices, user demographics, or regulatory

regimes is an empirical question.

Future Research. Several extensions would be valuable. Direct experimental comparison

of di�erent communication strategies, varying the framing, timing, and channel of privacy

information, could inform optimal platform communication design. Structural estimation of

the perceived-control mechanism, building on the framework in Lin (2022), could quantify

the welfare implications of transparency. Finally, studying the general equilibrium e�ects of

platform-wide privacy disclosure, including potential responses by third-party app develop-
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ers, would complete the picture of how transparency reshapes digital ecosystems.

Overall, our �ndings demonstrate that the perceived tension between user privacy em-

powerment and platform data needs is less acute than commonly assumed. Transparency

about privacy features operates through perceived control rather than through chilling ef-

fects: it improves the decision environment by giving users clarity and the freedom to reverse

past choices, which reduces intrinsic costs and builds trust. Transparency pays, not despite

the existence of consumer privacy costs, but because of them.
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