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Abstract

We measure firms’ value of consumer data, or digital footprints, and consumers’
privacy preferences by using a combination of option and stock data on various
regulatory policies. Standard methods such as CARs underestimate the negative
stock returns on consumer-app-intensive firms during the passage of GDPR, CCPA,
or DSLC. Option-based methodologies estimate the average negative stock returns
around −7%, amounting to a market cap loss of $0.20 billion for big tech firms
during the GDPR passage, $0.32 billion during the CCPA passage, or $0.40 billion
during the DSLC passage. Standard methods estimate the effect to be less than
1.5% for the passage of GDPR and CCPA and less than 4% for the passage of DSLC.
Complementary to this methodology, we also estimate changes in firm app privacy
settings at the mobile-app permission level, which allows us to estimate the value
of data tracking back to different digital footprints. Permissions related to fintech
payments are worth 1.3% of a firm’s stock price. Additionally, we find that the passage
of data protection regulations is associated with a decrease in the downloads and the
active users of apps. Our findings are more significant among firms or apps with
fewer active app users, suggesting that the passage of data privacy regulations has
a more negative impact on firms with smaller capabilities for collecting data from
existing app users. Together, these results suggest that the value of consumer data is
a major component of tech firm value.
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1 Introduction

In recent years, the rapid proliferation of mobile applications and the increasing digital

footprint of consumers have led to a wealth of data, commonly referred to as “big data”.

This rich source of information, encompassing a wide array of consumer preferences and

behaviors, has become particularly accessible to large technology firms such as Meta and

Google. These firms, due to their extensive user base and data collection capabilities, are

in a unique position to gather and analyze this information. In this paper, we estimate

the value of big data derived from consumers’ digital footprints on mobile applications

as well as other sources in general, while also considering the privacy implications and

the impact of regulations such as the General Data Protection Regulation (GDPR), the

California Consumer Privacy Act (CCPA), and the Data Security Law of the People’s

Republic of China (DSLC).

The consumer’s digital footprint or privacy data is valuable for two main reasons.

First, it allows firms to extract consumer behavior and is thus valuable for marketing

purposes. Second, certain private data enables firms to streamline payment processes

while protecting the security of consumers using fintech technology. While the previous

literature mostly discusses the optimal privacy policies given consumer’s preferences1,

we take an alternative approach and accept those policies or changes in privacy settings

as given, while estimating the value of consumer data using the stock and option prices of

technology firms. Digital footprints can be a valuable data asset to firms (Berg et al., 2020),

but their exact value is yet to be known. We first estimate the value of digital footprints

or consumer data at the firm level and then break down the exact consumer privacy data

at a permission level, such as facial recognition or contact data of the consumers.

Empirically, the standard approach to studying these questions is to use stock price

reactions as direct measures of value change during important regulatory changes. The

problem with this approach, however, is that stock price reactions do not cleanly identify

any of the research questions posed above (Subramanian, 2004), as those events typically

are highly anticipated so the event study estimated of the passage of these law that tighten

consumer data collection is usually small. For example, the average negative return

before GDPR is 0.05%, suggesting that tightening the consumer data collection do not

affect technology firms in an economically meaningful way.

In this paper, we follow the approach of Borochin and Golec (2016) and show how
1See Goldfarb and Tucker (2012), Abowd and Schmutte (2019), Jones and Tonetti (2020), Fainmesser et al.

(2023), and Ali et al. (2023).
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call options written on technology firms can be used to identify the market’s beliefs about

the likelihood of the passage of these consumer data protection acts. marginal investors

set call option prices based on their assessments of the same sources of value change.

Like observed stock prices, observed call option prices can be written as a weighted

average of call option prices if the consumer protection acts were passed. As Barraclough

et al. (2013) show, because option prices on the technology firms are nonlinear functions

of the underlying stock prices, each call option provides an additional unique piece of

information about the passage of the consumer data protection act. With multiple call

option series on different technology firms, we can identify the market’s beliefs about all

of the sources of data value.

We first apply our technique to a sample of 21 stocks during the GDPR passage in 2016,

in which the firms had exchange-traded stock options. These stocks also have apps that

have at least 5 million downloads or have apps in the top 100 downloads in the Eurozone,

with more than 10 million market capital on the U.S. major stock exchange. We estimate

the GDPR passage probability at 97% one day before the EU passage, which implies a very

large adjustment in terms of affected stocks’ return. Before adjusting for the probability of

the GDPR happening, we estimate that technology firms with consumer apps gain 0.05%

of their stock price, but they lose 7.31%, amounting $0.20 billion total market capital after

adjustment.

Then, we estimate a similar outcome using the CCPA event. Different from GDPR,

this is a local event applying to firms operating in California. Similarly, as for GDPR, we

apply our technique to a sample of 21 stocks that have adequate apps users in the U.S.

as well as large market size during the CCPA passage in 2018. We estimate the CCPA

passage probability at 83% one day before the CCPA passage, which implies a very large

adjustment in terms of affected stocks’ return. Before adjusting for the probability of the

CCPA passage, we estimate that firms with consumer apps gain 1.49% of their stock price,

but the loss is 6.26%, amounting $0.32 billion total market capital after adjustment.

Next, we perform our event study methodology on the DSLC event, which is also

about a regional regulation that applies to firms operating in mainland China. Similar to

our analysis of GDPR and CCPA, we apply our technique to a sample of 19 stocks that

have significant app users in China’s app market and large market sizes on the U.S. stock

market during the DSLC passage in 2021. We estimate the CCPA passage probability at

90% one day before the DSLC passage. From our estimation, we observe that the market

began to anticipate the DSLC passage only one day before the event, indicating that the
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passage of DSLC was not highly anticipated by stock market participants compared to

GDPR or CCPA. Before adjusting for investors’ anticipation, we estimate that firms with

consumer apps lose 3.89% of their stock price. This loss increases to 7.06%, amounting to

$0.32 billion in total market capital after adjustment using our option-based methodology.

We also estimate the heterogeneous impact of the passage of privacy protection laws.

In general, we find that firms with less active app users are more likely to be influenced by

the data privacy regulation passage. Our finding exists when market equity is controlled

by including market equity as control variable or using value-weighted least regression

with market equity as weight. This might be because the firms have more app users who

persistently use their digital products. These users provide useful data for innovation,

which may mitigate the negative impact of data privacy regulations on these firms.

Eventually, we use Google Play store to complement our study for the value of

consumer data. we are able to tease out each permission add/drop using staggered

policy rollout by the technology firms. Because the unexpected nature of these events, our

option-based estimation yields a very similar result as the usual CARs. For this analysis,

we are able to break down the app-based study to a permission level, which includes 13

different important permissions. Specifically, permission related to streamlined payment

and fintech, such as the right to use fingerprint and the other to use use biometric in

general, on average cost 0.5% to 1% of the firm’s value, which is close to 0.07 billion dollar.

Others that are more deeply related to app users’ privacy and can be used to analyze

user’s behaviour, wealth, and, patterns, such as “Write External Storage”2 or “Receive

Boot Completed” 3, also are worth 1% of firm’s value which is close to 0.07 billions dollar.

Together with the results on consumer act passage, these results suggest that consumer

digital print worth a significant amount of value.4

What might be the possible explanation or channel for how changes in privacy

regulations influence firms’ values? We extend our analysis by investigating how data

2The “WriteExternalStorage” permission in Android allows an app to write and modify files on external
storage, such as SD cards or USB drives. With this permission, an app can create, update, or delete files
and directories on external storage, which can be used for various purposes such as saving user-generated
content, storing app-related data, or sharing files with other apps. This permission is important for apps
that need to manage data outside of their internal storage to avoid filling up the device’s limited internal
memory. Note that granting this permission also indirectly grants read access to external storage.

3This is useful for apps that need to perform specific tasks or start certain services when the device boots,
such as scheduling alarms, starting background services, or re-initializing app-related data.

4There are other permissions such as vibrate or call phone, or install shortcut that also matter for
firm value. But these permission are more for the rights as interactive purposes rather than the value
of consumer data. They are more for the value of privacy.
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privacy regulations impact app activities. We find that the adoption of data protection

regulations, such as GDPR and CCPA, is associated with a decrease in the number

of active users of apps, especially those with higher data collection intensity. These

results are more significant for apps with fewer active users. Our findings indicate that

data privacy regulations might harm the quality of data-intensive innovations in apps,

particularly for apps with smaller groups of existing users. This is consistent with our

discussion on the heterogeneous effects of data privacy regulation passage on the capital

market.

Our paper is related to the literature on consumer data privacy and firm’s rent.

Ichihashi (2020) show that while firms that collect more consumer data may serve their

consumers better, they are also likely to price discriminate against consumers which

lower consumers’ surplus. Liu et al. (2020, 2023) show that large technology firms exploits

the consumer privacy data through temptation goods and negative externality. Our

research takes these policies as given as estimate the value of consumer digital footprints

to firms and show that laws that favors the privacy of consumers are extremely costly to

firms and perhaps consumers alike.

More generally, our research is related to the value of information, innovation and

other potential tangible and intangible assets. Kadan and Manela (2019) show that

investors are welling to pay 3% to 5% of their wealth for information such as economic

indicators. Chen et al. (2019) estimate the value of fintech innovation. Our research shows

that consumer’s digital footprints are extremely valuable. Permissions that are related to

fintech payments worth 2% of a firm’s stock price. The average negative stock returns

range from -10% to -20% when law enactment limits technology firms’ collection of digital

footprints.

2 Institutional background

2.1 The data protection laws: GDPR, CCPA, and DSLC

The collection and use of private data raise significant concerns regarding consumer

privacy. As technology firms and businesses increasingly rely on big data to drive

innovation, ensuring the protection of personal information and maintaining user trust

has become paramount. In response to these concerns, regulations such as the General

Data Protection Regulation (GDPR) in the European Union and the California Consumer
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Privacy Act (CCPA) in the United States have been enacted to safeguard consumer

privacy and grant individuals greater control over their personal data. In this section,

we provide a brief introduction to the passage of these two regulations.

In the European Union, GDPR is one of the earliest and toughest data privacy

regulations around the world, which is adopted by 28 countries that have active mobile

app markets in the European Union. Since October 24, 1995 when 95/46/EC was

adopted, GDPR has had a long-term discussion before this law was officially passed by

European Union on April 14, 2016 and came into force on May 25, 2018. A salient feature

of GDPR is that it requires obtaining clear and explicit consent from individuals before

collecting and processing their personal data. For example, in Art. 12 of Chapter 3, GDPR

documents the transparent information, communication, and modalities for the exercise

of the rights of the data subject as:

“... The controller shall take appropriate measures to provide any information

referred to in Articles 13 and 14 and any communication under Articles 15 to 22

and 34 relating to processing to the data subject in a concise, transparent, intelligible

and easily accessible form, using clear and plain language, in particular for any

information addressed specifically to a child. The information shall be provided in

writing, or by other means, including, where appropriate, by electronic means. When

requested by the data subject, the information may be provided orally, provided that

the identity of the data subject is proven by other means...”

Compared to GDPR, the passage of CCPA has a relatively shorter period of discussion.

CCPA was applied to customers in California on June 28, 2018, protecting their rights

and cybersecurity by giving the State of California a capable framework for enforcing

data privacy regulations. Similar to GDPR, the CCPA emphasizes individuals’ “rights to

know” of the data collection procedure. Consumers in California have the legitimacy to

know how their personal data is collected by companies. To be specific, in the section of

“General Information About the CCPA,” this law documents that:

“You can request that a business disclose to you: (1) the categories and/or specific

pieces of personal information they have collected about you, (2) the categories of

sources for that personal information, (3) the purposes for which the business uses that

information, (4) the categories of third parties with whom the business discloses the

information, and (5) the categories of information that the business sells or discloses

to third parties. You can make a request to know up to twice a year, free of charge.”
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Similar to GDPR and CCPA, DSLC requires digital firms to protect consumers’ data

privacies. This is one of the earliest data protection laws in China. Signed on June 11,

2021 by China’s president, Xi Jinping, this law documents that:

“Article 8: When carrying out data processing activities, one must abide by

laws and regulations, respect social morality and ethics, abide by business ethics

and professional ethics, be honest and trustworthy, fulfill data security protection

obligations, assume social responsibilities, and shall not endanger national security

or public interests, or damage the legitimate rights and interests of individuals and

organizations.”

In general, GDPR and CCPA require consumers’ right to know that their personal

data is collected by these digital firms, and DSLC restricts firms’ invasions in consumers’

privacy. Although this helps protect customers’ rights, these three laws also limit the

data collection capabilities of digital firms. This is because data protection regulations

may limit the quantity and quality of personal information that a firm may collect

from its consumers and, thus, reduce the quality of the digital services provided by

this firm. In our paper, we use option-based event study methodology to estimate

the potential negative impact of data privacy regulations on digital firms’ values. We

focus on the passage of each data privacy regulation, as before their passage, the market

has expectations on the forthcoming events which may lead to biases in the standard

estimations by cumulative abnormal returns.

2.2 Important permissions

In this section, we document the important privacy permissions that are requested by

the mobile apps for data collection. We present some of the most important ones that are

related to financial technology and privacy data collection on Android which we later use

for event-study.

First we present fintech technology that is specifically used for payment: 1. Use-

Biometric: This permission allows the app to access and use the device’s biometric

features, such as facial recognition or fingerprint scanning, to authenticate the user.

This is typically used for secure logins or to authorize transactions. 2. UseFingerprint:

This permission allows the app to access and use the device’s fingerprint scanner for

authentication purposes. Similar to UseBiometric, it is used for secure logins and

authorizing transactions.
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Second, we present important permissions that allow app firms to collect valuable

data regarding their consumers: 1. ActivityRecognition: This permission enables the

app to recognize and monitor the user’s physical activities, such as walking, running, or

cycling. It is commonly used by fitness and health-related apps to track users’ activities

and provide insights. 2. BadgeCountRead: This permission allows the app to read the

badge count on the app’s icon. Badge counts are typically used to show the number of

unread notifications or pending tasks in the app. 3. BluetoothAdmin: This permission

grants the app administrative control over the device’s Bluetooth settings. This includes

the ability to enable or disable Bluetooth, connect or disconnect devices, and manage

paired devices. 4. PackageUsageStats: This permission allows the app to access the usage

statistics of other apps installed on the device. This data includes information on how

often and for how long each app is used, allowing the app to analyze and optimize the

user’s app usage. 5. ReceiveBootCompleted: This permission allows the app to receive

a broadcast once the device has finished booting. This is often used by apps that need to

start running in the background as soon as the device is ready, such as alarm clock apps or

system utilities. 6. WriteExternalStorage: This permission enables the app to write data

to the device’s external storage, such as an SD card. This is commonly used by apps that

need to save large amounts of data, like media files or documents. 7. CallPhone: This

permission enables the app to initiate phone calls without requiring the user to confirm

through the dialer interface. This is typically used by apps that offer call-related features,

such as contact management or voice assistants.

Finally, we document some other permissions that may also be related for firms: 1.

InstallShortcut: This permission allows the app to create and add shortcuts to the device’s

home screen. This is useful for apps that want to provide quick access to specific features

or content within the app. 2. Vibrate: This permission enables the app to control the

device’s vibration function. It is typically used by apps that provide notifications, alerts,

or haptic feedback during user interactions.

We also list some of the most important permission in Apple’s iTune store: 1.

AppTracking: This permission allows the app to track user data across apps and websites

owned by other companies for advertising purposes. 2. BackgroundLocation: This

permission allows the app to access the user’s location even when the app is not in use. 3.

Bluetooth: This permission allows the app to connect to Bluetooth devices. 4. Calendar:

This permission allows the app to access and manage the user’s calendar events. 5.

Camera: This permission allows the app to access the device’s camera to take photos
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or record videos. 6. Contacts: This permission allows the app to access the user’s contact

list. 7. FaceID: This permission allows the app to use Face ID for authentication purposes.

8. ForegroundLocation: This permission allows the app to access the user’s location only

when the app is in use. 9. GameKit: This permission allows the app to use Game Center,

Apple’s social gaming network. 10. Health: This permission allows the app to access and

write data to the Health app. 11. HomeKit: This permission allows the app to connect and

communicate with devices that are compatible with Apple’s home automation platform,

HomeKit. 12. InAppPurchase: This permission allows the app to offer in-app purchases.

13. LocalNetwork: This permission allows the app to discover and interact with devices

on the user’s local network. 14. Microphone: This permission allows the app to access

the device’s microphone to record audio. 15. MotionActivity: This permission allows the

app to access the device’s motion and fitness activity. 16. NFC: This permission allows the

app to communicate with NFC (Near Field Communication) devices. 17. Notifications:

This permission allows the app to send notifications to the user’s device. 18. Photos:

This permission allows the app to access and manage the user’s photos and videos. 19.

Reminders: This permission allows the app to access and manage the user’s reminders.

20. Siri: This permission allows the app to integrate with Siri, Apple’s voice assistant. 21.

SpeechRecognition: This permission allows the app to use Apple’s speech recognition

technology. 22. TurnOnBluetooth: This permission allows the app to turn on the device’s

Bluetooth. 23. TurnOnLocation: This permission allows the app to turn on the device’s

location services. 24. YourMusicAndVideoActivity: This permission allows the app to

access the user’s music and video activity. This can be used for recommendations and

personalization.

3 The Data

The goal of our study is to understand how data collection and data privacy laws

influence digital firms’ value. In our study, we focus on the firms that have apps, as

mobile phone activity is one of the major sources of personal data collection, and we

estimate the impact of the passage of data protection laws by firms’ market values.

Thus, we utilize three kinds of datasets, including the stock and option dataset, apps’

permission label dataset, and app activity dataset, to help our empirical analysis.
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Stock trading data and option data In our study, we focus on the passage of two data

protection laws: GDPR and CCPA. These two events are similar as they all focus on

the data collection and protection of individual firms. However, there are two major

differences between these two events. First, there has been a long-run discussion of

GDPR, while CCPA has only been discussed for a relatively shorter period. In 1995,

the European Data Protection Directive (Directive 95/46/EC) was adopted by European

Union countries, which is considered the origin of GDPR. On April 14, 2016, GDPR

was officially applied by the European Union. However, the CCPA was proposed by

the California Attorney General’s Office on June 28, 2018, and enforcement of the CCPA

begins on July 1, 2020. The passage of DSLC was mostly unexpected by the market before

the event, and it was signed by President Xi on June 10, 2021. Second, GDPR is only

effective in European Union countries, CCPA is only effective in California, and DSLC

is only effective in China mainland. Thus, the firms that are mostly influenced by the

passage of laws are probably different in these three events. We construct different event

study samples for these three events. For all of these three events, we focus on a five-

trading day event study window ahead of the passage of each data privacy regulation.

We get the option trading data for these firms from OptionMetrics, and the stock prices

from CRSP. When constructing the sample for our event study analysis, we only include

the firms with enough app downloads before the passage of each data privacy regulation

as these firms are more likely to be significantly influenced. We also exclude the firms

that are with less $10 million market capital to ensure that these firms have enough active

options within our sample. In Table A1 of Appendix B, we provide a full list of firms that

have active apps in the EU, U.S., and China’s app market before the passage of GDPR,

CCPA, and DSLC. Table 1 presents a full list of the firms in our analysis, in which we

document the company name, average number of daily active users (in millions), average

number of daily downloads (in thousands), total revenue from App users (in millions),

the number of active apps on iTunes Connect, the number of active apps on Google Play.

We also include the information of firms’ stocks, including exchanges where the stocks

are traded, ticker, permanent number, SIC industry classification code, as well as market

capital.

For the firms included in our event study analysis of GDPR passage, Alphabet has

the highest number of app downloads in the European Union app market from January

2015 to December 2015 (531.44 thousand), while Expedia has the smallest number of app

downloads (11.77 thousand). For CCPA, Alphabet also has the largest number of app
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downloads in the U.S. app market from January 2017 to December 2017 (985.54 thousand),

while Twitter has the smallest number of active users (35.01 thousand). For DSLC,

Alibaba has the largest number of downloads in China’s app market (380.64 thousand),

while Amazon has the smallest number of app downloads (6.42 thousand).

The permission change data: Android permission time series dataset To estimate

the impact of privacy permission changes on firms’ market value, we also scrape the

time-series data from the online page of the Android app developer tools. This website

provides information about the daily changes in the permissions or types of data collected

by the major apps on Google Play.

MyGlobalApp: the dataset of app activities To test the possible channel of how data

protection laws influence the value of digital companies, we use daily-updated estimated

mobile app data from a vendor, referred to as MyGlobalApp. At the end of each day,

MyGlobalApp estimates daily downloads and active users for each app based on publicly

available information such as app ranking and firm news. In our analysis, we focus on the

app activities of the users from iTunes Connect in the United States, which is one of the

largest and most important app markets around the globe. We also obtain the permission

label data from MyGlobalApp. An example of permission labels is shown in Figure A1 of

Appendix A. The records of permission labels provide useful information on which kinds

of personal data are collected by the apps.

4 The anticipated impact of the passage of data protection

laws

4.1 Methodology

In this section, we describe how we develop the estimator to calculate the individual

effects of an anticipated event that may influence stock prices. Different from traditional

event study methodology that only uses stock prices to measure the impact of an event,

the idea of our methodology is to use stock prices as well as option prices to estimate the

counterfactual stock prices of the firms that might be influenced by this event. Our main

empirical methodology is similar to prior studies that use option prices to identify the
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counterfactual stock prices of M&A (Barraclough et al., 2013), the Obamacare (Borochin

and Golec, 2016), and the passage of Tax Cuts and Job Act (Borochin et al., 2021).

Our methodology starts with the model in Subramanian (2004) by defining the price

process, 𝑑𝑆. There are two possible geometric Brownian motions at the event date:

1
𝑟
𝑑𝑆 =

{
𝑆𝑢 + 𝜎𝑢𝑆𝑢𝑑𝑧 if event occurs with probability 𝑞

𝑆𝑑 + 𝜎𝑑𝑆𝑑𝑑𝑧 otherwise
(1)

in which 𝑑𝑧 is the Brownian motion increment. 𝑆𝑢 presents the price process with the

occurrence of the event and 𝑆𝑑 otherwise. We do not include risk-free rate in Equation

1, because the returns of risk-free rates are equal in both states. Without the loss of

generality, we assume 𝜎𝑢 ≠ 𝜎𝑑 . Additionally, because the impact of data privacy laws

on digital firms is negative, we further assume that 𝑆𝑢 < 𝑆𝑑 . That is, the passage of such

laws has a negative impact on the expected stock prices.

Suppose there are 𝐽 options on the asset, with unique strike prices 𝐾 𝑗 and a common

remaining time to maturity 𝜏 that ends after the event. In this case, for any firm 𝑖 on any

day before the event, the prices of 𝐽 + 1 assets can be measured as follows:

𝑆𝑖,𝑡 = 𝐸𝑡 (𝑞)𝐸𝑡 (𝑆𝑖,𝑢) + (1 − 𝐸𝑡 (𝑞))𝐸𝑡 (𝑆𝑖,𝑑)
𝑐𝑖,1,𝑡 = 𝐸𝑡 (𝑞)𝐶 (𝐸𝑡 (𝑆𝑖,𝑢), 𝐸𝑡 (𝜎𝑖,𝑢), 𝐾1, 𝜏) + (1 − 𝐸𝑡 (𝑞))𝐶 (𝐸𝑡 (𝑆𝑖,𝑑), 𝐸𝑡 (𝜎𝑖,𝑑), 𝐾1, 𝜏)

...

𝑐𝑖,𝐽,𝑡 = 𝐸𝑡 (𝑞)𝐶 (𝐸𝑡 (𝑆𝑖,𝑢), 𝐸𝑡 (𝜎𝑖,𝑢), 𝐾𝐽 , 𝜏) + (1 − 𝐸𝑡 (𝑞))𝐶 (𝐸𝑡 (𝑆𝑖,𝑑), 𝐸𝑡 (𝜎𝑖,𝑑), 𝐾𝐽 , 𝜏)

(2)

in which 𝐶 (·) is a function that gives the theoretical price of the option with a binomial

pricing formula.

There are altogether five parameters to jointly estimate with the pricing functions in

Equation 2 for the 𝐽 + 1 assets: {𝑞, 𝑆𝑖,𝑢, 𝑆𝑖,𝑑 , 𝜎𝑖,𝑢, 𝜎𝑖,𝑑}. Because we assume that 𝑆𝑖,𝑢 < 𝑆𝑖,𝑑 ,

the label switching problem as described by Borochin et al. (2021) is thus avoided in our

estimation process. We define the minimization problem in our methodology as follows:

𝑉𝑖,𝑡 (𝑞, 𝜃) =
���1 − 𝑃𝑖,𝑡 (𝑞, 𝜃𝑖)/𝑃𝑖,𝑡

��� (3)

in which 𝑃𝑖,𝑡 is a vector of prices on the left-hand side of Equation 2, and 𝜃 =

{𝑆𝑢, 𝑆𝑑 , 𝜎𝑢, 𝜎𝑑}. Additionally, | · | is the vector norm that minimizes the sum of squares.
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Thus, our optimization problem can be defined as(
𝑞𝑡 ,

{
𝜃̂𝑖,𝑡

}𝑀
𝑖=1

)
= arg min
𝑞,{𝜃𝑖,𝑡}𝑀

𝑖=1

{
𝑀∑︁
𝑖=1

𝑉𝑖,𝑡 (𝑞, 𝜃𝑖)
}

(4)

Thus, we need to determine 1 + 4 × 𝑀 parameters through our estimation, in which the

“1” comes from 𝑞, and “4×𝑀” is the number of parameters for option pricing of 𝑀 firms.

For the accuracy of our estimation, we use a two-step strategy to solve Equation 4.

First, for each probability 𝑞 in {1%, 2%, ..., 99%}, we estimate the best-fitted parameters

of 𝜃 by Equation 3. This procedure requires 99 × 𝑀 times of estimations, and for each

estimation, we use 𝐽 +1 assets to estimate four parameters contained in 𝜃. Our first step of

estimation yields 99×𝑀 values of 𝑉𝑖,𝑡 . Second, for each probability 𝑞 in {1%, 2%, ..., 99%},
we calculate the total loss of optimization problem by Equation 4. The globally estimated

probability of the passage of the event is the value of 𝑞 that minimizes Equation 4.

Following Borochin et al. (2021), in our estimation, we only use the call options

with non-zero open interests, and we set 𝐽 as 8 in Equation 2. That is, for each

estimation of Equation 3, we include nine assets to estimate five parameters, including

the parameters in 𝜃 as well as 𝑞. Compared to the number of parameters to be estimated,

our estimation is over-identified and, thus, we can have a relatively accurate estimation

of these parameters.

To estimate the confidence intervals for the estimation, we use bootstrapping by

constructing 1,000 simulated samples for each day in our event study window. Then, we

calculate the 5th or 95th percentiles of the bootstrap sample. We present our estimated 𝑞

and �𝑆𝑢/𝑆𝑑 − 1 for each event: the prior value is the estimated anticipated probability of

the passage of this privacy law, while the later one is the market expected return of this

event.

4.2 The estimation results

4.2.1 The option-estimated impact of the passage of data privacy regulations

We begin our analysis by performing the option-based event study methodology as

described in Section 4.1 on the three major events related to the passage of data privacy

protection laws, including the passage of GDPR, the passage of CCPA, and the passage

of DLSC. We summarize the event study statistics for each trading day within our event
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study sample, in which we present the option-estimated probability, return (�𝑆𝑢/𝑆𝑑 − 1),

implied volatility when this event happens (𝜎𝑢), and implied volatility when this event

does not happen (𝜎𝑑).

The option-estimated probability and impact of GDPR passage Our first set of

empirical results is from the study of GDPR. The passage of GDPR is on April 14, 2016,

and the event study window for this case is from April 7, 2016 to April 13, 2016. Table

2 shows such results. As one can see, the passage of GDPR is almost fully anticipated

by the capital market, and the probability of its passage ranges from 83% (April 8, 2016)

to 97% (April 13, 2016). The average probability of GDPR passage is 89% across the five

trading days. The estimated firms’ loss is also large, which ranges from a loss of 6.72%

market capital (April 7, 2016) to 7.77% (April 13, 2016) with an average value of 7.31%

across the five trading days. The estimated implied volatilities for two different states are

consistent with our prior assumption: the average 𝜎𝑢 is smaller than the average 𝜎𝑑 for

each trading day, indicating that the market has already anticipated the happen of the

event. The states with a larger probability of happen are associated with a smaller value

of implied volatilities.

We also present our option-based estimated results by figures. In Figure 2, we present

the estimated probability as well as returns of the passage of GDPR on each trading day

between April 7, 2016 and April 13, 2016. Starting from around 86% probability of passage

of GDPR, there is an increasing trend in the estimated probability of the passage of GDPR.

On the last day of our event study window, this probability is around 97%. This increasing

trend in the estimated probability of the passage of GDPR is consistent with the intuition:

as the time gets closer to the decision time of GDPR, the market is much more likely to

anticipate the passage of this law. The estimated loss during the passage of GDPR also

shows an increasing trend from 6.72% to 7.71%, but the magnitude of such increases is not

large. The finding indicates that market expectations of the loss of digital firms are very

persistent. We plot the boot-strapped 90% probability interval of our estimation. In our

estimation, the 90% band is pretty narrow, indicating that our results are robust enough.

The option-estimated probability and impact of CCPA passage We continue our

empirical analysis as described in Section 4.1 on the case of CCPA passage. In Table 3, we

report our estimates on each trading day within our event study window. Similar to the

case of GDPR, we find the market has already anticipated the passage of CCPA, and the
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market starts to react to this event for at least three trading days before the event. Starting

from 71% on June 21, 2018, the estimated probability of CCPA passage raised to 83% at the

end of the event study window, June 27, 2018. The average estimated loss in the market

value of CCPA passage on app firms is between 5.35% and 7.02%. To sum up, we could

get some similar conclusions as the event study of GDPR passage: the market participants

have already anticipated the passage of CCPA, and CCPA has a giant and negative impact

on the market value of these app firms. However, the estimated probability of the passage

of CCPA is much smaller than GDPR. This conclusion is consistent with the reality, as

GDPR has longer discussion period for over ten years. The average 𝜎𝑢 is still smaller than

the average 𝜎𝑑 for each trading day in this event study, which is similar to our conclusions

in the event study of GDPR.

We observed an increase in the estimated probability of passage of CCPA from 45%

(June 25, 2018) to 78% (June 26, 2018). This increase is consistent with the news released on

these two days. On June 25, 2018, Secretary of State Alex Padilla confirms that his office

received more than the required signatures for the passage of CCPA. Then, Governor

Jerry Brown signs the CCPA into law. In Figure A2 of Appendix A, we show a screen shot

about this news happen on that day.

Additionally, we also report the time series of the option-estimated impact of CCPA

passage in Figure 3, in which we present the estimated probability of the passage of GDPR

on each trading day between June 21, 2018, and June 27, 2018. Starting from around 71%

probability of passage of CCPA, the estimation passage probability falls to 45% on June

25, 2018. Then, the estimated probability goes up to around 80% in the following two

trading days. On the last day of our event study window, this probability is around 83%.

We also show the estimated impact of CCPA passage on the market value. On average,

the option estimated return of the passage of CCPA is around −6.26%.

The option-estimated probability and impact of DSLC passage In Table 4, we report

our estimates on each trading day within our event study window. Similar to the previous

two cases, we find the market has already anticipated the passage of DSLC. The market

starts to reat to this event on at least three trading days before the passage of DSLC. The

estimated probability of the passage of DSLC across the five trading days are 72%, and

the return in this event is −7.09%. The average 𝜎𝑢 is still smaller than the average 𝜎𝑑 for

each trading day in this event study, which is similar to our conclusions in the previous

two event studies.
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Additionally, we also report the time series of the option-estimated impact of DSLC

passage in Figure 4, in which we present the estimated probability of the passage of DSLC

on each trading day between June 3, 2021, and June 9, 2021. The market also anticipates

the passage before the actual signature of this law, and the estimated probability ranges

from 52% (June 7, 2021) to 90% (June 9, 2021). The increasing trend is also consistent with

the economic intuition, in particular the last three trading days within this window. As

one can see, there is a large increase from a probability of 60% to 90% on the last two

trading days, which might indicate the possible information leakage during the last two

trading days before the passage of DSLC. The estimated loss of each firm is also large,

with 7.09% across all five trading days from 6.26% (June 9, 2021) to 8.21% (June 4, 2021).

4.2.2 Traditional event study methodology on the passage of data privacy regulations

In this section, we present the estimated cumulative abnormal returns around the passage

of data privacy regulations for our event study firms. By comparing with the option-

based event study results from Section 4.2.1, we discuss when the traditional event study

methodology based on cumulative abnormal returns is efficient. We calculate the Fama-

French 5-factor adjusted abnormal cumulative returns for each firm of trading day 𝑡 − 1

to trading day 𝑡 (two-day window), trading day 𝑡 − 3 to trading day 𝑡 (four-day window)

or trading day 𝑡 − 5 to trading day 𝑡 (six-day window).

In Panel A of Table 5, we present the cumulative abnormal return estimators for

GDPR passage. Our estimated return by traditional event study methodology around

the GDPR passage is positive, and the magnitude is less than 1%. As is shown in Table

2, the passage of GDPR is highly anticipated. This event study strategy does not take the

market anticipation into account so that the estimator underestimates the negative impact

of GDPR passage on those firms.

In Panel B of Table 5, we show the traditional event study measure for the CCPA.

Similar to the conclusions we obtain from the traditional event study of GDPR, we

observe significant and positive cumulative abnormal returns around CCPA passage, and

the magnitude is also tiny: the coefficient is less than 1.5%. We can conjecture that the

negative impact of CCPA passage is also underestmated by this methodology.

Panel C of Table 5 presents the traditional event study results for DSLC. We observe

significant and negative cumulative abnormal returns around DSLC passage among

our sample firms. The significant negative impact estimated by cumulative abnormal

returns is consistent with our observations from Table 4, because the passage of DSLC is
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not highly anticipated by the market until one trading before the signature by China’s

President. However, traditional event study methodology still underestimates the

magnitude of the negative impact of passage of DSLC, with average cumulative abnormal

returns below −4%. In Table 4, the estimated return of DSLC is −6.26%.

4.3 Additional analysis: The heterogeneous impact of data protection

laws

To test which firms are more likely to be influenced by data protection laws, in Table 6,

we present the impact of each event on each of the firms included in our event study

sample. We report the company name, PERMNO, estimated return (�𝑆𝑢/𝑆𝑑 − 1), estimated

implied volatility for two states (Ave. 𝜎𝑢 and Ave. 𝜎𝑑), market capital, as well as option-

estimated loss in market capital in this table. We order the firms by �𝑆𝑢/𝑆𝑑 − 1 from

smallest to the largest. Thus, we order the firms that are most influenced by data privacy

regulations to least influenced by such regulations. From this table, we may conclude that

the firms that are less dependent on digital products to make profits (e.g., Under Armour,

Amazon, Adobe, Apple) are less likely to be influenced, compared to the firms whose

major product is app or digital services (e.g., Unity Technologies, Bilibili, Comcast).

We extend our analysis by investigating the heterogeneity existing in the cross-section

of the firms. To be specific, we run the following cross-sectional regression:

OptRet𝑖 = 𝛽FirmChar𝑖 + 𝛼 + 𝜀𝑖 (5)

in which OptRet𝑖 is the option-based estimation of the return of firm 𝑖. FirmChar𝑖 is one

of the firm characteristics for firm 𝑖, which is estimated before our event study window.

For comparison, we also report the regression results by replacing OptRet𝑖 in Equation 5

with the cumulative return or the cumulative abnormal return of firm 𝑖 within the event

study window. The dependent variables we choose include the log value of app daily

active users, the log value of app downloads, as well as the log value of market capital.

Table 7 reports the regression results. In Panel A, we show the heterogeneous impact

of the GDPR passage. The log value of app daily active users and the log value of

app downloads are positively associated with option-estimated returns. This positive

correlation remains when controlling for log market equity and becomes more significant

when we use value-weighted least square regression with market equity as the weight.
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In Panel B, we show the heterogeneous impact of the CCPA passage. In this set of

regressions, we did not find a significant correlation between our explanatory variables

and the option-estimated returns. In Panel C, we show the heterogeneous impact of the

DSLC passage. We observe a positive correlation between the log value of app active

users and the estimated returns. Additionally, Chinese firms lose more during the DSLC

passage. Taken together, our findings show a positive correlation between app active

users and option-estimated returns, with a stronger correlation observed during the

GDPR passage and the DSLC passage. Our findings indicate that firms with more active

app users are less likely to be negatively influenced by data protection regulations. These

firms have more users who persistently use their apps, and these users provide useful

data for innovation, which may mitigate the negative impact of data privacy regulations

on these firms.

5 The impact of data collection on firms’ value

In this section, we document how data privacy regulations influence firms with different

data collection intensities. In Section 5.1, we show when a firm add or drop one data

collection permission, how will the privacy setting change influence the firm’s market

value. In Section 5.2, we give a comprehensive look at how the passage of data privacy

regulations influences the activities of apps with different data collection intensities.

5.1 The change of privacy permission and stock return

What is the value of data collection for app companies? One direct method to test this

is by calculating how adding or removing a specific type of data collection permission

influences the market value of these firms. To achieve this, we obtain the permission label

time-series dataset from the Android developer website. For each app, we acquire the

date when it adds or removes one particular type of data collection permission. Then, we

calculate the cumulative abnormal returns, from one trading day before the permission

change to the day after the permission change.

Table 8 reports the average abnormal cumulative return and the 𝑡-statistics of adding

or dropping one kind of data collection permission. We also report the number of

times of adding or removing this permission label from apps. Additionally, we also

report the difference of 𝑡-statistics between removing and adding this permission label.
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We report the 13 most important ones, including two FinTech-related permissions,

including UseBiometric and UseFingerprint; seven data collection permissions, including

AccessCoarsLocation, AccessBackgroundLocation, AccessFineLocation, Bluetooth, Pack-

ageUsageStats, ReadPrivilegedPhoneState, ReceiveBootCompleted, and WriteExternal-

Storage; and two other important permissions, including AccessWifiState, Flashlight and

Vibrate.

Table 8 shows that for most of these permissions, adding them does not change the

stock prices significantly. Only adding two permission labels, the AccessFineLocation

permission and the Vibrate permission, makes the market value go up at 0.33% and

0.40%, respectively. However, removing these permissions harms the market value of

these firms. Among all 13 permissions, dropping 6 of them, including UseBiometric,

UseFingerprint, ReadPrivilegedPhoneState, ReceiveBootCompleted, WriteExternalStor-

age, and Flashlight, is associated with a significant loss in the stock prices. Specifically, for

FinTech-related permissions concerning Financial payments, adding UseBiometric results

in a −0.10% average cumulative abnormal return with a 𝑡-statistic of −0.2857. In contrast,

removing this permission leads to a −1.00% average cumulative abnormal return with a

𝑡-statistic of −2.0083, causing a −1.7226 difference in 𝑡-statistic. Adding UseFingerprint

yields a 0.01% average cumulative abnormal return with a 𝑡-statistic of 0.0443. On the

other hand, removing this permission produces a −0.34% average cumulative abnormal

return with a 𝑡-statistic of −1.6779 and a −1.7222 difference in 𝑡-statistic. For data-

collection permissions and other important permissions, adding these permissions does

not lead to significant changes in stock prices. However, removing them tends to result in

significant losses in stock prices, as evidenced by the negative coefficients and 𝑡-statistics.

Together, these results seem to suggest that adding permissions, with the exception

of the Vibrate permission, does not significantly impact stock prices. However, the

removal of these permissions, particularly FinTech-related and data-collection permis-

sions, negatively impacts the market value of the firms, indicating their importance

in the operation of these firms. The removal of FinTech-related permissions like

UseBiometric and UseFingerprint leads to pronounced stock price decreases, possibly

due to perceived reductions in service efficiency and security. Similarly, removing data-

collection permissions results in significant losses in stock prices, suggesting investors

view data collection as vital to app companies’ business models. Lastly, while the

removal of other permissions like InstallShortcut does impact stock prices, the effect is

less severe, potentially indicating these permissions are less integral to app companies’
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core operations.

5.2 Privacy laws and the app activities

What might be the potential channel for how the change in privacy regulations influences

firms’ values? In this section, we investigate how privacy laws such as GDPR and CCPA

influence the activities of different apps. We hypothesize that data privacy regulations

harm the qualify of apps, especially for those apps that require a larger data intensity in

developing.

To test our hypothesis, we run the following regression with a continuous difference-

in-difference specification:

log(AppActivity𝑖,𝑡) = 𝛽PermNo𝑖 × Post𝑡 + AppLinearTrend + ID FE + Year-Week FE (6)

in which AppActivity𝑖,𝑡 can be the downloads or average daily active users of app 𝑖

in year-week 𝑡. In our regression, we use the natural log value of app activity as our

dependent variable. The major difference in the app data collection intensity comes from

PermNo𝑖, which is the total number of privacy permissions of app 𝑖. Post𝑡 is a dummy

variable that equals one if year-week 𝑡 is after the adoption of GDPR or CCPA and zero

otherwise. In this case, the adoption of GDPR is on May 25, 2018 and the adoption of

CCPA is on July 1, 2020. In our basic empirical specification, we focus on the top 1,000

apps from iTunes Connect and control app-specific linear trends, app ID fixed effects, as

well as year-week fixed effects in our regression. We also run this regression on the apps

with PermNo𝑖 larger than 0, or on the apps with top 500 highest daily active users or the

apps with top 500-1000 highest daily active users on iTunes Connect.

In Table 9, we present the empirical results of Equation 6. In Panel A of Table 9, we

show the impact of the GDPR passage on app activities. To sum up, we only find that

the adoption of GDPR has a negative impact on the downloads of top 500-1000 intensive

apps. For the firms with top 500 active users, we do not observe a negative impact. GDPR

also has a negative impact on the active users of data-intensive apps: one more privacy

permission is associated with a 2.70% decrease in the active users of apps. This negative

impact might come from the decrease in the quality of app development caused by the

limitation of data collection after the passage of data privacy laws. Additionally, our

finding is not significant on the top 500 apps, indicating that the users of larger apps are

more sticky. On the contrary, our finding is more significant with a larger effect size on
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the apps with less active users. Our finding indicates that apps with a smaller group of

users are more likely to be influenced by data privacy regulations.

Similar conclusions are found in the case of the CCPA passage. In Panel B of Table

9, we investigate how CCPA passage influences app activities. We do not find any

significant impact of CCPA on the downloads of apps. However, we find a significant

and negative impact of CCPA passage on the number of daily active users: one more

privacy permission is associated with a 1.39% decrease in the users of apps. Additionally,

the impact of CCPA adoption is also significant on the apps with less active users, which

is consistent with our conclusions from GDPR adoption. Compared to GDPR, CCPA

has a weaker impact on app activities. This is because CCPA is only adoptable within

California, while GDPR is applied to all European Union countries and covers a wider

range of mobile phone users.

Taken together, our analysis of app activities is consistent with our findings in the

option-based event study for both the GDPR and CCPA passages. In Section 4.3, we

find that firms with fewer app users are more likely to be negatively impacted by data

privacy regulations. In this section, we provide further evidence to support our findings

in Section 4.3. Our results indicate that the passage of data privacy regulations harms

digital firms’ value by reducing their app users. These effects are even stronger for firms

with fewer existing app users, which might be the ”fuel” for generating data essential for

digital innovation and sustaining the quality of innovation.

We then extend our analysis based on Equation 6 by looking into how a specific kind

of permission influences the impact of data privacy regulations. The regression we run is
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as follows:

log(AppActivity𝑖,𝑡) = 𝛽1AppTracking𝑖 × Post𝑡 + 𝛽2BackgroundLocation𝑖 × Post𝑡

+ 𝛽3Bluetooth𝑖 × Post𝑡 + 𝛽4Calendar𝑖 × Post𝑡 + 𝛽5Camera𝑖 × Post𝑡

+ 𝛽6Contacts𝑖 × Post𝑡 + 𝛽7FaceID𝑖 × Post𝑡 + 𝛽8ForegroundLocation𝑖 × Post𝑡

+ 𝛽9GameKit𝑖 × Post𝑡 + 𝛽10Health𝑖 × Post𝑡 + 𝛽11HomeKit𝑖 × Post𝑡

+ 𝛽12InAppPurchase𝑖 × Post𝑡 + 𝛽13LocalNetwork𝑖 × Post𝑡

+ 𝛽14Microphone𝑖 × Post𝑡 + 𝛽15MotionActivity𝑖 × Post𝑡 + 𝛽16NFC𝑖 × Post𝑡

+ 𝛽17Notifications𝑖 × Post𝑡 + 𝛽18Photos𝑖 × Post𝑡 + 𝛽19Reminders𝑖 × Post𝑡

+ 𝛽20Siri𝑖 × Post𝑡 + 𝛽21SpeechRecognition𝑖 × Post𝑡

+ 𝛽22TurnOnBluetooth𝑖 × Post𝑡 + 𝛽23TurnOnLocation𝑖 × Post𝑡

+ 𝛽24YourMusicAndVideoActivity𝑖 × Post𝑡 + AppLinearTrend

+ ID FE + Year-Week FE (7)

The permission labels we include in our analysis include AppTracking, BackgroundLo-

cation, Bluetooth, Calendar, Camera, Contacts, FaceID, ForegroundLocation, GameKit,

Health, HomeKit, InAppPurchase, LocalNetwork, Microphone, MotionActivity, NFC,

Notifications, Photos, Reminders, Siri, SpeechRecognition, TurnOnBluetooth, TurnOnLo-

cation, and YourMusicAndVideoActivity. The major independent variables in Equation

7 are the interaction terms of dummies for each kind of permission with the post-event

dummy variable. Similar to the regression of Equation 6, we focus on the top 1,000 apps

from iTunes Connect and control app-specific linear trends, app ID fixed effects, as well

as year-week fixed effects in our regression.

Table 10 reports the regression coefficients of Equation 7. In Panel A of Table 10, we

show the impact of GDPR passage on the app activities with different permission labels.

Compared to the apps without any permission labels, we find that the downloads of apps

with the permissions of BackgroundLocation, FaceID, and Reminders decreased since

the passage of GDPR. Additionally, the active users of apps with BackgroundLocation,

Bluetooth, Camera, FaceID, Microphone, Notifications, and Reminders permissions also

decreased since the passage of GDPR.

Panel B of Table 10 shows how CCPA passage influenced the app activities with

different permissions. Among all of these permission labels, the apps with GameKit and

Health permissions are more likely to lose daily downloads. The daily active users of the
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apps with FaceID, GameKit, InAppPurchase, as well as Reminders permissions decrease

after the passage of CCPA.

These evidence suggest that privacy regulations such as GDPR and CCPA, while

intending to protect data privacy, may inadvertently hamper the user experience and

quality of service provided by data-intensive apps. Although these laws do not

significantly impact app downloads, they lead to a noticeable decrease in active users,

likely due to limitations in data collection affecting app development quality. The

impact is most pronounced on apps and firms that rely on specific functions, such as

BackgroundLocation, FaceID, and Reminders, to deliver superior service. This suggests

that while privacy regulations are essential, they may also have unintended consequences

on both consumers and service providers in the app industry.

6 Conclusions

Our research calibrates the value of consumers’ digital footprints for technology firms.

Digital footprints, harnessed through mobile applications and other sources, provide

firms with valuable insights into consumer behaviors and preferences, which are useful

for marketing efforts and optimizing fintech processes. However, the introduction

of stringent data protection regulations like GDPR, CCPA, and DSLC results in a

considerable decrease in firm value, with average negative stock returns around −7%.

This is attributed to the restrictions imposed on data collection activities, which are crucial

for these firms.

Our research also highlights the potential decrease in the number of active app users,

particularly for apps with higher data collection intensity, following the enforcement of

such regulations. This suggests that data privacy regulations could negatively impact

data-intensive innovations of apps. Further investigation revealed that permissions

related to fintech payments were particularly valuable, equating to 1.3% of a firm’s stock

price. Overall, while regulations intended to protect consumer privacy are vital, they

come at a significant cost to technology firms and possibly consumers as well, indicating

the necessity for a carefully considered approach in handling digital footprints and the

associated privacy concerns.
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Berg, T., Burg, V., Gombović, A., and Puri, M. (2020). On the rise of fintechs: Credit

scoring using digital footprints. The Review of Financial Studies, 33(7):2845–2897.

Borochin, P., Celik, M. A., Tian, X., and Whited, T. M. (2021). Identifying the

heterogeneous impact of highly anticipated events: Evidence from the tax cuts and

jobs act. Available at SSRN 3806560.

Borochin, P. and Golec, J. (2016). Using options to measure the full value-effect of an

event: Application to obamacare. Journal of Financial Economics, 120(1):169–193.

Chen, M. A., Wu, Q., and Yang, B. (2019). How valuable is fintech innovation? The Review

of Financial Studies, 32(5):2062–2106.

Fainmesser, I. P., Galeotti, A., and Momot, R. (2023). Digital privacy. Management Science,

69(6):3157–3173.

Goldfarb, A. and Tucker, C. (2012). Shifts in privacy concerns. American Economic Review,

102(3):349–353.

Ichihashi, S. (2020). Online privacy and information disclosure by consumers. American

Economic Review, 110(2):569–595.

Jones, C. I. and Tonetti, C. (2020). Nonrivalry and the economics of data. American

Economic Review, 110(9):2819–2858.

Kadan, O. and Manela, A. (2019). Estimating the value of information. The Review of

Financial Studies, 32(3):951–991.

23



Liu, Z., Sockin, M., and Xiong, W. (2020). Data privacy and temptation. NBER Working

Paper.

Liu, Z., Sockin, M., and Xiong, W. (2023). Data privacy and algorithmic inequality. NBER

Working Paper.

Subramanian, A. (2004). Option pricing on stocks in mergers and acquisitions. The Journal

of Finance, 59(2):795–829.

24



Figures and Tables

25



Fi
gu

re
1:

Th
e

Ev
en

tS
tu

dy
M

et
ho

do
lo

gy

26



2016-04-07 2016-04-08 2016-04-11 2016-04-12 2016-04-13
Date

30%

40%

50%

60%

70%

80%

90%

100%

Pr
ob

ab
ilit

y
Estimated Probability of the Passage of GDPR

Estimated Prob
Bootstrap Interval (90%)

2016-04-07 2016-04-08 2016-04-11 2016-04-12 2016-04-13
Date

10%

9%

8%

7%

6%

5%

Re
tu

rn

Estimated Return of the Passage of GDPR

Estimated Return
Bootstrap Interval (90%)

Figure 2: The Option-Estimated Probability and Return of the Passage of GDPR
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Table 2: The Option-Estimated Impact of the Passage of Data Privacy Regulations: The
Passage of GDPR

Date Prob. �𝑆𝑢/𝑆𝑑 − 1 Ave. 𝜎𝑢 Ave. 𝜎𝑑

April 7, 2016 86% −6.72% 0.0641 0.0664

April 8, 2016 83% −7.11% 0.1120 0.1151

April 11, 2016 87% −7.24% 0.1130 0.1179

April 12, 2016 94% −7.77% 0.1015 0.1108

April 13, 2016 97% −7.71% 0.0930 0.1000

Ave. of Five Trading Days 89% −7.31% 0.0967 0.1020

Estimation result: Figure 2

This table reports the option-based estimator of the passage of GDPR, including the

estimated probability of GDPR passage (Prob.), estimated return of GDPR (�𝑆𝑢/𝑆𝑑 − 1),

the estimated implied volatility when the event does not happen (Ave. 𝜎𝑢) and when

the event happens (Ave. 𝜎𝑑).
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Table 3: The Option-Estimated Impact of the Passage of Data Privacy Regulations: The
Passage of CCPA

Date Prob. �𝑆𝑢/𝑆𝑑 − 1 Ave. 𝜎𝑢 Ave. 𝜎𝑑

June 21, 2018 71% −7.02% 0.0525 0.0553

June 22, 2018 62% −6.29% 0.0475 0.0493

June 25, 2018 45% −6.00% 0.0478 0.0485

June 26, 2018 78% −5.35% 0.0391 0.0392

June 27, 2018 83% −6.66% 0.0391 0.0396

Ave. of Five Trading Days 68% −6.26% 0.0452 0.0464

Estimation result: Figure 3

This table reports the option-based estimator of the passage of CCPA, including the

estimated probability of CCPA passage (Prob.), estimated return of CCPA (�𝑆𝑢/𝑆𝑑 − 1),

the estimated implied volatility when the event does not happen (Ave. 𝜎𝑢) and when

the event happens (Ave. 𝜎𝑑).

35



Table 4: The Option-Estimated Impact of the Passage of Data Privacy Regulations: The
Passage of DSLC

Date Prob. �𝑆𝑢/𝑆𝑑 − 1 Ave. 𝜎𝑢 Ave. 𝜎𝑑

June 3, 2021 79% −8.02% 0.0684 0.0733

June 4, 2021 79% −8.21% 0.0608 0.0645

June 7, 2021 52% −6.56% 0.0536 0.0558

June 8, 2021 60% −6.40% 0.0506 0.0512

June 9, 2021 90% −6.26% 0.0472 0.0493

Ave. of Five Trading Days 72% −7.09% 0.0561 0.0588

Estimation result: Figure 4

This table reports the option-based estimator of the passage of DSLC, including the

estimated probability of DSLC passage (Prob.), estimated return of DSLC (�𝑆𝑢/𝑆𝑑 − 1),

the estimated implied volatility when the event does not happen (Ave. 𝜎𝑢) and when

the event happens (Ave. 𝜎𝑑).
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Table 7: The Heterogeneous Impact of the Passage of Privacy Protection Laws

Panel A: The Passage of GDPR

OLS VWLS

(1) (2) (3) (4) (5) (6)

Log App DAU 0.3029** 0.3185* 0.4572***

(1.8581) (1.7284) (2.6894)

Log App Down 0.3500 0.3720 0.6293***

(1.4508) (1.3076) (2.2534)

Log Mkt Cap −0.0493 −0.0413 −0.3977 −0.4590

(−0.2022) (−0.1575) (−1.2793) (−1.3460)

Constance −7.7284*** −8.6565*** −7.5454*** −8.5699*** −6.0498*** −7.5561***

(−21.9703) (−8.9389) (−7.7438) (−7.5415) (−3.6873) (−4.2834)

𝑅2 0.154 0.100 0.156 0.101 0.292 0.226

N 21 21 21 21 21 21

Panel B: The Passage of CCPA

OLS VWLS

(1) (2) (3) (4) (5) (6)

Log App DAU −0.1973 −0.1940 0.0722

(−0.5727) (−0.5482) (0.2428)

Log App Down 0.5374 0.5285 0.3305

(0.9703) (0.9219) (0.6776)

Log Mkt Cap 0.0722 0.0414 0.1835 0.1776

(0.2122) (0.1227) (0.3018) (0.2961)

Constance −5.6846*** −8.7487*** −6.0470*** −8.9103*** −7.4950** −8.8001**

(−5.1531) (−3.3701) (−2.9511) (−2.9969) (−1.9693) (−2.0551)

𝑅2 0.017 0.047 0.019 0.048 0.008 0.029

N 21 21 21 21 21 21
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Continued

Panel C: The Passage of DSLC

OLS VWLS

(1) (2) (3) (4) (5) (6)

Log App DAU 0.9024** 0.4955 0.1703

(2.5048) (1.2234) (0.5336)

Log App Down 0.6054 −0.0736 −0.3502

(1.1326) (−0.1380) (−0.9342)

Log Mkt Cap 0.4955* 0.7001** 0.2026 0.3370

(1.8120) (2.5402) (0.5890) (0.9715)

China −2.9222** −2.3716* −1.5241 −0.1631 −2.5150 −1.0663

(−2.8791) (−1.7547) (−1.2457) (−0.1121) (−1.5258) (−0.6026)

Constance −7.1135*** −8.2633*** −9.4358*** −10.0353*** −6.9778** −6.6798**

(−14.7929) (−5.4986) (−6.9468) (−6.8109) (−2.8616) (−2.7577)

𝑅2 0.355 0.168 0.471 0.419 0.282 0.309

N 19 19 19 19 19 19

Note: In this table, we report the heterogeneity in the option-based estimated impact of the passage of data

protection regulations. We run the regression: OptRet𝑖 = 𝛽FirmChar𝑖 + 𝛼 + 𝜀𝑖 . The dependent variable in this

regression is the estimated impact, and the independent variable is the firm characteristics of each firm.
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Table 8: Impact of Adding/Removing a Permission Label in Android Apps

(1) Add (2) Remove

Permission Coef. 𝑡-stat No. Coef. 𝑡-stat No. Diff. in 𝑡-stat

(i) FinTech related permissions: Financial payments

UseBiometric −0.10% −0.2857 145 −1.00%** −2.0083 18 −1.7226

UseFingerprint 0.01% 0.0443 178 −0.34%* −1.6779 78 −1.7222

(ii) Data-collection permissions

AccessCoarseLocation 0.04% 0.2389 217 −0.29% −1.6308 200 −1.8696

AccessBackgroundLocation 0.13% 0.5362 137 −0.04% −0.1676 63 −0.7039

AccessFineLocation 0.33%* 1.9163 238 −0.05% −0.3394 179 −2.2558

Bluetooth 0.14% 0.9583 178 −0.17% −1.1024 143 −2.0607

PackageUsageStats 0.13% 0.3649 81 −0.24% −1.4764 56 −1.8413

ReadPrivilegedPhoneState 0.03% 0.1105 52 −0.70%*** −2.9055 15 −3.0160

ReceiveBootCompleted 0.54% 0.7189 462 −0.62%*** −3.9196 139 −4.6385

WriteExternalStorage 0.10% 0.3040 100 −0.70%** −2.4521 89 −2.7561

(iii) Other important permissions

AccessWifiState 0.21% 1.2632 274 −0.15% −0.7314 135 −1.9946

Flashlight −0.10% −0.1859 34 −0.79%** −2.0783 23 −1.8923

Vibrate 0.40%** 2.0468 203 0.00% 0.0001 119 −2.0467

Note: This table reports the estimated cumulative abnormal returns around the events of

adding/removing a certain permission label. In Column (1), we report the cumulative abnormal returns

when firms add one permission label to their app, and in Column (2), we report the cumulative abnormal

returns when firms drop one permission label from their app. For each column, we report the average

cumulative abnormal returns (Coef.), 𝑡-statistics, and the total number of events for each kind of event.

Additionally, we also report the difference in the 𝑡-statistics between removing and adding a certain

permission label. We report three important categories of permissions, including FinTech (financial

payments) related permissions, data-collection permissions, and other important permissions. * for p

≤ 0.1, ** for p ≤ 0.05, and *** for p ≤ 0.01.
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Table 9: Impact of Privacy Laws on App Activities

Panel A: The Impact of the Passage of GDPR on the App Activities

log(Downloads𝑖,𝑡 )

(1) (2) (3) (4)

PermNo𝑖 > 0 & PermNo𝑖 > 0 &

All PermNo𝑖 > 0 Top 500 Top 500-1,000

PermNo𝑖 × Post𝑡 −0.0134 −0.0066 0.0025 −0.0161*

(−1.5797) (−0.8943) (0.2148) (−1.7675)

ID FE Yes Yes Yes Yes

Year-Week FE Yes Yes Yes Yes

ID Linear Trend Yes Yes Yes Yes

𝑅2 0.781 0.795 0.767 0.546

N 41,269 39,792 19,864 19,928

log(DAU𝑖,𝑡 )

(1) (2) (3) (4)

PermNo𝑖 > 0 & PermNo𝑖 > 0 &

All PermNo𝑖 > 0 Top 500 Top 500-1,000

PermNo𝑖 × Post𝑡 −0.0269*** −0.0167** −0.0108 −0.0229**

(−2.8940) (−2.4923) (−1.0992) (−2.4931)

ID FE Yes Yes Yes Yes

Year-Week FE Yes Yes Yes Yes

ID Linear Trend Yes Yes Yes Yes

𝑅2 0.893 0.904 0.908 0.796

N 41,269 39,792 19,864 19,928
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Continued

Panel B: The Impact of the Passage of CCPA on the App Activities

log(Downloads𝑖,𝑡 )

(1) (2) (3) (4)

PermNo𝑖 > 0 & PermNo𝑖 > 0 &

All PermNo𝑖 > 0 Top 500 Top 500-1,000

PermNo𝑖 × Post𝑡 0.0066 0.0057 0.0124 0.0004

(0.9629) (0.7710) (1.1266) (0.0364)

ID FE Yes Yes Yes Yes

Year-Week FE Yes Yes Yes Yes

ID Linear Trend Yes Yes Yes Yes

𝑅2 0.754 0.759 0.723 0.572

N 40,072 38,255 19,082 19,173

log(DAU𝑖,𝑡 )

(1) (2) (3) (4)

PermNo𝑖 > 0 & PermNo𝑖 > 0 &

All PermNo𝑖 > 0 Top 500 Top 500-1,000

PermNo𝑖 × Post𝑡 −0.0139* −0.0111 −0.0049 −0.0169*

(−1.9006) (−1.6197) (−0.4719) (−1.8888)

ID FE Yes Yes Yes Yes

Year-Week FE Yes Yes Yes Yes

ID Linear Trend Yes Yes Yes Yes

𝑅2 0.878 0.887 0.892 0.777

N 40,072 38,255 19,082 19,173

Note: This table reports the difference-in-difference estimators of the impact of data

protection regulations on apps’ activities, including the weekly downloads as well as the

average daily active users within a week. In Panel A, we report the estimated impact

of GDPR passage, and in Panel B, we show that of CCPA passage. We report 𝑡-statistics

clustered by App ID in parenthesis, and * for p ≤ 0.1, ** for p ≤ 0.05, and *** for p ≤ 0.01.
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Table 10: Impact of Privacy Laws by Different Permission Labels

Panel A: The Impact of the Passage of GDPR on the App Activities

(1) (2)

log(Downloads𝑖,𝑡 ) log(DAU𝑖,𝑡 )

Coef. 𝑡-stat Coef. 𝑡-stat

AppTracking𝑖 × Post𝑡 −0.0503 −0.4753 −0.0283 −0.2985

BackgroundLocation𝑖 × Post𝑡 −0.0967** −2.0578 −0.0985** −2.3785

Bluetooth𝑖 × Post𝑡 −0.0600 −1.4847 −0.0586* −1.7799

Calendar𝑖 × Post𝑡 0.0000 0.0001 0.0417 0.9927

Camera𝑖 × Post𝑡 −0.0989 −1.4548 −0.1113* −1.6960

Contacts𝑖 × Post𝑡 0.0017 0.0443 −0.0210 −0.6142

FaceID𝑖 × Post𝑡 −0.1054*** −2.8846 −0.1077*** −3.2839

ForegroundLocation𝑖 × Post𝑡 0.1562*** 2.6759 0.0967* 1.7505

GameKit𝑖 × Post𝑡 0.0054 0.0604 −0.0999 −1.2252

Health𝑖 × Post𝑡 0.1313** 2.3449 0.0665 1.5509

HomeKit𝑖 × Post𝑡 −0.0751 −0.6800 −0.0586 −0.5572

InAppPurchase𝑖 × Post𝑡 0.0047 0.0391 −0.1173 −1.0699

LocalNetwork𝑖 × Post𝑡 0.0681 0.6804 0.1187 1.3073

Microphone𝑖 × Post𝑡 −0.0003 −0.0081 −0.0675* −1.8239

MotionActivity𝑖 × Post𝑡 0.0710 1.4424 0.0213 0.4292

NFC𝑖 × Post𝑡 0.1064 1.4130 0.0812 1.2394

Notifications𝑖 × Post𝑡 −0.0600 −1.2458 −0.1021** −2.4766

Photos𝑖 × Post𝑡 −0.0523 −0.5374 −0.1047 −1.0607

Reminders𝑖 × Post𝑡 −0.1691** −2.1119 −0.1258*** −2.5815

Siri𝑖 × Post𝑡 −0.0640 −1.3267 −0.0580 −1.2639

SpeechRecognition𝑖 × Post𝑡 −0.0302 −0.4783 0.0090 0.1665

TurnOnBluetooth𝑖 × Post𝑡 0.1647 0.9458 0.1817 1.0687

TurnOnLocation𝑖 × Post𝑡 0.1483 1.4900 0.1161 1.2886

YourMusicAndVideoActivity𝑖 × Post𝑡 −0.0077 −0.1927 0.0109 0.2804

ID FE Yes Yes

Year-Week FE Yes Yes

ID Linear Trend Yes Yes

𝑅2 0.782 0.894

N 41,269 41,269
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Panel B: The Impact of the Passage of CCPA on the App Activities

(1) (2)

log(Downloads𝑖,𝑡 ) log(DAU𝑖,𝑡 )

Coef. 𝑡-stat Coef. 𝑡-stat

AppTracking𝑖 × Post𝑡 −0.0535 −0.5281 −0.0673 −1.0539

BackgroundLocation𝑖 × Post𝑡 −0.0330 −0.7442 −0.0283 −0.7505

Bluetooth𝑖 × Post𝑡 0.1036** 2.0096 0.0402 0.9315

Calendar𝑖 × Post𝑡 0.0483 1.0450 0.0302 0.7066

Camera𝑖 × Post𝑡 −0.0183 −0.2499 −0.1026 −1.3288

Contacts𝑖 × Post𝑡 −0.0406 −0.7466 −0.0361 −0.8628

FaceID𝑖 × Post𝑡 −0.0420 −1.0624 −0.0692** −2.5279

ForegroundLocation𝑖 × Post𝑡 0.0197 0.3207 0.0251 0.4476

GameKit𝑖 × Post𝑡 −0.1265** −2.4448 −0.1100** −2.4233

Health𝑖 × Post𝑡 −0.1580* −1.8065 −0.0830 −1.3834

HomeKit𝑖 × Post𝑡 0.0536 0.4951 0.0190 0.2642

InAppPurchase𝑖 × Post𝑡 −0.8379** −2.2253 −0.9532* −1.8373

LocalNetwork𝑖 × Post𝑡 0.0303 0.2778 −0.0064 −0.0509

Microphone𝑖 × Post𝑡 −0.0224 −0.5006 −0.0397 −0.9634

MotionActivity𝑖 × Post𝑡 0.0280 0.5959 0.0007 0.0179

NFC𝑖 × Post𝑡 0.2097** 1.9935 0.1616** 2.0698

Notifications𝑖 × Post𝑡 −0.0113 −0.1971 −0.0077 −0.1307

Photos𝑖 × Post𝑡 0.1337 1.5775 0.0676 0.6949

Reminders𝑖 × Post𝑡 −0.0769 −0.7918 −0.0966** −2.1642

Siri𝑖 × Post𝑡 −0.0742 −1.4280 −0.0097 −0.2685

SpeechRecognition𝑖 × Post𝑡 0.0223 0.4268 −0.0156 −0.4447

TurnOnBluetooth𝑖 × Post𝑡 −0.0924 −0.8407 −0.0205 −0.2646

TurnOnLocation𝑖 × Post𝑡 0.0890 1.1132 0.0166 0.3542

YourMusicAndVideoActivity𝑖 × Post𝑡 −0.0320 −0.5506 −0.0016 −0.0304

ID FE Yes Yes

Year-Week FE Yes Yes

ID Linear Trend Yes Yes

𝑅2 0.754 0.878

N 40,072 40,072
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Continued

Note: This table reports the impact of data protection regulations on apps’ activities with

different permission labels. The app activities include the weekly downloads as well as

the average daily active users within a week. In Panel A, we report the estimated impact

of GDPR passage, and in Panel B, we show that of CCPA passage. We report 𝑡-statistics

clustered by App ID in parenthesis, and * for p ≤ 0.1, ** for p ≤ 0.05, and *** for p ≤ 0.01.
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Figure A2: June 25, 2018 News: Confirmation of CCPA Passage Signatures by Secretary
of State Alex Padilla
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