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Abstract

Applying differential privacy (DP) to the release of survey-weighted statistics remains chal-
lenging with complex sample survey data, primarily because weighted statistics are more sen-
sitive to individual survey responses than unweighted statistics. However, when weighted and
unweighted statistics are similar, privacy-preserving noise regularly dominates any bias correc-
tions for population representation. In this paper, we present a DP method for population
quantity estimates by first, privately estimating a hyperparameter that determines how much
to regularize or shrink survey weights as a function of privacy loss. By adaptively navigating
this three-way trade-off, bias-variance-privacy, for each population quantity estimate, we release
statistics whose sensitivity is tailored to the particular relationship between survey weights and
response variables. We apply our results to the Panel Study of Income Dynamics (PSID), and
show that optimal strategies for releasing DP survey-weighted income estimates require orders-
of-magnitude less DP noise. We conclude with discussions on further details for the full paper.

1 Introduction

Privacy protection is crucial for the public release of complex sample survey data. Existing
applications of differentially private (DP) [7, [8] methods are typically based on census or ad-
ministrative data and fail to account for the data collection process. Survey weights are often
available to adjust for the unequal probability of individual selection and balance the sample
decomposition with the target population. Weighted statistics offer unbiased and consistent
estimates for finite population quantities, such as the overall population mean. We extend DP
to complex sample surveys in releasing survey-weighted statistics.

Preliminary work at the intersection of DP and survey statistics has focused on synthetic data
generation [I1], survey statistics under specific sampling designs [13], and privacy interpretations
of existing survey sampling methods [4] [I0]. Each of these approaches attempts to utilize as
much information as possible about the sampling process. However, weighting schemes can
cause practical problems for DP, as weighted statistics have significantly larger sensitivities
than their unweighted counterparts, hence requiring substantially more noise to provide the
equivalent level of DP protections at the sample level of privacy loss [6]. Moreover, while survey
weights may theoretically correct for selection bias, weighted and unweighted estimates may be
quite similar if the weights are uncorrelated with a particular survey outcome [3]. Additionally,
anomalously large survey weights can significantly increase the variability of survey statistics,
prompting approaches to smoothing the estimates or regularizing survey weights [9] 2].

Introducing DP into survey inference suggests that the degree of regularization should depend
on privacy loss budgets; just as there is a bias-variance-privacy trilemma for mean estimation
with independently identically distributed (iid) records [12], similar three-way trade-offs must be



made when analyzing survey-weighted quantities. Our work proposes methods for DP survey-
weighted estimates where the optimal degree of regularization depends on the confidential data.
In this setting, we must consume privacy loss to estimate this optimal degree of regularization
and the statistics of interest. Doing so allows us to adaptively consume privacy loss budget for
fine-tuning uncertainty quantification when constructing interval estimates and assessing their
coverage properties.

2 Methods

We consider a response variable and survey weights {(y;, w;)}; lying within bounded intervals
[Ly,Uy] X [Lw,Uw], and our goal is to estimate a weighted mean and variance estimates with
respect to the inverse-proportional sampling variability, where w; oc P(i in sample)~!. Note that
we consider >, w; to be public information, since survey weights can be arbitrarily scaled by
a constant factor, which is often the population size, the sample size, or 1. We will use zero-
concentrated DP [5], i.e., for two samples {(y;, w;) iy ~ {(y}, w})}_; which differ on a single
entry and a randomized algorithm of outputs M, we have, for all a € (1, 00),
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where d,(+,-) is the a-Rényi divergence. Our goal is to use p-zCDP to estimate
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the original weighted mean and variance. We propose a linear regularization of the survey
weights using parameter A € [0, 1] given by
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where A = 0 corresponds to the original weights and A = 1 corresponds to constant weights.
Furthermore, A\ quantifies the proportion of bias reduced relative to the unweighted statistic;
for example, if A\ = .25, it means é‘25 reduces 75% of bias from the unweighted statistic. This
regularization yields modified weighted mean and variance estimates
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where 6 VAar(HAo) are the original, non-DP estimates we hope to approximate. Doing so yields
a new weighted mean sensitivity
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We consider three sources of privacy loss, p1, p2, and ps, each spent on sequentially estimating
A, Opp, and Var(f)pp, respectively. For the Gaussian mechanism as applied to €y, we have the
following mean-square error decomposition,

A%

El(Gop —0)*) = X*(01 — 00) +
P2

(6)
which is minimized by a data-dependent and privacy-loss-parameter-dependent value of A, which
we call Aope. This defines the bias-variance-privacy three-way trade-off as a function of the
privacy loss for the mean estimation ps.

Next, we outline our procedure in Algorithm In Equation [/} we use the exponential

mechanism [I4] to select A which minimizes this MSE while satisfying p;-zCDP. Second, in



Algorithm 1 DP regularized survey-weighted statistics

Require: p1, p2, p3 € (0,00), {(yi, wi)}iey € {[Ly,Uy] x [Lw, Uw]}"
Sample A from the density f(\) where
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return ;\, éDp, VAar(é)DP

Equation I we use \ and p2 with the Gaussian mechanism to estimate Opp satisfying ps-zCDP;
similarly, in Equation (9] we use A and ps3 to estimate Var(H)Dp to satisfy p3-zCDP. By adaptive
composmon the final result is (p1 + p2 + p3)-zCDP. The full proof is in Appendix (B l

Using A 9Dp, and Var(H)Dp, we can construct confidence intervals surrounding 9 the non-
DP estimator, or 6, the true population mean under a theoretical inverse-proportional-sampling
distribution. Both cases require accounting for all sources of error in the resulting confidence
intervals. Errorsin the DP mean and variance estimates depend only on the Gaussian mechanism
errors. To account for bias, we leverage the relationship between 5\, Aopt, and B £ (él — QAO)2 to
bound the bias. Note that by using the exponential mechanism, there exists a constant C' that
depends on v > 0 and p1, p2 such that

P\ — Aopt|> ) < C(v, p1, p2)- (10)

Since there exists a monotonic function M(-) where A\opy = M (B), this implies

P(B € [M~' (A +7), M~ (A =9)]) < Cly. pr. p2)- (11)

The expressions above can be numerically evaluated using publicly known constants and the
DP results. A similar procedure can be performed for potential biases in Var(f)pp. Combining
all these yields the confidence intervals of interest.

3 Application: The Panel Study of Income Dynamics (PSID)

To demonstrate the methodology above, we apply it to the the Panel Study of Income Dynamics
(PSID), a longitudinal survey containing family-level statistics on income sources and other
sociodemographic information [I7]. We use data published from 2019, consisting of n = 9420
families. Our goal is to estimate population quantities describing family income, such as the
mean. We apply the cube-root transformation so the resulting values are approximately normally
distributed. We plot the relationship between survey weights and family income in Figure
Lower-income families are oversampled in the survey, as we see in Figure [2} however, the final
composite survey weights are weakly correlated with family income (Spearman’s rank correlation
of approximately .14).



Below, we present some preliminary results. Figure[3]shows how the theoretical bias-variance-
privacy trade-off manifests for estimating the survey-weighted average cube-root income (inc3)
and proportion of families below the 2019 poverty line (pov). For comparison purposes, we
also include two hypothetical responses: simulated iid Bernoulli(.5) responses (bernoulli) and
a copy of the survey weights themselves (wgt), representing minimal and maximal correlation
between survey weights and responses. We plot the noise-to-signal ratio as the theoretical MSE
over the weighted mean estimate on the y-axis, with the regularization parameter A on the
x-axis. We see that as the magnitude of the bias decreases (moving from top left subfigure
to bottom right subfigure), the optimal MSE is achieved at larger values of Aopy for the same
privacy loss budget pa. Moreover, as pp decreases, Aop¢ increases for each response variable
under consideration. We see that for reasonably small choices of ps, we tend to reject small A
to optimize the bias-variance trade-off at each fixed ps value.

Figure {4f shows the sampling distribution of \ for estimating cube-root income at different
values of p; and ps. By construction, this statistic is the most sensitive by depending on the
gap between the weighted and unweighted population means. Therefore we do not sample \
particularly close to the optimal \ without a large p;. However, even for small values of pq,
we can reasonably avoid sampling small values of A\ with high probability; for example, when
p1 = .1, we are highly unlikely to select values of A below .25, even for smaller p, values.

4 Further details and discussion

This paper proposal covers preliminary results that theoretically and empirically suggest survey
weight regularization drastically reduces the amount of additional noise needed to preserve DP.
Our end goal, however, is to produce methods which are operationally feasible while allow-
ing precise uncertainty quantification through the entire decision-making process. While our
proposed statistics can admit the construction of valid finite-sample confidence intervals, these
theoretical methods may be too conservatively wide or provide excessively large empirical cover-
age guarantees. Moreover, we want to provide guidance for practitioners on how to incorporate
prior information into selecting parameters such as the privacy losses p1, p2, and ps3.

We propose two main directions to continue this work for presentation at the NBER work-
shop. First, we will perform more extensive empirical studies on the PSID data in a few different
ways. We will perform our analysis with a wider range of response variables, including those with
different response types (for example, binary and ordinal integer-valued responses) and different
biases and correlations between survey weights and responses (for example, simulated responses
with artificially low and high bias and/or correlation with the survey weights). Additionally, by
leveraging weighted finite-population Bayesian bootstrapping, we can compare coverage with
respect to estimates of the complete population constructed from the PSID sample. Finally, by
incorporating prior information, we can provide guidance on decision-making for selecting the
privacy loss budgets and optimally allocating a total privacy loss to each statistic needed.

Second, we want to consider more complex privacy and utility trade-offs between pure DP
and relaxations of DP where not all statistics are subject to the same DP protections. While
DP theoretically forbids using data-dependent hyperparameters without DP mechanisms, many
commonly used DP algorithms and analyses do not adhere to this rule [II [I§], necessarily
yielding additional privacy vulnerabilities in practice [I6], [15]. It could be the case that certain
hyperparameters could substantially improve the end-to-end usefulness of our estimators at a
modest expense to privacy risk, but this would require a much more extensive and nuanced
privacy analysis than that offered by a naive comparison of privacy loss budgets. Still, such
an analysis could be helpful to understand where DP itself fundamentally limits the kinds of
statistical validity offered in survey settings, where worst-case data generating scenarios may be
highly unrealistic in practice.
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A Figures
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Figure 1: PSID cube-root family income by survey weight, with LOESS smoothing (blue line) and

marginal histograms above the axes.
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Figure 2: Survey weight histograms for PSID respondent families below and above the 2019 poverty

line.
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Figure 3: Bias-variance-privacy curves with noise-to-signal ratio on y-axis vs. A on z-axis for differ-
ent values of po and response variables (subplot titles), ordered from most bias due to correlation
between survey weights and responses (top left subplot) to least (bottom right subplot).
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the vertical dashed lines for each value of ps.



B Method derivations

Recall that we consider a response variable and survey weights {(y;, w;)}? , lying within bounded
intervals [Ly, Uy] X [Lw, Uw], and our goal is to estimate a weighted mean and variance esti-
mates with respect to the inverse-proportional sampling variability, where w; oc P(i in sample) 1.
Note that we consider Y7, w; to be public information, since survey weights can be arbitrarily
scaled by a constant factor, which is often the population size, the sample size, or 1. We will
use zero-concentrated DP [5], i.e., for two samples {(y;, w;)} ~ {(y},w})}?, which differ on
a single entry and a randomized algorithm of outputs M, we have, for all a € (1, 00),

da (M ({(ys, wi) =DM ({(yi, wi) Y )) < pa, (12)
where d, (-, ) is the a-Rényi divergence. Our goal is to use p-zCDP to estimate
N . 1J1 2 7'17 1\J1 0 2
o & Tt WY gy & iz Wil =00 (13)

the original weighted mean and variance. Note that we will use w and y to refer to the vectors
of weights and responses, respectively; also note that, when appropriate, we will treat functions
of the constants listed above as constants themselves.

Theorem 1. Algorithm/[] satisfies (p1 + p2 + p3)-2CDP.

Proof. The proof outline is as follows: first, we show sampling from Equation[7]satisfies p1-zCDP.

Second, we show that sampling from Equations [§] and [J] satisfy p2-zCDP and p3-zCDP, respec-

tively. Let these release mechanisms be defined as randomized algorithms M (y, w), Mo (M (y, w), y, w),
and M3(M;(y,w),y, w). By adaptive composition, releasing

(A for, Var(@)pr) = (M (y. w). My (M (y, w), y, w), Mo(Mi (. w). y,w)  (14)

satisfies (p1, p2, p3)-zCDP. It remains to show that each individual component satisfies zCDP.

First, we demonstrate that sampling \ from Equation [7] satisfies \/2p-DP [7], and hence p-
zCDP. To do this, we first calculate the effect of A on the downstream estimation of 6. Without
survey weight regularization, assuming without loss of generality that adjacent datasets differ
on the first record (y1,w1),

Ay & sup fo(y, w) — Oo(y/, wl)’
(y,w)~nm(y w’)
_ sup Z;%l Yiw; Z;%l y;u/);
(y,w)~nm (v, w’) D i Wi D1 Wi
WYL+ Dor o YiWi  WIYL + Do g YW
= sup n - / n
(yw)~ar(y/w) | WL+ Do Wi wi + 3w
< ’UWUY + Yo Lwly  LwLy + 3, LyWy
- Uw + > s Lw Lw +3 s Lw
‘ UwUy + 3 g Lwly  LwLy + 3, LyWy (15)
- Lw + Y, Lw Lw + 300y Lw
1
< |Uw Uy — Lw Ly|
HLW
1
= |UwUy — Uw Ly + Uw Ly — Lw Ly |
TLLW
1
< [Uw|Uy — Ly |+Ly|Uw — Lw|]
nLW
1
= [UwAy + LyAw]
nLW



By instead replacing Ly — Gx(Lw) and Uy — Gx(Uw ), we can alternatively consider the
sensitivity of the estimate derived from regularized weights, i.e.

Ay & [GA(Uw)Ay + Ly (GA(Uw) — GA(Lw))]

1
i [GA(Uw)Ay + Ly (1 — M) Aw] (16)

nG)\ Lw)
1

= = WL 7o (L~ AW A0 Ay + Ly (1= N Aw].

Using 0 introduces a bias of the form

Bias(\) £ 0o (y, Ga(w)) — Oo(y, w)

— né (l—A)wai—)\wai—zwiyi] (17)

However, the reduction in sensitivity reduces the variance necessary to use the Gaussian mecha-
nism at privacy loss pa. Were we to apply this Gaussian mechanism to 6, we would now sample
from the distribution

A . A2
~ N — 1
Opp <9/\7 2p2) ; (18)
yielding a new theoretical mean-square error of the form
A ~ A A N2 A2
2 2] — 2 _ 23
MSE(fpp) = E [(GDP 0) } A (91 90) + 30 (19)

Since the optimal A which minimizes Equation [I9] is data-dependent, we implement the expo-
nential mechanism [I4] to sample an approximation A to the optimal value with DP. Specifically,
we define

(N y, w) £ MSE(Opp). (20)
This gives us a sensitivity
A2 sup sup [£(A\;y, w) — LAy, w') (21)
(y,w)~np (Y, w’) A€(0,1]
= sup sup ‘)\2 ((él — )% — (0, — 9'0)2))’ (22)
(y,w)~n (y',w’') A€[0,1]
= s (0= 00) — (0 - By (23)

(y,w)~n (y' w’)

< UY + (’I’L — I)Ly _ UWUY + Z?:Q LwLy 2 (24)
- n nLy
< Uy Ly + (TL — 1)LyLW B Uw Uy + 2?22 Lw Ly 2 (25)
- nLy nLw

Uy Ay \ 2
= 26



By construction, the exponential mechanism density takes the form, with uniform base measure
over A € [0, 1],

el(\;y, w
J(A) o< Tyaepo,1)y exp (—(y)>

2A

€ ~ o
< Ipepapexp | ————— {A2(91 —00)* +

2
2) Uy Aw
nLy

By replacing € — +/2p; and using the fact that any e-DP algorithm is %—ZCDP, we yield the
first desired result.

A%
2p2

Next, using A satisfying p1-zCDP, we can then sample Opp using

A N
GDP ~N <9Xa 2p2> ) (28)

which after substitution, agrees with Equation [§]

Finally, we perform a similar analysis for the Var( )Dp, here reusing A from above. Note that
while we could sample a new A which optimizes the bias-variance-privacy trade-off specifically
for Var(Q)Dp, we instead reuse A for two reasons. First, we do not want to incur additional
privacy loss costs. Second, because GDp is less sensitive than Var(@)Dp, we prefer the orlglnal A
so we have a higher probability of selecting smaller A to prevent underestimating Var(ﬁ)DP We
show this in the original weighted setting, where

Av}u(e) 2 sup Vér(é))(y,w) - \far(g)(y"w/)

(y,w)~nm(y' w’)

D iy Wiy — 0)? -~ i1 Wy ( 9’)
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ey wn | (S w)” (S0 ul)
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(y,w)~n (y',w’) ’LU% + (Z?,l wi)2 + wq 27.12 w; w%' + (Z?Zl wi)2 + wll 2?22 w;
1 A ~
SnQLQ (w%(yl—eo) —w1 yi — 0p) )+Zw ( (yi — o) —(yi—96)2)
w
1 N A~
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w
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w =2
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(29)

Substituting Uy +— G (Uw ), Lw — G5(Lw), and Ag — Ay yields Equation@, completing the
proof.
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