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Abstract

When agencies release sensitive data, balancing the desire for accuracy in the release with the
need to protect individual privacy presents a major challenge. For releases satisfying differential
privacy — the gold standard for sensitive data releases — this balance is reflected by the privacy
parameter, ¢, determining the amount of randomness in the release. In this work, we use
Bayesian methods to provide a framework for selecting € based on an agency’s desired statistical
disclosure risk profile. We focus on a scenario agencies commonly face, but which has received
limited attention: data have already been collected, but the values are too sensitive to release
exactly.

Differential privacy (DP) [3] is the gold standard for releasing sensitive data. It is used by
large tech companies, like Google [4] and Meta [I4], both internally and for public data releases.
A variant of DP was used by the U. S. Census Bureau for the release of 2020 redistricting data [I]
and will be used for the release of the 2020 demographic and housing characteristics file. Other
government agencies, however, have been slow to adopt DP. Jorg Drechsler in Differential Privacy
for Government Agencies — Are We There Yet? [2] lists the difficulty of setting the privacy
parameter, €, as one of the major reasons why DP may be challenging to use in government
contexts. This concern is not unfounded: tuning the privacy parameters for the 2020 redistricting
data release took the Census Bureau several years. Even after this lengthy process, their choices
faced substantial criticism, for example in [9] and [I5].

Despite its importance, the process for choosing € has received surprisingly little attention in
the literature. Prior work on theoretically justifying the setting of € focuses on scenarios where
the sensitive quantity is whether an individual is included in the data release [12] and settings
where data have yet to be collected [§]. Many applicationsdo not fit into these categories. The
common setting where data already exists and the values in the data are as or more sensitive than
an individual’s inclusion has received little attention and will be the focus of this article.

The ability to express the privacy guarantees of a DP data release in terms of interpretable
quantities would allow agencies to provide improved justification for future choices of privacy pa-
rameters. Many argue — for example Hotz et al. [7] — that the most relevant quantities to individuals
in data protected with DP are measures of the statistical disclosure risk to an individual due to the
release. But the DP definition only relates € to the amount of randomness in the privacy mecha-
nism, making the setting of ¢ challenging in practice. The randomness in the privacy mechanism
and the risk to individual privacy are, however, intimately related. In this article, we examine this
relationship and demonstrate how Bayesian methods of measuring the disclosure risk can be used
to select an appropriate ¢ for a release.



This article is organized as follows. We begin with an overview of DP in Section [ We then
establish the setting and our notation in Section [2} This is followed by a discussion of the process
an agency would go through when using our methods in Section [3] We then outline our results in
Section [ Finally, we conclude with some brief commentary on future directions in Section

1 Differential Privacy

Differential privacy is a formal privacy definition used to release statistics of sensitive datasets.
Suppose we are interested in releasing a statistic of a dataset, D. The intuition behind DP is that
the released value, f(D), should have sufficient noise added such that it will not change substantially
if any individual’s row is removed from D. This is formalized by following definition from [3].

Definition 1 (Differential Privacy). Fore € (0,00), a mechanism f satisfies e-differential privacy
if for input data sets D, D’ that differ only in that one row is added or removed and S C Range(f),

P[f(D) € S] < e"P[f(D') € S]. (1)

On a technical note, the above definition is referred to as unbounded DP. An alternative defini-
tion of DP, called bounded DP considers datasets D, D’ that differ only in that one row is changed
(rather than added or removed). A mechanism f satisfying unbounded DP also satisfies bounded
DP, with the ¢ increased by a factor of 2; thus, the following results also apply to mechanisms
satisfying bounded DP. See [11] for more details on bounded and unbounded DP.

Commonly-used mechanisms satisfying DP involve releasing the sum of the statistic of interest
and noise from an appropriate distribution, such as the Laplace distribution (if the statistic is
bounded; [3]) or the two-sided geometric distribution (if the statistic is a count; [5]). These noise
distributions are centered at zero and have variance inversely proportional to €. Thus, for these
mechanisms an € near zero corresponds to more noise: better privacy at the cost of lower accuracy.
A large €, on the other hand, corresponds to less noise: better accuracy at the cost of less privacy.

2 Preliminaries

An agency possesses a sensitive dataset Y with n individuals (rows) and p variables (columns). We
focus on the setting where whether an individual is included in the data is nonsensitive, but the
values within the data are too sensitive to be released or by law cannot be released exactly. The
agency possessing the data — henceforth referred to as the data holder — wishes to release a function
of the data, 7. In this article, we assume 7T has a discrete support (but may be many-dimensional).
For the release, the data holder turns to DP and will release T, a noisy estimate of 1" under pure
DP. The important question is then: how should the data holder set €7

Consider now the perspective of a nefarious person — henceforth, the adversary — who desires
to learn about individual ¢ € {1,...,n} in the data using the released value T* = t*. Let y € R?
be the true value of Y;. Before the release of T*, the adversary could create a model, M, for Y;
based on available public information. We assume that the model M involves the adversary fixing
Y_, = y_;, a guess about the values of the other n — 1 rows. Let I; be an indicator for individual
i’s presence in the data, which we assume to be 1 with probability 1 in this section.



Assuming that the adversary’s model puts nonzero probability mass on the correct outcome,
their prior can then be written in the form

PYi=y| L =1, M]=gq, PYi#y|L=1,M]=1—gq. (2)

For fixed ¢;, we can measure the risk of disclosure for individual ¢ in a number of ways. Drawing
from [13], one measure of the risk to person i is the relative disclosure risk, 7;(g;, t*).

Definition 2 (Relative Disclosure Risk). For fized data Y, row i € {1,...,n}, prior model M,

and released T* = t*, the relative disclosure risk is the posterior-to-prior ratio

PlY,=y, I, =1|T" =t*, M| (3)
PlY;=y,I; =1 | M] '

T’i(qia t*) =

The relative risk is closely related to the differential privacy ratio. Gong and Meng [6] show
that e-DP implies a bound on the relative risk/[l]

Theorem 1 (Theorem 1.3 in [6]). If the release of T* = t* satisfies e-differential privacy, then for
allie{l,...,n},
e % < ri(gp, t*) < €. (4)

The relative risk, however, does not tell the full story. Hotz et al. (2022) [7] argue that, in
addition to the relative risk, individuals represented in the data should also care about the absolute
disclosure risk, a;(q;, t*).

Definition 3 (Absolute Disclosure Risk). For fized data Y, row i € {1,...,n}, prior model M,
and released T* = t*, the absolute disclosure risk is the posterior probability

ai(qi,t*)=PlY; =y, [; =1|T* =t*, M|. (5)

3 Determining Allowable Risk

Return to the data holder’s perspective and make no assumptions about ¢; (i.e., the data holder
does not consider the adversary’s prior in their analysis). Theorem [I|implies a method for the data
holder to choose €. They can simply select a desired bound on the allowable relative risk, r;, and
set € = log(r}). For most applications, however, this strategy will result in a lower choice of £ than
necessary and thus a less accurate release.

The issue with applying Theorem (1| directly is that the allowable relative risk should depend on
the adversary’s prior. If ¢; = 1078, for example, then a relative risk of 100 would imply an absolute
risk of 1079, which is reasonable in many contexts. But if ¢; = 0.01, a relative risk of 100 would
imply an absolute risk of one, which would be disastrous. But making assumptions about what
g; will be seen in practice is unreasonable; one cannot know what information will be available
to adversaries in the future. To circumvent this issue, we recommend data holders consider the
question: if an adversary were to exist with prior probability ¢;, what is the maximum relative risk
(or, equivalently, the maximum absolute risk) we would be willing to allow? This can be used to
construct a function r* : [0,1] — [1, co] of the maximum allowable risk at each possible g;.

!The theorem is adjusted to account for the use of unbounded, rather than bounded DP.
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Figure 1: Three examples of the maximum allowable relative risk a data holder may be willing to
allow, r*(¢;), as a function of an adversary’s prior probability ¢;. Agencies 1 and 2 set r*(¢;) = 2
for ¢; > 0.25. For ¢; < 0.25, agency 1 sets r*(g;) = oo, while agency 2 sets 7*(¢;) = 0.5/q;. Agency
3 sets r*(q;) = 2.3¢? — 5.3¢; + 4.

Figure [1| considers a few realistic constructions of r*, corresponding to three agencies with
different risk profiles. Agency 1 on the left panel wishes to bound the information gain by a factor
of 2, but considers small values of g; to represent wildly incorrect priors they are comfortable
ignoringE] Agency 2 on the middle panel has a similar risk profile, but instead of ignoring small g;,
they bound 7*(¢;) < 0.5/¢; for ¢; < 0.25@ Finally, agency 3 on the right panel has a very different
risk profile that does not map to simple bounds on the absolute and relative disclosure risk; they
prefer a function r* that is quadratic in g;.

4 Results

For a given function r* selected by the data holder, the € that should be used for the release can
be determined. This is due to the following result.

Theorem 2. For individual i, fix the adversary’s prior probability of disclosure, q;, and a desired
bound on the relative disclosure risk, r*(q;). Then any statistic T* = t* released under e-DP with

1 1—gq
5§210g<1 a ) (6)
) L

(qi

will satisfy ri(q;, t*) < r*(q;) for any intruder model M.

2See Example 7.2 in [I0] for a setting where ignoring small ¢; might be appropriate.
3Tt can be shown this is equivalent to bounding the absolute disclosure risk at a; (¢:,t*) < 0.5 for ¢; < 0.25
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Figure 2: Plot of the €’s given by Equation @ for the three agencies in Figure The red dots
correspond to the minimal ¢’s from Equation and gray regions imply the € bound is infinite.
For agencies 1 and 2, the minimum is achieved at ¢; = 0.25 and corresponds to € = % log(3) ~ 0.55;
for agency 3, the minimum is achieved as ¢; — 1 and corresponds to ¢ = %1og( %0) ~ 0.60.

The proof of Theorem [2|is included in Section @ By Theorem [2| to achieve r;(g;, t*) < r*(¢;)
for all ¢;, the data holder should set

€= min 1log (}-%) . (7)
2i€[0,1] 2 @) q;
Minimizing this function is straightforward in practice via a search over ¢; € [0, 1]. To demonstrate,
Figure [2| plots the € from Equation @ for each of the agencies described in Section [3} the red dots
correspond to the ¢; that produces the ¢ in Equation . Recall that for agencies 1 and 2, the simple
method via Theorem (1| would recommend e = %log(2) ~ 0.35. Our method instead recommends
€= %log(?)) ~ 0.55 for both, which represents a substantial increase in accuracy. For agency 3, our
method recommends € = %log(lo /3) = 0.60, whereas the simpler method would have set ¢ — 0 as
r*(q;) — 1.

5 Commentary

This is a partial draft of nearly complete work. The final draft will also include an analysis of
the more general setting where whether an individual is present in the data may be sensitive, in
addition to the value. It will also include a comparison between our recommended ¢ from the
setting where only inclusion is sensitive and the ¢ recommended by Lee and Clifton (2011) [12],
who examined this problem in the sensitive values only setting (making different assumptions on
the adversary than we do). The final draft will also include a discussion of composition, both for
performing multiple releases simultaneously and for calculating the risk due to sequential releases.



It will also include more detailed examples of the exact process an agency would go through in
constructing their r* and using the function determine e.

Ongoing work considers a number of extensions in addition to the above. One important di-
rection involves generalizing what constitutes a privacy violation. If, for example, Y consists of
income data, an adversary learning that Y; € [y — $5,000, y + $5,000] may constitute a privacy viola-
tion (rather than merely an adversary learning that Y; = y). Establishing this generalization then
allows for extension to the release of statistics with continuous support, such as means, regression
coefficients, etc. More broadly, it is possible similar results hold for (e,d)-DP, zero-concentrated
DP, and other privacy definitions an agency may wish to use.
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6 Proof of Theorem [2

Proof. We begin with the expression for the relative disclosure risk and apply Bayes’ Theorem.

. P[T*=t*|Y;=y] P[Yi=y| M] P
PY;=y|T*=t'M] _— pr—rmi__ _ P[I*=t"|Y, =y

PYi=y|M] PYi=y|M  PT*=t|M] (8)

T (Qu t*) =
We now expand the denominator via the law of total probability.

(q ) P[T*:t*|YVZ:yaM]
; PI*=t|Y,=y MIPYi=y [ M|+, PT*=t*|Y; =y , M| P[Y; =y | M]

(9)
(10)

1
[T =t Y=y, M :
qz T2yt P[T*_t*l‘y Z,Z’JM]} PlY; =y | M|

By the definition of DP, the ratio in the summation is bounded below by e~2¢ for any t*. Thus,

1 1
Gty e EPY =y [ M ate®(1-q)

ri(gi,t*) < (11)

Since € < %log (W) it follows that e=2¢ > ”‘“7(1. Thus, as desired,
r*(q;)

"”z‘(Qi> t*)
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