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Abstract

As the U.S. Census Bureau implements its controversial new disclosure avoidance
system, researchers and policymakers debate the necessity of modernized privacy pro-
tections for public data. Protecting the confidentiality of respondents is crucial for
conducting an accurate U.S. census. In particular, respondents in subsidized housing
may deliberately not mention children or other household members for fear of being
found in violation of their lease or local housing code. Our preliminary results show that
under traditional disclosure avoidance methods, this concern is founded. By linking
2010 Decennial Census data with external survey data, we demonstrate a simple, cheap
integer programming attack that identifies at least one household living in violation of
occupancy guidelines in as many as 1 in 11 blocks—at minimum 1 in 32 blocks—with
housing subsidized under Section 8 in 2010. But, this same attack fails to consistently
recover those violations when applied to noisy statistics retroactively protected by the
2020 disclosure avoidance system. We propose several additional experiments to sub-
stantiate these initial results and evaluate the effectiveness and disparate impact of
the Census Bureau’s new disclosure avoidance plans in preventing this kind of attack.
The results of these experiments will provide a concrete empirical demonstration of a
privacy risk that is already top-of-mind for census respondents—a valuable example

for policymakers seeking to design a trustworthy, accurate census.



1 Introduction

In response to concerns about reconstruction-abetted attacks on census participants’ con-
fidential responses (Abowd| 2021; Garfinkel et al., 2018; [Hawes, [2020)), the United States
Census Bureau updated its disclosure avoidance system for the 2020 Decennial Census to
adopt differential privacy (Abowd et al. 2022), a modern formal privacy standard (Dinur
and Nissim) |2003; Dwork et al., 2006). But because the new disclosure avoidance system re-
quires injecting noise into raw statistics and post-processing these noisy measurements, many
data users fear the change will interfere with research (Ruggles et al., 2019), redistricting
(noa, 2021), voting rights protection (Ochoa and Minnis, [2021)), and other key applications
of census data. Others question whether the changes are even necessary or effective (Rug-
gles et al., 2019; Kenny et al.| 2021)). Title 13 prohibits the Census Bureau from disclosing
personally identifiable information in its data products. Detractors suggest that differential
privacy “goes above and beyond” this legal requirement (Mervis, [2020)).

But the reasons to keep census data confidential do reach above and beyond legality.
Respondents are less likely to respond truthfully (or respond at all) if they are worried
about how their responses might be used against them. We investigate one specific concern:
that block-level summary statistics about household composition could be used to identify
households living in violation of their leases. In transcript from a 2020 workshop on privacy
and census participation, researcher danah boyd recounts conversations where citizens in
New York City and Detroit raised specific concerns about responding to the census (Cork

et al., 2020, p. 130):

In New York City, [danah boyd] said that there are many people living in Section
8 public housing who are terrified of giving full information to the city (or the
census) about who is living in their homes, for fear of being kicked out. These
are people who are concerned about being subject to constant surveillance: video

surveillance in the buildings, concerns about surveillance of electric and water



utility usage. They fear that the information that they provide might be directly
used against them, but the prospect of being reidentified from public statistical

information is terrifying as well.

Concerns about privacy have direct impacts on data quality, especially for hard-to-count
groups. |O’Hare (2015) cites multiple reports of respondents deliberately not mentioning
their children on census forms for fear of reprisal from landlords, immigration agencies,
social services agencies, or custodial parents.

Our work. We show that for families receiving housing assistance under Section 8, these
concerns are founded. Using tables from the 2010 Census Summary File 1—which will be
migrated in 2020 to the Demographic & Housing Characteristics (DHC) file—we develop two
approaches to rigorously determine whether it is possible to identify low-income households
residing in Section 8 housing who are living in violation of housing occupancy standards.
Households living in violation of occupancy standards face the risk of eviction, and even if
a landlord chooses not to evict, knowing that their responses in the Census can be linked
back to their property may deter these households from participating wholly in the census.
Our preliminary results (§ [4)) suggest that an attacker could combine household sizes from
the 2010 Census with bedroom counts and statistics on population demographics from HUD
survey data and solve a simple integer program to detect if a given census block must contain
a household in violation of the standard HUD occupancy limits, all within 30 seconds on a
standard laptop.

In 2010, this attack could have identified 647 blocks (more than 1 in 11 blocks with
Section 8 properties in 2010) with at least one household in violation of Section 8 occupancy
standards and as many as 3,448 households (about 1 in 130 households in Section 8 prop-
erties) living in violation of HUD guidelines. Even without any demographic information,
an attacker attempting to fit just the smallest household sizes in the block into Section 8
bedrooms can still identify 205 blocks with at least one violation (more than 1 in 32 blocks

with Section 8 properties in 2010) for a total of as many as 1,051 households in violation.



However, when we apply this same heuristic to 2010 statistics protected by 2020 differentially
private disclosure avoidance measures—the 2010 Demographic and Housing Characteristics
(DHC) Demonstration Data released in August 2022 (US Census Bureau| 2022)—our re-
sults suggest an attacker could discover less than 61% of the originally discovered blocks in
violation. Furthermore, on these demonstration data, an attacker using the integer program-
ming approach would be unable to create valid reconstructions for more than 9 in 10 blocks,
identifying only around 3% of the blocks originally in violation. The number of blocks with
households subsidized under Section 8 grew by more than 6% from 2010 to 2020—should
the 2020 Decennial Census prove vulnerable a similar attack, even more households are at
risk.

Our proposal. We propose several additional experiments to substantiate these initial
results and evaluate the impact of disclosure avoidance plans for the 2020 Decennial Census
Demographic & Housing Characteristics file (§ . First, we plan to analyze whether pro-
tections provided by the 2020 disclosure avoidance system against this kind of attack are
equally afforded to the most marginalized groups (e.g., people with disabilities). Second,
we plan to improve the validity of our results by improving the quality of our reconstruc-
tions with public use microdata samples, varying the amount of outside knowledge available
to attackers, and validating our results more thoroughly on a sets of synthetic microdata.
Time allowing, we also hope to compare the effectiveness of our attack against swapping, the
primary method for disclosure avoidance, by applying both random swapping and the Cen-
sus Bureau’s differentially private disclosure avoidance algorithm, TopDown (Abowd et al.,
2022)), to the same set of ground-truth synthetic microdata.

These experiments will provide further empirical evidence for the risks of linked census
data, absent updated disclosure avoidance measures. Most notably, the Census Bureau
reports that when linked with commercial data, just a portion of the 2010 Census data was
sufficient to reconstruct and re-identify the personal characteristics of millions of individuals

(Abowd, |2021; Hawes, 2020). Other research shows that vulnerable groups are particularly at



risk—for example, in a public comment on differentially private demonstration data for the
DHC file, Flaxman and Keyes| (2022)) suggest that a reconstruction-abetted linkage attack
could be used to identify transgender children in Texas. The results of this proposal will
provide a clear example of a concrete privacy risk that is already top-of-mind for census
respondents, and assess the efficacy of planned disclosure avoidance techniques for protecting

against modern linkage attacks.

2 Data

We examine 6,543 census blocks with Section 8 properties in the 50 states, the District
of Columbia, and Puerto Rico. We link two publicly available datasets: (1) Block-level
summary statistics from 2010 Summary File 1, which consists of data collected during the
2010 Decennial Census (US Census Bureau, 2011)); (2) Block-level property survey data (US
Department of Housing and Urban Development), 2010)) from the U.S. Department of Housing
& Urban Development (HUD) on subsidized housing units leased to low-income households.
For our preliminary results, we focus on just the 2010 Section 8 New Construction and
Substantial Rehabilitation Program (Section 8 NC/SR), which is now known as Project-
Based Section 8—about a quarter of the households included in the dataset. Later, we will
also include public housing, Section 236, and other multi-family privately owned housing.
This survey (hereafter “HUD survey”) is typically administered by the building owner or
housing agency representative (US Department of Housing and Urban Development|, 2023)).
Because the survey is still running, our attacks could be applied to the 2020 Decennial Census
when block-level statistics from the tables we use become available.

To test the efficacy of the 2020 disclosure avoidance system, we also apply our methods
to the DHC 2010 Demonstration Data released in August 2022 (US Census Bureau, 2022)).
These demonstration files result from the latest version of the Census Bureau’s new, differen-

tially private TopDown algorithm (Abowd et al., 2022)) applied to the 2010 Decennial Census



records. This dataset can be viewed as the counterfactual set of statistics that would have
resulted had the Census Bureau applied the 2020 disclosure avoidance system to produce
the 2010 version of Summary File 1.

We focused on a small set of tables from 2010 Summary File 1 (and likewise the 2010
Demonstration Data), including information on the number of households, the number of
housing units, the number of households that identified as each race and ethnic group, the
number of children (defined as those younger than 18) and number of adults (defined as
those 18 or older), and the number of households of sizes 1 through 7+, all at the block
level.ﬂ From HUD, we selected statistics on the number of housing units, the number of
households, the percentage of housing units with 0 or 1 bedroom, 2 bedrooms, or 3+ bed-
rooms, and demographic information on what percentage of households identify as a certain
race, ethnicity, age group, disability status, income level, etc. Only some households in each
Section 8 property responded to the HUD survey—we conservatively assume that these are
the only Section 8 households in the block, and that they live in the largest units reported
in the HUD surveyf]

Using Census Geocoder (US Census Bureau, 2023)), we grouped each property in the
HUD survey dataset (hereafter “Section 8 properties”) by census block, ignoring Section 8
properties for which no block matching the listed property postal address could be found
(see Appendix . Then, we aggregated the Section 8 property statistics at the block level

and linked them block-by-block with the tables from Summary File 1.

ISpecifically, we used data from these 6 tables from Summary File 1: (1) P1 Total Population; (2) P5
Hispanic or Latino Origin by Race; (3) P15 Hispanic or Latino Origin of Householder by Race of Householder;
(4) P16 Population in Households by Age; (5) H3 Occupancy Status; (6) H13 Household Size.

2There are also 2,837 blocks where the percentage of 0 or 1 bedroom, 2 bedroom, and 3 bedroom units
could not be precisely rounded to a set of integers summing to the number of reporting Section 8 households.
To be as conservative as possible, for blocks where the number of households is greater than the number of
units, we assume the Nynassigned largest Section 8 households are not in violation, where Nynassignea denotes
the difference between the number of Section 8 households and the number of Section 8 units. Typically,
Nunassigned <1



3 Methods

Following privacy concerns expressed by tenants (O’Hare, 2015; Cork et al., 2020), we imagine
an attacker interested in learning which households subisidized under Section 8 are living
in violation of occupancy standards. HUD tenant selection and leasing guidelines require
landlords to match applicants to units based on household size (US Department of Housing
and Urban Development, 2013, Chs. 3 & 5). Tenants are assigned to units on the assumption
that their households meet occupancy standards, which may even be included explicitly in
their lease (US Department of Housing and Urban Development)| 2017)). Respondents may
rightly fear that if a landlord or property manager discovers that their household exceeds
these occupancy standards, they will be evicted from their homes. To test whether this
is possible within the 2010 Census protections, we test two simple approaches an attacker
might use to identify blocks with households in violation: a “greedy” heuristic baseline and
a more rigorous integer programming approach.

Though exceptions are possible (e.g., if bedrooms in the unit are unusually small) HUD
suggests that at a minimum property managers adopt a “two heartbeats per room” policy—
no more than two persons should be required to occupy a bedroom (US Department of]
Housing and Urban Development, |1987, 2013). Thus, b bedroom units have an occupancy
limit of 2b people. The only exception to this rule are studios with 0 bedrooms, which have
an occupancy limit of 1 person. Since our HUD survey data includes options for only 0 or
1 bedroom, 2 bedrooms, and 3+ bedrooms, we make a conservative assumption that any
household assigned to live in a 0 or 1 bedroom unit can have a maximum of 2 people. We
also conservatively assume that any-sized household can fit into a unit with 34+ bedrooms,

since the bedroom count could be arbitrarily large.



3.1 “Greedy” Baseline

While we have information on the number of Section 8 and non-Section 8 households in
each block, we do not have information on the sizes of the Section 8 and non-Section 8
households—these are the values an attacker aims to reconstruct. As a simple baseline, we
imagine that the Section 8 properties in a block are filled with all the smallest households
(those least likely to violate occupancy limits), while the largest households in the block live
outside the Section 8 properties. Using this conservative heuristic, an attacker need only
know the household sizes from Summary File 1 and the number of bedrooms in the housing
units in the Section 8 properties. To test this heuristic, we implement a simple algorithm
(detailed in full in Appendix . Starting with the largest-sized Section 8 households, the
attacker fits as many large households into units with 34+ bedrooms as they can, then moves
onto 2 bedroom units once there are no more 3+ bedroom units, then moves onto 0 or
1 bedroom units once there are no more 2 or 3+ bedroom units. If it is the case that a
household is unable to fit into a unit without violating the occupancy limits and there are
no larger units available for this household to live in, then the attacker concludes that a
household of this size must be in violation. This approach allows the attacker to identify, at

a conservative minimum, any blocks with households in violation of occupancy standards.

3.2 Integer Programming

Our greedy heuristic allows us to identify blocks that we were certain contained violations,
but it is unlikely that all the smallest-sized households in each block are Section 8. Thus, in
each block, to ensure the households that are assigned to be Section 8 more accurately reflect
the demographic characteristics of the Section 8 property that is provided in the HUD survey
data, we develop a second approach where we add constraints on the size, race, ethnicity, and
age composition of the Section 8 households using summary statistics from Summary File
1 and the HUD survey data (for a full description of the variables and summary statistics

used, see Appendix ) We define an integer program constrained by these statistics, where
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the variables to be reconstructed are the demographic characteristics, household size, and
bedroom count of each household in the block.

For our initial results, we additionally constrain the size of each Section 8 household
by the number of bedrooms in the unit according to HUD’s “two heartbeats per room”
occupancy guideline. Then, we solve the integer program with Gurobi (Gurobi Optimization,
LLC, 2023) and identify blocks for which no possible reconstruction of the household-level
microdata could satisfy these occupancy limits. We specified and solved this integer program
twice—once with and once without occupancy limits—for all blocks with Section 8 properties
in United States in less than 24 hours on a server with 32 8-core, 2-thread, 2.9GHz CPUs

and 256GB RAM.

4 Initial Results

4.1 “Greedy” Baseline

After running our approach on all 52 US states and territories, we found that in the best
case scenario (using our heuristic approach, which includes only the household sizes from
Summary File 1 and bedroom counts from HUD), an attacker could determine that 205 blocks
(3.13% of blocks with Section 8 properties) contain at least one household in violation of
occupancy limits. Across the US, there are 1,051 households (0.23% of 459,160 Section 8
households total) that an attacker could not possibly fit into the Section 8 properties without
violating the occupancy limits (using our heuristic algorithm). The majority (1,047) are
living in studios or one bedroom units ]

When we run the same approach on the 2010 Demonstration Data—which includes

retroactively injected noise from the Census Bureau’s new differentially private 2020 dis-

3637 households have a household size of 3, 194 households have a household size of 4, 162 households
have a household size of 5, 35 households have a household size of 6, and 23 households have a household size
of 7+. The skew towards more households in violation being of size 3 is a result of our assignment algorithm
assigning smaller-sized households to housing units last.



closure avoidance system—the number of blocks an attacker could identify as in violation
using this heuristic increases to 761. Of the 205 blocks originally found to be in violation,
only 124 (16.3% precision, 60.5% recall) remain in violation when the attacker uses the noisy
demonstration data. Without additional information, an attacker attempting to leverage
the noisy statistics has no way of knowing which 124 blocks of the 761 blocks suspected to

be in violation are the same as the ones identified using the original statistics.

4.2 Integer Programming

If an attacker uses a more rigorous integer program, which includes additional statistics on
total number of people, race, ethnicity, and age, the number of blocks for which an attacker
would not be able to find a reconstruction compliant with occupancy limits—indicating at
least one household in violation—jumps to 647 (9.89% of blocks with Section 8 properties).
It may be quite easy to tell which households are in violation with a simple visit to the
property—39 of these blocks have less than 15 households in a Section 8 property; 156 have
less than 30.

For 214 of those blocks (3.27% of all blocks with Section 8 properties), our HUD survey
data report more people living in Section 8 properties than could possibly fit in the largest
household sizes reported in the 2010 Decennial Census. On its face, this result seems to
clearly indicate an occupancy limit violation in one or more households in the block, but it
could be the case that these properties grew or shrunk between the census response date and
the HUD survey response date, or (more unlikely) that people were more likely to report
additional occupants to their building owner than a census worker. Errors in the reported
addresses in the HUD survey data might also account for this discrepancy (see Appendix [Al).

Still, an attacker would not be able to find a compliant reconstruction for the 433 other
blocks (6.62% of blocks with Section 8 properties) where the reported number of Section
8 occupants does fit in the census household size distribution. In just these blocks, our

results suggest an attacker could reconstruct as many as 3,448 households living in violation



of occupancy limits (0.75% of all reporting Section 8 households)E] As in our heuristic
baseline, the majority (3,069) are households living in studios or one bedroom units.

When we construct the same integer programs using the noisy 2010 demonstration data
instead of the original 2010 census statistics, we find that an attacker would be unable
to construct valid microdata for nearly 93% of all blocks, even if the attacker uses only the
statistics from Summary File 1. For those blocks, the attacker cannot apply the same integer
programming attack. In the remaining blocks—the blocks for which we can construct valid
microdata using the noisy statistics—there are only 41 blocks in violation of occupancy limits

(51% precision), and only 21 are also among the original 647 violations (3.2% recall).

5 Proposed Research

Our initial results suggest that residents’ fears that their census responses could reveal a
violation of their lease or housing code may be founded, but that the new disclosure avoidance
system provides some empirical assurance. We propose several additional experiments to
substantiate these results and relate this privacy risk to current disclosure avoidance plans
for 2020 Decennial Census data.

Comparing modern and traditional disclosure avoidance measures. If time
allows, we will also test our methods by fully replicating the TopDown algorithm that will be
applied to the 2020 DHC file (Abowd et al.,|2022)) and comparing it to swapping, the primary
disclosure avoidance method applied to the 2010 Decennial Census (McKenna, 2018). While
the exact swapping implementation used by the Census Bureau has not been released, we will
follow (Christ et al.|(2022)) in implementing a general approach close to the Census Bureau’s
general description (McKenna, [2018). Since the 2010 Summary File 1 already includes
swapping in the race and ethnicity tables that could occlude our initial integer program

results, we will implement both methods on a set of synthetic microdata (described below)

4This is the total number of households in violation in the first reconstruction found; the true number
may be higher or lower. See § for a proposed experiment to improve this estimate.
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that can serve as a baseline for validation. There are two benefits to using simulations on
synthetic data. First, the violations we find in the 2010 Summary File 1 may be affected
by swapping, if we rely on swapped tables—with raw synthetic microdata, we can more
closely validate this approach. Second, the DP demo product only represents one run of the
differentially private randomized mechanism—while we can generalize over all the blocks in
the nation, we would also like to run multiple trials of the mechanism to see how results vary
for the same block.

Improving our reconstructions. In our initial results, we aim only to estimate the
number of blocks with at least one household in violation of occupancy limits. However,
we would also like to analyze the reconstructed households themselves. While our current
method stops at the first compliant reconstruction, we propose to search for the most likely
reconstruction by pairing a likelihood function with the same integer program. We will
construct this likelihood function using Public Use Microdata Samples (PUMS) (US Census
Bureau, 2014)), also from the 2010 Decennial Census. By comparing possible reconstructions
with a 10% sample of microdata from each area, we can analyze just the most likely recon-
structions. With these reconstructions, we can answer more detailed questions about what
kinds of households are affected by this privacy risk.

Validating with simulation. While we can claim with confidence that—conditional
on the accuracy of our data—an attacker can positively identify blocks or reconstructed
households in violation of HUD occupancy guidelines, there may be additional households
in violation that this method does not detect (false negatives). To validate our results,
and provide more detailed information that would otherwise be potentially risky for the real
households in our data, we propose to run our method on a set of simulated microdata. Vary-
ing the rate and composition of households in violation, we will measure the performance of
our heuristic and integer program attacks and provide an indication of how our reconstruc-
tions might be used to re-identify real households. For example, while we currently report

the number of reconstructed households in violation, a simulated attack would allow us to
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also report the percentage of violating households detected by each method—in other words,
the likelihood that any violating respondent would be revealed if they accurately report all
the members of their household.

Introducing variations in outside knowledge. Our current methods presume that
attackers have access to population demographics in Section 8 housing from HUD survey
data or another source (e.g., internal administrative data). However, it may be the case that
an attacker (for instance, a landlord) does not know with certainty tenants’ demographics,
and we would not expect tenants to accurately report that information to the building owner.
We plan to solve our integer program again without these variables as a third treatment to
see if results change compared to our baseline and current approach. Another benefit to this
approach is that it removes the effects of swapping in the 2010 Decennial Census, which only
affects the race and ethnicity tables used in our preliminary results (McKenna, 2018).

Measuring disparate impact Not only are we interested in quantifying how many
blocks and households are at risk of re-identification across the U.S., but we also seek to
understand whether certain demographic populations might be more heavily impacted by
inadequate privacy protection in Census data products. For example, Figure |1 shows the
distribution of various demographics in the violating and non-violating blocks. With better
quality reconstructions and more detailed validation, we can determine whether plans for
disclosure avoidance protect the groups most vulnerable to privacy harms, repeating the
analysis in Figure [I| for our results on the demonstration and synthetic data. For example,
when we compare blocks with violations with blocks without violations, we notice that
blocks with households living in violation of occupancy limits tend to have a slightly higher

percentage of Section 8 residents with a disability, according to the HUD survey data.
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Figure 1: Distribution of demographic characteristics—as a percentage of individuals living in
Section 8 properties in each block—in blocks with detected violations and in blocks without,
using the originally published 2010 Decennial Census data. Stars represent the mean, and
only appear for demographics where there is a statistically significant (p < 0.05) difference
between the mean for blocks with violations and blocks without according to a two-sample
t-test.

6 Discussion

By linking 2010 Decennial Census data with HUD survey data, we demonstrate a possible
attack that could reveal households living in violation of HUD occupancy limits in as many
as 1 in 11 census blocks with Section 8 properties. In less than 30 seconds on a standard
laptop, we can link 2010 Decennial Census and HUD survey data to detect if a given census
block must contain a household in violation of the standard HUD occupancy limits. Our
preliminary results suggest that in 2010, this attack could have identified 647 blocks (more
than 1 in 11 blocks with Section 8 properties) and as many as 3,448 households (about 1
in a 130 households in Section 8 properties) living in violation of HUD guidelines.When we
apply the same attacks to 2010 statistics protected by 2020 differentially private disclosure

avoidance measures, an attacker could recover less than 61% of the blocks in violation origi-
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nally discovered with our heuristic method, and only 3% of those discovered with our integer
programming approach. Our preliminary results suggest that this attack fails to consistently
recover those violations when applied to noisy statistics retroactively protected by the 2020
disclosure avoidance system.

Building on our initial results, our planned experiments will test a) how disclosure avoid-
ance measures planned for the DHC could affect these risks, compared to traditional mea-
sures, and b) which demographic groups are most affected. Quantifying the empirical risk to
marginalized groups is crucial for assessing the efficacy of current and future disclosure avoid-
ance systems. The results of this study will constitute a motivating example for policymakers

aiming to design a more trustworthy and accurate census.
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A Linking the 2010 Census to HUD Survey Data

Since our HUD survey data did not contain information about which census block each
property belongs to, we identified the block, tract, and county of each property using the
Census Geocoder (US Census Bureau, 2023). We filtered out 1,528 properties where the
Census Geocoder was unable to find a county, tract code, and block code. There were also
337 blocks that had more than one Section 8 property—for these blocks, we created a single
Section 8 partition by aggregating the summary statistics across properties within a block.
Since we identify violations by comparing household size to the number of bedrooms in the
unit the household resides in, creating superproperties ensures that each Section 8 unit can
only have one Section 8 household living in it. We also ignored 2,125 blocks where the
number of households in the block provided by Summary File 1 was less than the number of
occupied Section 8 units reported by HUD, as well as 220 blocks where the number of people
reported living in Section 8 properties was greater than the number of people reported living
in the block in Summary File 1. For these properties, the address of the property in our
HUD dataset is in a different block than the households themselves—for example, when the
leasing company’s building is located in a different block from the housing property. Since
we do not have access to shape files or unit-level coordinates to more accurately determine
which block each housing property belonged to, we leave out these blocks and assume the
rest are properly addressed.

B “Greedy” Baseline

For a given block, suppose there are N households sorted in ascending order by household
size. Households 1,2,..., N, are assigned to be Section 8 while households N — N, N —
Ns+1,..., N are assigned to be non-Section 8. Since households are ordered by increasing
household size, the N, smallest households in the block are Section 8 while the remaining
N — Nji largest households are non-Section 8.

Suppose there are U Section 8 housing units in the block sorted in descending order by
number of bedrooms in the unit b;, and each of these units ¢ does not yet have a household
assigned to live in it. Going through the Section 8 households in descending order by
household size p; (Ns, Ns—1,...,2,1) then for each household i, check if p; can “fit” into by,
the number of bedrooms in unit Uy, the unit with the most bedrooms among all remaining
unassigned Section 8 units. p; fits into b; if the pair adhere to the “two heartbeats per room”
HUD occupancy standard, p; < 2b;.

o If p; < 2by, such that household 7 is not in violation, then we assign household ¢ to
live in Uy, removing unit Uy from the list of unassigned units that households can be
assigned to live in. Then Uj is reassigned to be the next largest unassigned unit.

e If p, > 2by, household i is considered to be in violation since there are no larger Section
8 units for ¢ to fit into. This is true because we always try to fit households into the
unassigned Section 8 unit with the most number of bedrooms, Uy, so if a household is
unable to fit into even the largest unit, the household must be in violation. We then
add household ¢ to a running list of households in violation, which allows us to keep
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track of the total number of households deemed in violation in the block. Unit U,
remains an unassigned unit available to another Section 8 household.

For any block where N > U (typically due to rounding error when converting the percentage
of each bedroom size to a whole integer), instead of starting with household Nj, we start
with the household at index Ny — U in Ng, Ny —1,...,2, 1.

C Integer Programming

For a given block, suppose there are N households, and that households 1,2,..., N, are
located in a Section 8 property. For each household i, we aim to reconstruct the following
variables:

e p; € {0,1,... SF1[P]}: the number of people in household ¢, which we conservatively
assume can be no more than the total block population SF1[P] recorded in Summary
File 1.

° Tg € {0,1}: abinary indicator of whether household 7 contains a person of race/ethnicity
j € J (e.g. White and non-Hispanic, White and Hispanic, etc.)

e ¢; €{0,1,...,p;}: the number of people under 18 in household i.

e b¥ € {0,1}: a binary indicator of whether the household lives in a unit with k € {<
1,=2,> 3} bedrooms.

We select the following summary statistics from Summary File 1 from the 2010 Decennial
Census (SF1) and the 2010 Section 8 HUD survey (HUD):

e SF1[N,_,]Vz € {1,2,...,6}: the number of households of size x reported in Summary
File 1.

e SF1[P]: the block population reported in table P1 in Summary File 1.
e HUD[P]: the total number of residents reported in the HUD survey.

e SF1[N;]V j € J: the number of households with a person of race/ethnicity j reported
in Summary File 1.

e HUD[Householder of race j|] V j € J_;: the number of households with a householder
of non-Hispanic race j reported in the HUD survey.

e HUD[Hispanic householder]: the number of households with a Hispanic householder
reported in the HUD survey.

e SF1[N,.]: the number of people under 18 SF1[N.] reported in Summary File 1.

e HUDJ1 adult with children], HUD[2 adults with children]: the number of households
with 1 adult with children or 2 adults with children, respectively, reported in the HUD
survey.
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HUD[Units with k£ bedrooms] V k € {< 1,=2,> 3}: the number of households with x
bedrooms reported in the HUD survey.

We constrain the entire block with Summary File 1 statistics:

i=1
size x matches Summary File 1.

(ZN Ip=x)= SFl[Npi:xD Vaxe{l,2,...,6}: the total number of households of

Zﬁil pi > SF1[P]: the total number of people in the block is at least the block popu-
lation reported in Summary File 1. (We lower bound this and similar statistic in case
of nonresponse or other inconsistency between Summary File 1 and the HUD survey.)
<Zf\i1 rl > SFl[Nj]> vV j € J: the total number of households with a person of
race/ethnicity j is at least the number of households with a person of race/ethnicity j
reported in Summary File 1.

ZiN:1 ¢; = SF1[N.]: the total number people under 18 matches Summary File 1.

We also constrain the first Ny households by the statistics reported in the HUD Section 8
survey:

Zf\ﬁl p; > HUDIP]: the total number of people in Section 8 properties in the block is
at least the total number of residents reported in the HUD survey.

<Zf\;1 ) > HUD[Householder of race j]) YV j € J_,: the total number of Section 8
households with a non-Hispanic person of race j € J_j is at least the number of
households with a householder of race j reported in the HUD survey.

SV H;]i .7} > HUD[Hispanic householder]: the total number of Section 8 households
with a person of Hispanic origin is at least the number of households with a Hispanic
householder reported in the HUD survey.

S ¥ I(¢; > 0) = HUD[1 adult with children] +HUDI[2 adults with children]: the total
number of Section 8 households with children under 18 matches the total number of
households with children reported in the HUD survey.

<Zf\i1 b¥ > HUD[Units with & bedrooms]) V ke {<1,= 2> 3}: the number of
Section & households with = bedrooms is at least the number of households with =

bedrooms reported in the HUD survey.

Finally, we constrain the bedroom size in Section 8 units according to the “two heartbeats per
room” rule: SN b= (p; > 2) = 0 and S22, b=2I(p; > 4) = 0. If a reconstruction satisfying
all these constraints does not exist, the block must contain a household in violation of this
occupancy limit.
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