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The unprecedented growth in big data and big data technologies has vastly expanded
information availability across the globe. An example of this trend is the wide access
to social media across all countries. As such, different social media platforms are being
prominently used to display dissidence during episodes of unrest in many countries. In
turn, oppressive regimes have taken different approaches toward suppressing the spread
of dissidence on social media. One commonly used approach is to limit access to the
platform from within the country by controlling the internet. A second approach is to
spread disinformation on the platform. This latter approach has a few advantages for the
oppressive regime: It does not require excreting force, it is more difficult to trace, it disrupts
the flow of information, and it deranges the opposition movement through multiple channels
without apparent aggression. We call this approach a “disinformation war.”

In this project, we plan to explore the disinformation war on Twitter Farsi in the context
of current protests in Iran. We plan to identify accounts which engage in “government
sock puppetry” by the government of IRI, i.e., state-sponsored internet propaganda, on
Twitter during the recent wave of opposition and pinpoints the methods that they use
most extensively the spread false claims.

On 16 September 2022, a 22-year-old Iranian woman named Mahsa Amini, died in a
hospital in Tehran, Iran, after being arrested by the religious morality police of Iran’s gov-
ernment, for not wearing the hijab in accordance with government standards. Eyewitnesses
report that she died as a result of police brutality which was denied by Iranian authorities.
Amini’s death resulted in a series of widespread protests across Iran which persist until
today. These protests are concentrated among the younger generation and are accompa-
nied by a lot of activity on social media platforms including Twitter Farsi. The activity on
Twitter Farsi started with hashtag #MahsaAmini and has extensively sprawled in the past
twelve weeks.

At the same time, supporters of the Iranian regime engaged in spreading disinformation



on Twitter Farsi at unprecedented levels during the current wave of unrest. Pro-regime
entities create numerous imposter Twitter accounts and use them to spread fabricated,
misleading, and false information. They pretend to be among the dissidents by posting pro-
revolt content and hashtags. Once they establish themselves as such and build a network
among the protesters, they start spreading disinformation using various techniques to make
the false information more convincing. Although they have not always been as successful in
penetrating the network of opposition for different pieces of false news, they have managed
to cause significant harm to the opposition movement as listed below.

We have classified Tweets that spread disinformation into five categories, depending on

their objective:

1. Discrediting the protest movement: This is possibly the most toxic and disruptive
type of disinformation as it mixes truth with lies and make it impossible to distinguish
them. For instance, after death of a 15-year-old child, Asra Panahi, the regime claimed
that she committed suicide. In order to make this claim believable to opposition and
pro-regime crowd alike, they spread the news that another student at her school was
also killed. After this news spread it turned out that the second student was actually

not killed but committed suicide a while back.

2. Spearing fear: When the government attacked Sharif University, they spread the news
that they had killed many students within the university. This was not true, and the

main purpose was to spread fear.

3. Spreading false hope and the ensuing disappointment: There was disinformation

about leaders of the regime and their families leaving the country.
4. Vilifying the protesters: News about protesters being helped by separatists or ISIS.

5. Justifying the regime actions: News related to police forces in other countries en-

countering protesters violently.

Our primary goal is to identify the accounts that engage in spreading disinformation

and their strategies. In order to do so, we are taking the following steps

e We have obtained a number of Twitter academic accounts which allows us to listen
and download the stream of T'weets as they are posted, subject to a limit (100 Tweets

per second).

e We plan to obtain Tweeter data from September 16 2022 onward from a third party

using this grant.



e We use T'weeter data to create a network of hashtags, followers, likes, and reTweets.

e We use Machine Learning techniques to identify the content commonly posted by

imposter accounts.

Aside from data that we are gathering using our Twitter academic account, we plan to
buy data from Pulsar, a social listening and audience insights tool. Their software provides
three tools that are all extremely useful for our analysis. First, they have a social listening
tool with many publicly available channels (TRAC). We specifically need their Twitter
data. The second tool is audience mapping and segmentation (AUDIENCE). The analysis
can be done using different criteria such as followers and target demographics using this
tool. The third tool is a trend recognition tool (TRENDS), which allows us to see what is
trending on a local or global level for each time period.

The main idea is to use ex-post information revealed on credible media outlets to identify
some disinformation Tweets. Once we identify a Tweet as false, we trace back the stream
of reTweets to the account that posted the original Tweet starting this stream of false
information. In order to do so, we need to listen to T'weets constantly as imposter accounts
commonly delete the false information that they have tweeted in order to avoid being
identified. We are hoping to be able to identify several core imposter accounts using this
backward induction approach. Once these core accounts are identified, we use them to
expand the set of recognized misinformation Tweets and imposter accounts.

We use at least two types of ML techniques to identify misinformation Tweets. The first
method involves NLP (Natural Language Processing) approaches to identify the language
of imposter tweets. Here we start from several accounts that we have identified as imposter
accounts. We then use supervised learning based on the words and hashtags used by these
accounts to identify other imposter accounts. The second method uses a variety of clustering
approaches. This method closely interacts with our network analysis approach which we
explain next.

For our network analysis, we build a coupled network which consists of multiple tiers.
The first tier represents the reTweet network. The second tier is built using common hash-
tags used by different accounts. The third tier is the network of followers. The last tier is
the network of likes. Superimposing these networks and establishing the common compo-
nents gives us a more thorough picture of the imposter accounts, their internal network and
the strategies they use to disseminate false information. It will further enable us to under-
stand what types of disinformation are more effectively penetrating the broader network of
Twitter.



Budget

Data acquisition: 30k

e We plan to use the grant to get access to the data from Pulser as explained in the
proposal. This will cost us 30k per year. This grant will take us half way and we can

use our personal research accounts for the rest of the cost for the first year.
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